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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
66. 249. 78. 254 | srael 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 7628
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 1816

66. 249. 78. 146 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 894

207. 232. 36. 181 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y-TLS renegotiation-di dest - reset 589

63. 141. 217. 54 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 23
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il F Dover _Under Attack Con Htp drop 5
31.168. 133. 226 | srael 147.237. 72. 166 aka.idf.il ock Wp Al _Nets drop 3

183. 60. 48. 25 Chi na 147.237.76. 198 e.yohalan.idf.il |JLM Under_ Attack_Con_Tcp drop 1
151.217.178. 35 147.237.76. 198 e.yohalan.idf.il |Bock Wp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry ‘Ste |Signature |Count|
167. 114.156. 16 [147.237.77.216 |Canada dover.idf.il portscan: TCP D stributed Portscan 3
195.34.150. 18  |147.237.77.216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 2
82. 80. 25. 221 147.237.77.216 |lIsrael dover . idf.il http_i nspect: MALTI PLE HOST HEADERS DETECTED 2
82.80.198. 164  |147.237.72.166 |lsrael aka idf.il portscan: TCP D stributed Portscan 1
197.45.153. 74  |147.237.77.179 |Egypt e.nazi.idf.il ET SCAN NVAP -sS w ndow 2048 1
82. 80. 25. 221 147.237.77.216 |Israel dover.idf.il SERVER APACHE Apache SS error page cross-site scripting 1
59. 45. 79. 117 147. 237.77.205 |China prisha.idf.il ET SCAN Potential SSH Scan 1
180.97.106. 36  |147.237.8.27 Chi na e.madi matal .idf.il |[ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.76.201 |[China e.aa.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.0. 33 hi na idf.il ET SCAN Potential SSH Scan 1
108. 30. 83. 8 147.237.77.235 |lhited Sates svivaidf.il ET SCAN NVAP -f -sS 1
37.26.148.161  |147.237.72.166 |[lIsrael akaidf.il portscan: TCP O stributed Portscan 1
92.61.225. 10 147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
5.29.77.35 147.237.77.216 |l srael dover.idf.il portscan: TCP Distributed Portscan 1
85. 65. 219. 88 147.237.77.216 |lIsrael dover . idf.il portscan: TCP O stributed Portscan 1
84.94. 162. 80 147.237.77.216 |l srael dover . i df .i| portscan: TCP O stri buted Portscan 1
197. 45. 153. 74 147.237.77.179 |Egypt e.nazi.idf.il ET SCAN NVAP -f -sS 1
79.176.131. 127 |147.237.77.216 |[lsrael dover . idf.il portscan: TCP O stributed Portscan 1
183.61.109. 189 |147.237.76.198 |Chi na e.yohal an.idf.il ET SCAN NVAP -sS wi ndow 3072 1
59. 45. 79. 117 147.237.77.61 |China e.cogat .idf.il ET SCAN Potential SSH Scan 1
176.13.15.226  [147.237.72.166 |lsrael akaidf.il portscan: TCP O stributed Portscan 1
59. 45. 79. 117 147.237.72.156 |[Chi na aman. i df il ET SCAN Potential SSH Scan 1
108. 30. 83. 8 147.237.77.235 |lnited Sates svivaidf.il ET SCAN NVAP -sS wi ndow 2048 1
46. 120. 80. 94 147.237.77.216 |lIsrael dover . idf.il portscan: TCP O stributed Portscan 1
104. 143. 14. 247 |147.237.77.176 |Uhited Sates nat pash. i df .i ET SCAN NVAP -sS wi ndow 1024 1
37.26.148.156  |147.237.72.166 |[lsrael aka idf.il portscan: TCP Distributed Portscan 1
87. 69. 165. 96 147.237.72.166 |l srael akaidf.il portscan: TCP O stributed Portscan 1
5.29. 42. 107 147.237.77.216 |lIsrael dover . i df .i| portscan: TCP O stri buted Portscan 1
84.108.204. 65  |147.237.77.216 |[lIsrael dover.idf.il portscan: TCP Distributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
Sreamng Engine: TCP Invalid i i ssi

46.19.85.101  |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. g 132
Ret r ansni ssi on Packet dropped.

63.141.217.54 |lhited Sates |147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 119

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36

79.176.72.171  |Israel 147.237.72. 166 |aka. i df i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 23

37.26.148.160 |[lIsrael 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 18

46. 19. 85. 89 | srael 147.237.72. 167 |i shurimaka.i df il Bad TCP sequence Inval i d ACK nunber noni t or 18
Sreaning Engine: TCP Invalid i i ssi

46.19.85.195  |israel 147. 237.77. 243 |mubi l e, i f . i1 9 =g Invalid segnent retransmssion. | 15
Ret r ansni ssi on Packet dropped.

2.52.161.19 | srael 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> RST rej ect 14

217.194. 199. 124l srael 147.237.72. 166 |aka. i df .i drop First packet isn't SWN drop 12

66.249.93.140 |wited Sates [147.237. 77. 226 ‘“:"I”“Cha”atz'aka"df drop Frst packet isn't SWN drop 12

82.145.209.99 |Europe 147. 237. 77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 11

. ) SYNtAXK retransmt with .

79.176.72.171 |lsrael 147.237.72. 166 |aka.idf.il Bad TCP sequence di fferent i ndow scal e noni t or 11

62. 0. 200. 166 | srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 10
Sreamng Engine: TCP Invalid i i ssi

66.249.78.37  |Wited Sates |147. 237. 77. 234 |hal ag.i of . 9 =g Invalid segnent retransmssion. g 8
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

192. 117. 170. 194/ srael 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =9 Invalid segnent retransmssion. g 8
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

176.13.15.213  [Israel 147.237.77. 243 |nobi l e i df .1 9 =g Invalid segnent retransmssion. g 8
Ret r ansni ssi on Packet dropped.

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop

192. 116. 190. 206l srael 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SYN drop

2.54.131.139 I srael 147.237.72. 166 |aka. i df i SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreamng Engine: TCP Invalid i i ssi

77.125.96.25  |israel 147.237.72. 166 |aka.i df . 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.

46.19. 85. 117 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber alert 6

46.19. 85. 117 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber moni tor |6

46. 19. 85. 84 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber nonitor |6

46.19. 86. 91 I srael 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
Sreanming Engine: TCP Invalid i i ssi

149.78.63. 206 |Israel 147.237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. g 6
Ret ransn ssi on Packet dropped.

46. 19. 85. 211 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Invalid ACK nunber alert

46.19. 86. 173 I srael 147.237.77. 216 |dover. i df il SYN Attack SYN -> SYN-ACK -> RST rej ect

46. 19. 85. 211 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber noni t or

46.116.96.147 I srael 147. 237.72. 166 |aka. i of . i | Bad TCP sequence SYNWACK retransmit with monitor |6

di fferent w ndow scal e

46. 19. 85. 249 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval i d AGK nunber moni tor |5

62.0.236.1 | srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 5

46.19. 85. 17 I srael 147.237.72. 156 |anan. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 5

46. 19. 85. 249 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval i d AGK nunber aert 5

46. 19. 86. 185 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4

81.218.123.162 |lsrael 147.237.72. 166 |aka.idf il Bad TCP sequence Inval i d ACK nunber noni t or 4

189. 236. 69. 8 Mexi co 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 4

46.117. 136. 103 |lIsrael 147.237.72. 156 |anan. i df . i | Bad TCP sequence Inval id ACK nunber nonitor |4
Sreamng Engine: TCP Invalid i i ssi

176.13.3.240 [ srael 147. 237.72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. g 4
Ret r ansni ssi on Packet dr opped.

66.249.93.192 |[Israel 147.237.76. 202 |e.hal ag.i df . i Geo- | ocati on enf or cement Geo-Iocat i on i nbound drop 4

enf or cenent

46. 19. 85. 249 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber alert 4

46. 19. 85. 249 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber moni tor |4

62. 0. 200. 160 | srael 147.237. 72. 156 |anan.idf .il dr op First packet isn't SYN drop 4

81.218.123.162 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d ACK nunber alert 4
Sreaning Engine: TP Invalid i i ssi

176.12. 143. 159 |Israel 147.237.72. 167 |i shuri maka. i df .i 9 =9 Invalid segnent retransmssion. g 4
Ret ransn ssi on Packet dr opped.

195.34.150.18 |Austria 147.237.77. 216 |dover.idf . i1 Bl ock HTTP Non Conpl i ant Failed to hand e connection data [monitor |4
Sreaning Engine: TCP Invalid i i ssi

46.19.86.125  |israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. . 3
Ret r ansni ssi on Packet dropped.

46. 19. 85. 252 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or

82. 80. 196. 44 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d ACK nunber noni t or
Sreaming Engine: TCP Invalid i i ssi

2.54.17. 69 I'srael 147.237.72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. g 3
Ret ransn ssi on Packet dropped.

79.176.97. 12 I srael 147. 237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
. . . Too Many of the Sane Response Gode (404) in Session from
185. 120. 126. 40 147.237.0.34 |tikshuv.idf.il 185. 120. 126. 40 Block |583
176.13.7. 212 I srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Qode B ock 231
176.13.7. 212 I srael 147.237.0.19 |madimatal .idf.il |[Too Many of the Sane Response Code (404) in Session from176.13.7.212 [Bock |154
] ; ; Paraneter Type M ol ati on Repeat Password in
79.181.208. 4 I srael 147.237.77.243|nobi le.idf . il mobi | e. i df . i |/ sachar/ changepasswor d Bl ock 8
197. 221. 14. 66 Zor”itc'; 147.237.77.233|atal .idf .il Mil ti pl e Unhaut hori zed URL Access from 197.221. 14. 66 B ock 5
81.218.70.243 |lIsrael 147.237.77.74 [lawidf.il Mil tipl e Unaut hori zed URL Access from 81.218. 70. 243 Bl ock 5
46.19. 85. 195 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code Bock |4
95. 86. 80. 76 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i | [Distributed Suspicious Response Code_Qust om Tenporary Bock |4
109. 253. 192. 247|I srael 147.237.0.19 |nadimatal .idf.il |DOstributed Suspicious Response Qode B ock 3
37.26.148.148 [Israel 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Qode B ock 3
66. 249. 66. 28 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i | [Distributed Suspicious Response Code_Qust om Tenpor ary Bock |3
185. 32.179. 106 |Israel 147.237.0.19 |nmadimatal .idf.il |[Ostributed Suspicious Response Code B ock 3
46.19. 85. 19 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode B ock 3
37.26.147.158 |Israel 147.237.0.19 |madimatal .idf.il |[Dstributed Suspicious Response Code Bock |3
2.54.129.54 I srael 147.237.0.19 |madimatal .idf.il |[Ostributed Suspicious Response Code B ock 3
85. 64. 160. 246 [l srael 147.237.72. 166 [aka. i df . i | Mil tipl e Uhaut hori zed URL Access from 85. 64. 160. 246 B ock 2
176.13.5.94 I srael 147.237.77.243|mobi l e. i df . i | D stributed Lhaut hori zed URL Access on nobil e.idf.il/sachar/index B ock 2
Lhited . . O stributed Whaut horized URL Access on
107.178.194.79 |g 4 o 147.237.77. 216 |dover . i df . i | v i dff i |/ 1133- 22461- hel dover . aspx. Block |2
2.52.188.23 I srael 147.237.0.19 |madimatal .idf.il |[Distributed Suspicious Response Code B ock
109. 253. 212. 202|l sr ael 147.237.77.243|nobi | e. i df . i | Uhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock
Lhited . - DO stributed Whaut hori zed URL Access on
107.178.194.79 |g o oo 147.237.77.216|dover . i df . i v i dff i |/ 1133- 22638- hel dover . aspx. Bock |2
109. 253. 130. 219|1 sr ael 147.237.0.19 |madimatal .idf.il |[Dstributed Suspicious Response Code Bl ock
109. 253. 135. 2461 srael 147.237.0.19 |nadimatal .idf.il |DOstributed Suspicious Response Qode B ock
68. 180. 229. 31 Lsh'mt:g 147.237.76. 147|chi nuch. aka. i df . i| [Dstributed Suspicious Response Code_Qust om Tenporary B ock 2
37.26.147.240 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
173. 252. 88. 247 gq;:eeg 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
79.178.26.200 |[lIsrael 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to vww i df.il/oref/sitelhel/ nain. asp Bl ock 1
201.175.12.203 |[Mexico 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua atal.idf.il/wp-admn/ Bl ock 1
2.54.170. 198 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: si gal gs oS Attack None 1
109. 160. 204. 232]I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None 1
66.249.78.104 [Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt Bl ock 1
184. 105. 247. 195 g‘;s: 147.237.0.19 |madimatal .idf.il [Wauthorized URL Access to 147.237.0. 19/ Bock |1
46. 19. 86. 219 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None
176.13.15. 213 |Israel 147.237.77.243|nobi l e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock
2.52.13.198 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None
Lhi ted . . Unaut hori zed URL Access to
207.46.13.79 Sates 147.237.76.31 [nakehal .idf . il nakhal .idf.il/tenpl at es/ shar ed/ user cont r ol s/ navnenu/ Bl ock !
46. 19. 85. 160 I srael 147.237.72.166|aka. i df . i | Lht raceabl e S Sessi ons: sigal gs DoS Attack None 1
68. 180. 229. 173 g‘;tt:: 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
193.34.56. 101 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
Ill1egal Byte Qode Character in Query Sring
d=DPFzD4pf gj bsK- Rhbl cRWTZoO upOXnvPO4ANVOF8Yopq6l 85pIxHuVXA qo
nCVX8- nCVqYr XNLnDTJadzdC21 oXat Dbt US6i Or QUFaMUV_MsGpCBP2BXAs _t
Cxf MObl r dOVZngdRYNRL| 1 (VKGO ¢¥8 (VT ¢V [ [#23] 1 ¢Vh (Yo ¢Vi (Vi ¢Vi (VA [ [ #28
31.168. 170. 190 |lsrael 147.237.77.216|dover.i df .il 117 M8 Vb Vb (VB (V[ [ #2711 YT VAN (G ¢V ¢V cVPIN S [ #17] ] yi ¢VB ¢ VB Ykl ¢¥B ¢¥b ¢, |Bl ock 1
Vb YR #30] 1T ¢¥Zdi ¢ VB ¢ VB ¢ VB ¢ VB VB[ #29] | UNE (VB VT (UK YR [#14] T ([[#22] 17 ¢,
Vi VBT Q (YR T ¢ va2-=0
[T Y8 eV Mol (VB (YU ST ¢YB (VB (B eYRT (VB (VB (MR [ #16] ] D (YR [ #27]] 41 ¢ YA wp2=Lhi ¢¥2
ni (VB ¢Ye[ [ #26] 11 ¥k ¢85\
. . DO stributed Uhauthorized URL Access on
2.54.29. 98 I srael 147.237.76.42 (refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bock |1
66.102.9.91 gq;:eeg 147.237.77. 216 |dover.i df.il Unaut hori zed URL Access to v idf.il/1294-en/ v idf.il/english Bl ock 1
178. 255. 215. 87 |France 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
83.147.184.57 |[Ireland 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to waw idf.il/nazi'a=0 Bl ock 1
Mal fornmed URL
46. 19. 85. 251 | srael 147.237.0.34 |tikshuv.idf.il _pk_i d. 186. df b3=5c6dc2f 6566c2a41. 1451369716. 1. 1451369716. 1451369 |B ock 1
716. ;
m ny- kosher - kr avi _ o
176. 13.9. 231 | srael 147.237.0. 17 idf il Untraceabl e SS. Sessi ons: Lhknown Server Certificate None 1
173. 252. 88. 251 LSqulatt:s 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs DS Attack None 1
79.178.127.87 |lIsrael 147.237.76. 147|chi nuch. aka. i df . i| [Dstributed Suspicious Response Code_Qust om Tenporary B ock 1
Lhi ted . . D stributed Uhauthorized URL Access on
204.13.200.200 fo . 147.237.77. 216|dover . i df . i | v i dff i | / 1133 22461- hel dover . aspx. Block |1
2.54.182. 166 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
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