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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - reset 570
81.218. 241. 26 | srael 147.237.72. 166 aka. idf.il Anonal y- TLS-renegoti ati on-d i dest - r eset 97
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il F Dover Under Attack Con Htp dr op 2

42.116. 225. 2 i et nam 147.237. 76. 147 chinuch. aka.idf.il |JLM Under Attack Con Tcp drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
151.217.178. 88 |147.237.77. 74 lawidf.il ET SCAN Potential VNC Scan 5900- 5920 1
213.204.101. 24 |147.237.76.86 |Lebanon navy. i df.il ET SCAN NVAP -sA (2) 1
146.185.30.93 [147.237.76.30 |United Kingdom  |hinush.idf.il ET DB Large anount of TCP ZeroWndow - Possible Niller2 1
DDos attack
196.47.173.21 [147.237.8.46 |Qte Dlvoire e.chinuch.idf.il |ET SCAN NMAP -sS wi ndow 2048 1
131.109. 15. 15 |147.237.77.179 |lhited Sates e nazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
115.182.17.13  |147.237.76.30 [China hi nush. i df i | ET SCAN NMAP -sS wi ndow 1024 1
185.130.5.231 [147.237.77. 243 nobi | e.idf.il ET SCAN Potential SSH Scan 1
93.173. 137. 145 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
185.130.5.231 |147.237.77.233 atal.idf.il ET SCAN Potential SSH Scan 1
84.108.234.95 |[147.237.72. 166 |l srael aka.idf.il portscan: TP D stributed Portscan 1
185.130.5.231 |147.237.72.14 dover.idf.il(old) |[ET SCAN NVAP -sS wi ndow 1024 1
46. 19. 86. 39 147.237.72. 166 I srael aka.idf.il portscan: TGP DO stributed Portscan 1
185.130.5.231 [147.237.8.45 eeitanidf.il ET SCAN Potential SSH Scan 1
151.217.178. 88 |147.237.77. 233 atal .idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
151.217. 178. 88 |147.237.76. 42 refuah.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
196.47.173.21 [147.237.8.46 |Qte Dlvoire e.chinuch.idf.il |ET SCAN NMAP -sS wi ndow 4096 1
131.109. 15. 15 |147.237.77.179|lhited Sates e nazi.idf.il ET SCAN NMAP -sS wi ndow 3072 1
196. 47.173.21 |147.237.8.46 |Qte Dlvoire e.chinuch.idf.il |ET SCAN NVAP -f -sS 1
115.182.17.13  [147.237.76.30 |China hi mush. i df .i | ET SCAN NVAP -sS wi ndow 3072 1
192. 115. 162. 117|147, 237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
109. 65. 141. 46 [147. 237. 72. 166 |I srael aka.idf.il portscan: TGP O stributed Portscan 1
185.130.5.231 [147.237.77.235 sviva.idf.il ET SCAN NVAP -sS wi ndow 1024 1
91.201. 236. 113 |147.237.0.200 |lkrai ne mu.idf.il ET SCAN NMAP -sS wi ndow 1024 1
185.130.5.231 |147.237.76. 86 navy.idf.il ET SCAN Potential SSH Scan 1
4662, 132. 118|147 237 76,39 |lran Islanic oobi | e el tav. i df | ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Republ i ¢ of Potential Scan or Brute Force
185.130. 5. 231  [147.237.8.50 etikshuv.idf.il |ET SCAN Potential SSH Scan 1
180. 97. 106. 162 |147.237.76. 42 [China refuah.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Signature ?«;\tni%?]

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36

213.204. 101. 24 |Lebanon 147.237.76.30 [hinush.idf.il Bad TCP sequence Inval i d AGK nunber nonitor |14
Vb Server Enforcenent HITP Deni

207.241. 229. 111|Wited Sates 147.237.72. 166 |aka. i df . . Véb Servers S ow Denial of | o ect 14
Mol ation Servi ce
Sreamng Engine: TCP Invalid i i ssi

176.13.8.191 |l srael 147. 237.77. 243 |mobi l e. i f i 9 =g Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

80. 246. 137. 147 |Israel 147.237.77. 243 |nobil e.i of . 9 =g Invalid segnent retransmssion. | 12
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

207.46.13.164 |Uited Sates 147. 237.76. 200 |ei tan. aka. i f . i 9 =g Invalid segnent retransmssion. |, 10
Ret r ansni ssi on Packet dropped.

213.57.132.199 |[Israel 147. 237. 72. 166 |aka.i of .i | SYN Att ack SYN -> SYN-ACK -> Tineout |reject 9

213.57.132.199 |israel 147. 237.72. 166 |aka.i f . i Bad TCP sequence SINFAK retransnit with moni tor |9

di fferent w ndow scal e

2.52.188. 63 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect

109. 73.15. 149  |Russi an Federation 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi

176.13. 4. 12 I'srael 147. 237. 77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. |, 8
Ret r ansni ssi on Packet dropped.

212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop

81.218. 241. 26 | srael 147.237.72. 166 |aka.idf . il dr op First packet isn't SN drop

46. 19. 86. 32 | srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TGP Invalid i i ssi

89.139.37.108 |Israel 147.237.77. 243 |nobil e.i of i 9 =g Invalid segnent retransmssion. | 6
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

80. 246.136.35 |l srael 147. 237. 77. 243 |mobi l e. i of . i | 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.

212.116.164.20 |Israel 147. 237. 77. 216 |dover i df i Bad TCP sequence SWretransmt wth different oo o

w ndow scal e

Sreamng Engine: TCP Invalid i i ssi

2.54.17. 219 I'srael 147. 237. 77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.

62. 0. 197. 205 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
Sreaning BEngine: TCP Invalid i i ssi

64.233.172. 177 |Wited Sates 147, 237. 72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. | 6
Ret r ansmi ssi on Packet dropped.

46. 19. 85. 254 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber alert 6
Sreaning Engine: TQP Invalid i i ssi

2.54.33. 41 I'sr ael 147.237.77. 243 |robi L e, i of . i1 g =g Invalid segnent retransmssion. | 6
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

2.52. 43. 240 I srael 147. 237. 77. 243 |nobi l e.i df . i | g =g Invalid segnent retransmssion. g 6
Ret r ansmi ssi on Packet dr opped.

176. 67. 99. 218 glcis;ilgéan Territory.f1 47 237.77. 176 |nat pash.if. il |drop First packet ism't SWN drop 6

46. 19. 85. 63 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber aert 6

46. 19. 85. 254 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber nonitor |6

109.73.15. 149  |Russian Federation  |147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber aert 6

2.54.10.221 I srael 147. 237. 72. 166 |aka.i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6

46. 19. 85. 63 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber nonitor |6

213.204. 101. 24 |Lebanon 147.237.0.34 |tikshw.idf.il |Bad TCP sequence Inval i d ACK nunber nonitor |4

46. 19. 86. 208 I srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d AGK nunber nonitor |4

46. 19. 86. 32 I srael 147.237.0.34 |tikshwv.idf.il [SYN At tack SYN -> SYN-ACK -> RST rej ect 4

195.34.150. 18 |Austria 147.237.77. 216 |dover.i df .il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |4

213.204. 101. 24 |Lebanon 147.237.76.30 [hinush.idf.il Bad TCP sequence Inval i d ACGK nunber aert 4

46. 19. 86. 32 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber nonitor |4
Sreaning BEngine: TQP Invalid i i ssi

176.13.8.227  [israel 147. 237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segnent retransmssion. | 4
Ret r ansmi ssi on Packet dropped.

5.22.134.20 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber nonitor |4

79.178.123.210 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4

46.19. 86. 138 | srael 147.237. 77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber noni t or 4

173.201. 196. 207|United Sates 147.237.77.74 |lawidf.il Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data |nonitor 4

2.54.46.23 I srael 147.237.72. 167 |i shurimaka. i df .1 [SYN At t ack SYN -> SYN-ACK -> RST rej ect 4

212.179. 23. 25 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 3

2.54. 46.23 | srael 147.237.72. 167 |i shurimaka.idf .i|SYN At t ack rej ect 3

2.52. 160. 152 I srael 147.237.72. 156 |anan.i df .il SYN Attack SYN -> SYN-ACK -> RST rej ect 3

5.102.254.137 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni tor |3
Sreanming Engine: TCP Invalid i i ssi

84.110.7.186  |Israel 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. g 3
Ret ransmi ssi on Packet dropped.

46. 19. 85. 159 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or

109. 66. 200. 65 |l srael 147.237.72. 166 |aka.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect

2.52.176. 173 I 'srael 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence Inval id ACK nunber alert
Sreaning BEngine: TCP Invalid i i ssi

46.19.85.138  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 3

Ret r ansm ssi on

Packet dropped.
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|Top Attackers In V\AF|

At acker

Devi ce

Count ry Target Address |Site Sgnature Action ‘Count
93. 172. 232. 207 |l srael 147. 237.77. 243 |nobi | e. i df . i | fbﬂ”:t o T?’Ffsrcﬁgra; icggngi‘ggiov‘%d in Bl ock 21
2.52.52.125 I srael 147.237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 4
176.13. 4. 12 I srael 147.237.77.243|nobi l e. i df . i | Distributed Suspicious Response Gode B ock 3
79.178.127.87 |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 3
185. 120. 126. 78 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 3
128. 127. 107. 80 |Net her | ands 147. 237. 76. 147 [chi nuch. aka. i df . i | D stributed Suspicious Response Code Qust om Tenpor ary B ock 3
80. 246. 137. 147 |I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 3
176.13.8.191 |Israel 147.237.77.243|mobi | e. i df . i | D stributed Suspici ous Response Code B ock 3
80. 246. 136. 35 [l srael 147.237.0.19 |nadi matal .idf.il Distributed Suspicious Response Gode B ock 3
66.249.66.46 |Israel 147.237.77. 216 |dover . i df . i | Mil tipl e Uhaut horized URL Access from 66. 249. 66. 46 B ock 2
2.52. 43. 240 I srael 147.237.77.243|mobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
138. 134. 102. 16 |l srael 147.237.76.86 |navy.idf.il Mil tiple Unauthorized URL Access from 138.134.102. 16 B ock 2
85. 65. 79. 82 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/sip storage/files/5 |B ock 2
46.19. 85. 14 | srael 147.237.0. 17 ;T] inly- kosher -kravi . id Untraceabl e SSL Sessi ons: Lhknown Server Certificate None 2
84.228.62.26 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
46. 19. 86. 69 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
185. 120. 126. 44 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
2.54.150.224 |Israel 147.237.72.166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
79.181. 183. 121 [l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
109. 253. 136. 69 |l srael 147.237.0. 17 ][n inly- kosher - kravi . i d Untraceabl e S8 Sessi ons: Lhknown Server Certificate None 1
66.249. 78. 234 |l srael 147.237.72. 166 |aka. i df . i | ;’2‘;‘“22? ;f‘iﬁgtmﬁf;s?uts‘/’gener o aspx Bl ock 1
46.166.190. 151 [Netherlands 147,237, 77. 216 |dover . i df . i | D stri buted 1?;;“;;;%?3(3%\/?21;” Bl ock 1
212. 116. 164. 20 |l sr ael 147. 237.77. 216 |dover . i df . i | %ipﬂri‘:‘;ﬂ L;"'( f; W :?]Jr:’]";i: ﬂ;‘f‘i‘éilﬁz’g‘)di ng on B ock 1
89.139. 37. 108 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
31. 154. 145. 214 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
180.76.15.11 |China 147. 237. 76. 147 [chi nuch. aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
80. 246. 136. 35 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspi ci ous Response Code B ock 1
2.54.17.219 | srael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code B ock 1
157.56.39. 140 |Wited Sates  |147.237.77. 216|dover. i df . i | chautfori zed [FL fecess 1o over . a5 Bl ock 1
107.178.194. 79 |Uited Sates  [147.237.77. 216 |dover . i df . i | e L1 1155, 2461 el dover. aume Bl ock 1
84. 228. 233. 200 [l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
46.19.86.229 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Attack None 1
2.54.156.132 |Israel 147.237.72.166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
176.13.6.229 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
79.182.10.59 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Attack None 1
68.180. 228. 175 [United Sates  [147.237.76.42 [refuah. idf.il e o o oo oo/ ot U aspx Bl ock 1
66.220. 146. 23 |lhited Sates 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: si gal gs DS Attack None 1
212.143.172. 93 |I srael 147.237.0.17 ;nlrrly kosher-kravi.Td |\ caie sa sessions: Uknom Server Grtificate None 1
91.227.51.14 ?gj;;”l " 147. 237.72. 166 |aka. i df . i | mnzk‘“; i?‘?ﬁ o ?m'a;' o o £ ur pege. a5 None 1
37.26.146. 139 |l srael 147.237.72. 156 |anan. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
180. 76. 15. 138 |Chi na 147.237. 76. 147 |chi nuch. aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
79.178. 152. 106 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: si gal gs DS Attack None 1
2.54.33.41 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Gode B ock 1
173.252.115. 85 [Lhited Sates 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None 1
107.178.194.79 |Uited Sates  |147. 237.77. 216 |dover . i df . i | bstri dkf"_’tiel’c; 1?;;};%;;?&%3‘??;&” Bl ock 1
66.249. 66. 46 |l srael 147. 237.77. 216 |dover . i df . i | V\u;vzuitdr;?ri'l/ngnpluzt‘ngfisclte‘;tvmerlcomidfonline Bl ock 1
85. 65. 79. 82 I srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut horized URL Access from 85. 65. 79. 82 B ock 1
46.117.65.2 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessions: sigal gs oS Attack None 1
193.34.57.101 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs DoS Atack None 1
2.54.163. 36 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: si gal gs DoS Attack None 1
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