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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 1489
66. 249. 78. 146 | srael 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 184
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il F Dover Uhder Attack Con Htp drop 3
119. 120. 55. 90 Chi na 147.237. 76. 199 e. nakchal .idf.il B ock Up Al Nets drop 1
14.161. 14. 116 Vi et nam 147.237.76. 198 e.yohal an.idf.il B ock Wp Al Nets drop 1
185. 35. 62. 178 Sntzerl and 147.237.76. 31 nakchal .idf.il B ock Wp Al _Nets drop 1
77.247.178. 132 Net her | ands 147.237.76. 39 nobi | e.nei tav.idf.il|B ock Np Al _Net drop 1
119. 120. 55. 90 Chi na 147.237. 76. 200 eitan. aka.idf.il B ock_Wp Al _Nets drop 1
14.161.14.116 Vi et nam 147.237.76. 199 e. nakchal .idf.il B ock Wp Al Nets drop 1
119. 120. 55. 90 Chi na 147. 237.76. 196 e.svivaidf.il Bl ock Udp All Nets drop 1
14.161. 14. 116 Vi et nam 147.237.76. 196 e.sviva.idf.il B ock Wp Al Nets drop 1
14.161. 14. 116 M et nam 147.237. 76. 200 eitan. aka.idf.il B ock_ Wp Al _Nets drop 1
119. 120. 55. 90 Chi na 147.237. 76. 197 e. hinush.idf.il B ock_UWp Al _Nets drop 1
14.161. 14,116 i et nam 147.237.76. 197 e. hinush.idf.il B ock_Up Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
64.233.173. 151 |147.237.77.216|Wited Sates |dover.idf.il ET SCAN NVAP -sA (2) 2
151.217.178. 88 [147.237.8.27 e.madimatal .idf.il ET SCAN Potential WNC Scan 5900- 5920 1
104. 219, 238. 10 |147 237 72 166 kaidh il ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
190. 249. 184. 162|147. 237. 76. 177 |Col onbi a ncore.idf.il ET SCAN NMAP -sS w ndow 4096 1
50. 204. 188. 142 |147.237.8.14 |Wited Sates |e.orchot.idf.il ET SCAN NVAP -f -sS 1
190. 249. 184. 162|147. 237. 76. 177 |Col onbi a ncore.idf.il ET SCAN NVAP -f -sS 1
5. 39. 222. 253 147.237.77.226 [Netherl ands  [wwu chamat z. aka. i df .i | |ET SCAN Potential SSH Scan 1
180. 97. 106. 162 |147.237.76.30 |Chi na hi nush. i df . i ET SCAN Potential SSH Scan 1
5. 39. 222. 253 147.237.77.170|Netherl ands ~ |mmarachot.idf.il ET SCAN Potential SSH Scan 1
151.217.178. 88 |147.237. 77. 227 e. hanaz. i df .i| ET SCAN Potential WNC Scan 5900- 5920 1
151.217.178. 88 |147.237.76. 38 eeneitav.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
151.217.178. 88 |147.237.72. 14 dover.idf.il (ol d) ET SCAN Potential WNC Scan 5900- 5920 1
193 4.93. 137 147 237.76. 34 |oni na yohal an.i df. i ET SI)AN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
104. 143. 14. 247 |147.237.0.33 [Lhited Sates [idf.il ET SCAN NMAP -sS wi ndow 1024 1
50.204.188. 142 |147.237.8.14 |lhited Sates e orchot.idf.il ET SCAN NVAP -sS wi ndow 2048 1
190. 249. 184. 162|147. 237. 76. 177 |Col onbi a ncore.idf.il ET SCAN NMAP -sS w ndow 2048 1
12.139.41.189 [147.237.0.16 |lhited Sates |[ny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 1024 1
. L ET SCAN Behavi oral Wusual |y fast inbound Tel net Gonnecti ons,
182. 207.206. 75 |147.237.76.34 |China yohal an. i df . il . 1
Potential Scan or Brute Force
5. 39. 222. 253 147.237. 77. 178 |Net her | ands e. nat pash. i df . il ET SCAN Potential SSH Scan 1
168. 62. 238. 153 [147.237.76.39 |Whited Sates [nobile. neitav.idf.il ET SCAN NVAP -sS wi ndow 1024 1
151.217.178. 88 |147.237.76. 44 e.refuah.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
151.217.178. 88 |147.237. 72. 167 i shurimaka.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
Sreaming Engine: TCP Invalid i i ssi
2.54.145.198  |Israel 147. 237. 77. 216 |dover . i of . i | 9 =g Invalid segnent retransmssion. |, 183
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.176.135.84 |Israel 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g Invalid segnent retransmssion. g 114
Ret r ansni ssi on Packet dropped.
41.33.231. 90 Egypt 147.237. 77. 216 |dover.idf .i | drop SAMrule drop 36
31.210. 187. 124 |Israel 147.237.72. 156 |anan.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |11
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
31.210.187. 124 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
} . . SYNtAXK retransmit with .
96.224.252. 133 |lhited Sates [147.237.77.216 |dover.idf.il Bad TCP sequence different v ndow scal e nonitor |5
46. 19. 85. 190 I srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
128.127.107.80 |Netherlands |147.237.77.176 |natpash.idf.il drop First packet isn't SN drop 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data |nonitor 4
46. 19. 85. 123 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber monitor |4
Sreamng Engine: TCP Invalid i i ssi
176.12. 148. 144 |Israel 147. 237. 77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.183. 102. 213 |Israel 147. 237. 72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. o 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.176.135.84 | srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
84.228.251.53 |Israel 147. 237. 72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. o 3
Ret ransni ssi on Packet dropped.
207.81.209. 149 [Canada 147.237.77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
Sreaming Engine: TGP Invalid i i ssi
79.180. 64.133  |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
192.116. 55. 126 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
46. 19. 85. 190 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor 3
Sreanming Engine: TCP Invalid i i ssi
128.127.107.80 [Netherlands |147.237.72. 166 |aka.idf.il 9 =g Invalid segnent retransmssion. | o 3
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.181.195. 161 |Israel 147. 237.72. 166 |aka i f . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
66.249.64.75  |Wnited Sates |147.237.76.200 |eitan. aka i df.il 9 =g Invalid segnent retransmssion. | o 2
Ret ransm ssi on Packet dropped.
46.19. 85. 41 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 2
Sreaming Engine: TGP Invalid i i ssi
66.249.66.46  |lited Sates |147.237.72. 166 |aka idf.il 9 =g Invalid segnent retransmssion. o 2
Ret ransni ssi on Packet dropped.
46. 19. 85. 65 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
Lhi ted L . Geo- | ocati on i nbound
128.232.110.28 | ngdom 147.237.76. 196 |e.sviva idf.il Geo- | ocati on enf or cenent enf or coment drop 2
128.232. 110, 28 | t&d 147.237.76.202|e.hal ag.i df .1 Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 2
Ki ngdom enf or cenent
208.54.86.161 |lhited Sates [147.237.72.166 |aka.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect
5.175.193.232  |Ger many 147.237.77. 216 |dover.idf . i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |[nonitor
128. 232, 110. 28 E?';gegom 147.237.77. 226 "‘:’YN chamatz. aka. 1df ey At t ack SYN -> SYN-ACK -> Timeout  |reject 2
94.230.86.159 |l srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d ACK nunber nonitor |2
46. 19. 85. 41 | srael 147.237.72. 166 |aka.i df.il Bad TCP sequence Inval i d ACK nunber noni t or 2
2.54.16.108 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber monitor |1
77.125.5. 169 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |1
141.212.122. 125|Wited Sates |147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
212. 130. 122. 155|Dennar k 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber monitor |1
141.212.122. 112|Wited Sates |147.237.76.201|e. atal.idf.il Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
185.3.144. 143 |l srael 147.237.72. 166 |aka i of .i | Bad TCP sequence Invalid ACK nunber nonitor |1
169.229.3.91  |Wited Sates |147.237.76.201|e. atal.idf.il Geo- | ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
169.229.3.91  |wited Sates [147.237.8.27 |enadimata.idf.il [Geo-1ocation enforcenent Geo-I ocati on i nbound drop 1
enf or cenent
74.82.47. 16 Lhited Sates |147.237.76. 148 |gqcenter. aka.idf.il dr op drop 1
141.212. 122. 114|Wnited Sates |147.237.76. 202 |e. hal ag.i df . i | Geo- | ocati on enf or cenent Sﬁ?o'rzgﬁ;uo”  nbound drop 1
46. 19. 86. 64 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber monitor |1
137.116.71.170 |Wited Sates |147.237.8.27 |e.madimata.idf.il |Geo-1ocation enf or cenent ﬁ?olggigf” i nbound drop 1
184.105.139.75 |[Uhited Sates [147.237.72.166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
169. 229. 3. 91 Wited Sates |147.237.76.39 |mobile.meitav.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 126|Wited Sates |147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 112|Wited Sates |147.237.77.234|halag.idf.il drop SAMrule drop 1
185.3.146.193 |l srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence Inval i d ACK nunber nonitor |1
169.229. 3. 91 Lhited Sates |147.237.77.176 |nat pash.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
176. 13. 18. 55 | srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 24
80. 246. 140. 144 [l srael 147.237.77.243|nobi | e.i df . i | D stributed Lhaut hori zed UR. Access on nobile.idf.il/sachar/index |B ock 3
46.19. 85. 226 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspi ci ous Response Code Bl ock 3
109. 253. 198. 226 |1 srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
5.29.217.116 I srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code Bl ock 3
46.118. 155. 216 |Wkrai ne 147.237.77.74 [lawidf.il Mil ti pl e Unaut hori zed LRL Access from 46. 118. 155. 216 Bl ock 2
84.108.217.31 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 2
204.13.200. 200 [Uhited Sates [147. 237. 7. 216 |dover . i df . i | D stri utec ;f:;_t:gggé_ege%feﬁffspz” Bock |2
185. 3. 146. 226 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessions: sigal gs oS Attack None 2
84.108. 237. 116 |l srael 147.237.0. 16 inly_ kosher -kravi . i df. Lhtraceabl e SS. Sessi ons: Lhknown Server Gertificate None 2
207. 46. 13. 46 Uhited Sates [147. 237. 76. 147 |chi nuch. aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary Bl ock
46.120. 186. 132 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None
87.69.137.150 |[lIsrael 147.237.0. 16 inly_ kosher - kravi . i df. Lhtraceabl e SSL Sessi ons: Lhknown Server Gertificate None 2
185. 32. 179. 224 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessions: sigal gs oS Attack None

169. 229. 3. 91 Lhited Sates [147.237.76.30 |hinush.idf.il Mil tiple NULL Character in Method from 169. 229. 3. 91 Bl ock

66. 249. 66. 23 I srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1517-he/ at al . aspx Bl ock 1
204.13.200. 200 |United Sates [147. 237. 7. 216 |dover . i df . i | w1 1) 1155, 25461 el dover. aum Bock |1
169. 229. 3. 91 Lhited Sates |147.237.72. 166 |aka. i df . i | Ml ti pl e Unknown HTTP Request Method from 169. 229. 3. 91 Bl ock 1
109. 253. 199. 158|l sr ael 147.237.72. 166 |aka. i df . i | mu;kr:ri idf_eﬂ /ﬁwgaﬁ\;g\payg i p. aspx Bl ock 1
85. 250. 113. 144 |Israel 147.237.0. 17 $ niyl_ kosher - kravi . i Lhtraceabl e SS. Sessi ons: Lhknown Server Certificate None 1
5.102. 236. 77 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DoS Attack None 1
169. 229. 3. 91 Lhited Sates [147.237.76.42 |refuah.idf.il NULL Character in Method Bl ock 1
169. 229. 3. 91 Lhited Sates |147. 237.76.30 |hi nush.idf.il Abnornal |y Long Request et hod Bl ock 1
66. 249. 66. 52 I srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
212.130. 122. 155|Denmar k 147.237.77.216|dover.i df .i | Lhaut hori zed LRL Access to wanidf.il/en Bl ock 1
169. 229. 3. 91 Lhited Sates |147.237.72. 166 |aka. i df . i | Illegal Byte Qode Character in Header \al ue Bl ock 1
66.249. 64. 166 [l srael 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ 1073- he/ nakhal . aspx  |B ock 1
181.196. 135. 11 |Ecuador 147.237.77.74 |law i df.il Unaut hori zed URL Access to v | aw i df.il/xmrpc. php B ock 1
40.77.167. 77 Lhited Sates |147. 237. 77. 216 |dover . i df . i | Lhaut hori zed LRL Access to waw i df.il/english/news/ nain. stm Bl ock 1
169.229.3.91  [lhited Sates |147.237.77. 176 |nat pash. i df . i | NULL Character in Header Nane at Bl ock 1
107.178.194.87 |Wited Qates |147. 237. 7. 216 |dover . i df . i | D stri but oc 1?;;};;2;;?&%&??:‘)2” Hock |1
169.229.3.91  |wited Sates|147.237.76.30 |hi nush.idf.il w;gfﬂ_ﬁp#gﬁugsg,sfgfg 325’gl[/fje%g[/{vﬁgz{gf?i?mw Bl ock 1
66. 249. 66. 28 I srael 147.237. 76. 147 |chi nuch. aka. i df . i | Distributed Suspicious Response Code Qust om Tenpor ary Bl ock 1
169. 229. 3. 91 Lhited Sates |147. 237.72. 167 |i shuri maka. i df .i | Abnorrnal |y Long Request et hod Bl ock 1
109. 253. 201. 201 ]I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
46.118. 155. 216 [Wkrai ne 147.237.77.74 [lawidf.il Unaut hori zed LRL Access to waw | aw idf.il/bl og/ Bl ock 1
176.13.23. 74 I srael 147.237.77.243|nobi | e.i df . i | D stributed Lhaut hori zed UR. Access on nobile.idf.il/sachar/index | ock 1
87.68.47. 171 I srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
31.210. 187. 124 |l srael 147.237.72. 156 |anan. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
169. 229. 3. 91 Whited Sates [147. 237.77. 176 |nat pash. i df . i | Illegal Byte Gode Character in Header Nane Bl ock 1
169. 229. 3. 91 Uhited Sates [147.237.76.30 |hinush.idf.il Illegal Byte Gode Character in URL AvxoeASCy: AY[[#25]] x— Bl ock 1
68.180.229. 173 |lhited Sates [147.237. 72. 166 |aka. i df . i | Unt raceabl e S Sessi ons: sigal gs oS Atack None 1
213.57.238.109 |israel 147.237.72. 166 |aka. i df . i | mnai‘f:i ;a.ri"’l";en;?;/ &rmﬁﬁgima;ﬁ on. aspx None 1
169. 229. 3. 91 Uhited Sates [147.237.72. 166 |aka. i df . i | Mal for med URL Bl ock 1
66.249. 65. 112 | srael 147.237.76.42 |refuah.idf.il ﬂ?ftzg;”?éefz/?p :'Sctco‘izzet/?i | es/ 6/ 2306, pg Bl ock 1
169.229.3.91  |Wnited Sates [147. 237. 77. 176 |nat pash. i df . i | ?g;ﬂ”grfi':ﬁ&%q”e“ Method t AANAA...JAeA [[#30]] AznAz B ock 1
107.178.194.87 |Wited Qates |147. 237. 7. 216 |dover . i df . i | D stri bt oc 1?;“_?32;;?&%\/:‘?:&” Hock |1
2.52.8.2 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None

169. 229. 3. 91 Lhited Sates [147.237.76.31 |nakchal .idf.il Mitiple Illegal Byte Qode Character in Method from169. 229. 3. 91 B ock

66. 249. 66. 29 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 1134- he/ at al . aspx Bl ock 1
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