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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

Device Action |Count |

Signature

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 1232
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il F Dover Unhder Attack Con Htp dr op 2
177.65. 33.116 Bazil 147.237.77. 226 vy chanmat z. aka. i df . i | Frk Under Attack Con Tcp drop 2
77.247.178. 132 Net her | ands 147.237.76.176 test.ncore.idf.il B ock Np Al Net drop 1
114.92.122. 186 Chi na 147.237.76. 44 e.refuah.idf.il Bl ock Wp Al Nets drop 1
151.217.178. 93 147.237.76. 34 yohal an.idf.il ock Wdp Al _Nets drop 1
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|Top Attackers In |D|

‘ Target Address

A tacker
Count ry

Signature

41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 6
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66.249. 64. 142 [147.237.76.30 |[thited Sates |himush.idf.il ET SCAN NVAP -sA (2) 2
151. 217. 178. 88 [147. 237. 77. 243 nobi | e.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
151. 217. 178. 88 |147. 237. 76. 198 e.yohal an.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
104. 143. 14. 247 |147.237.0.17 |wited Sates [mny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
80. 82. 79. 39 147.237.76. 42 |Net her| ands refuah.idf.il ET SCAN Potential SSH Scan 1
78.193.2.8 147.237.77.61 |France e.cogat.idf.il ET SCAN NMAP -sS wi ndow 1024 1
o ET PQLICY I ncom ng Basic Auth Base64 HITP Password
5.135.139.53 |147.237. 77. 216 |France dover.idf.il 1
det ect ed unencrypt ed
168. 62. 238. 153 [147. 237. 72. 217 |Lnited Sates |e.idf.il ET SCAN NMAP -sS wi ndow 1024 1
151. 217. 178. 88 |147. 237. 76. 202 e halag.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
151. 217. 178. 88 [147. 237. 72. 217 e.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
82.117. 208. 243 |147. 237.77. 179 e.mazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
80. 82. 79. 39 147.237.8.45 |Netherl ands eeitanidf.il ET SCAN Potential SSH Scan 1
78.193.2.8 147. 237. 76. 200 |France eitan aka. idf.il ET SCAN NMAP -sS wi ndow 1024 1
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Attacker Address

A tacker

Signature

Devi ce

Country

‘Target Address |Ste

Sreamng Engine: TCP Invalid

Inval i d segnent retransnission.

Action

73.26.92. 72 Lhited Sates |[147.237.77.176 |natpash.idf.il S dro 70
pes Ret r ansmi ssi on Packet dr opped. P

107. 167. 103. 215|Lhited Sates |147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 21

46. 19. 86. 103 I srael 147.237.77. 216 |dover.idf . i SYN Attack SYN -> SYN-ACK -> RST rej ect 13
Sreanming Engine: TCP Invalid ' i ssi

69.125. 173. 247 |Uited Sates  |147.237.72. 167 |i shurimaka i df i1 9 =9 Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dr opped.

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 12

46. 19. 86. 103 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop

2.52.9.250 I srael 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect

8.37.227.81 g”&;ymus 147. 237. 77. 216 |dover. i of .| B ock HTTP Non Conpl i ant Response out of state monitor |7

41.33.231.90 Egypt 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 7
Sreaning Engine: TQP Invalid i i SSi

66.249.78.37  |Wited Sates |147.237.77.234|nalag.idf. il g =g Invalid segnent retransmssion. g ., 6
Ret ransm ssi on Packet dr opped.

46.19. 85. 151 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber aert

46. 19. 85. 151 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d ACK nunber noni t or

8.37.227. 69 g”&;ymus 147. 237. 77. 216 |dover. i of .| B ock HTTP Non Conpl i ant Response out of state monitor |4
Sreanming Engine: TCP Invalid i i ssi

131.253.25.179 |Wited Sates |147.237.76.200 |ei tan. aka. i df . il 9 =g Inval i d segnent retransmssion. |y, 4
Ret r ansmi ssi on Packet dr opped.

195.34.150. 18  |Austria 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Failed to hand e connection data |[monitor (4

46. 19. 85. 157 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid AGK nunber nonitor |4

41.33.232.66 Egypt 147.237.77. 216 |dover.idf . il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 3

213.57.131. 247 |lIsrael 147.237.72. 166 |aka. i df .i SYN Att ack SYN -> SYN-ACK -> Ti meout aert 3
Sreamng Engine: TCP Invalid i i ssi

79.178.102. 155 |Israel 147. 237.72. 166 |aka i f . 9 =9 Inval i d segnent retransmssion. |y, 3
Ret r ansmi ssi on Packet dr opped.

213.57.131. 247 |lsrael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 3
Sreanming Engine: TCP Invalid ' i ssi

2.54.37.32 I'srael 147. 237.77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi

2.54.171.222  |israel 147.237.77. 243 |nobil e.i df . 9 =9 Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.

5.102.254.171 |Israel 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber monitor |3
Sreanming Engine: TCP Invalid i i ssi

109.67.35.223  |israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Bngine: TQP Invalid i i SSi

66. 249. 78. 9 Wited Sates  |147.237.72. 166 |aka i df i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.

Anonynous . . . .

8.37.227.68 Pr oxy 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Response out of state noni t or 2

46. 19. 85. 157 I srael 147.237.72. 166 |aka. i df .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
Sreamng Engine: TCP Invalid i i ssi

131.253.25.176 |Wited Sates  |147.237. 72. 166 |aka i df il 9 =9 Inval i d segnent retransmssion. |y, 2
Ret r ansmi ssi on Packet dr opped.

208. 113. 161. 209|lhited States  [147.237.76.86 |navy.idf.il Bl ock HTTP Non Conpli ant Failed to handl e connection data |[monitor |2
Sreanming Engine: TCP Invalid ' i ssi

66.249. 64.133 |Uited Sates |147.237.77. 234 |hal ag i .i 9 =g Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi

66.249. 64.250 |lnited Sates |147.237.77.234|halag.idf il 9 =9 Invalid segnent retransmssion. |, 2
Ret ransm ssi on Packet dropped.

213.57.138.170 |Israel 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Tinmeout |[reject 2
Sreaming Engine: TCP Invalid i i ssi

207.46.13.164 |Wited Sates |147.237.72.166 |aka idf. il 9 =g Inval i d segnent retransmssion. |, 2
Ret r ansmi ssi on Packet dr opped.

149. 78. 85. 90 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 1

217.132. 36. 203 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid AGK nunber nonitor |1

109. 73. 15. 147 F“SS;:I”ion 147. 237.77. 216 |dover. i df . i Bad TCP sequence Invalid ACK nunber monitor |1

185. 3. 146. 207 |Israel 147.237.77. 243 |nobi l e.i of .i | Bad TCP sequence Invalid ACK nunber nonitor |1

169. 229. 3. 91 Lhited Sates [147.237.77.19 |lawforumidf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1

37.187.114. 171 |France 147.237.0.16 Inly kosher-kravi.idf- |oyN At t ack SYN -> SYN-ACK -> Tineout |reject 1

141.212. 122. 125|Wnited Sates  |147. 237. 76. 198 |e. yohal an.i df . i Geo- 1 ocati on enf or cenent gﬁ?;)'rggi'nfn I nbound drop 1

216.218.206.88 |lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1

2.54.35.142 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 1

207.237.82.50 |lLited Sates |147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 1

46.117.60.196 [Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber monitor |1

172.58.17.115 |[wnited Sates |147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1

149. 78. 85. 90 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d ACK nunber monitor |1

190. 148. 78. 252 |Quatenal a 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1

169.229.3.91  |[Wnited Sates |147.237.77. 121 |e nawy.idf.il Geo-1 ocation enf or cenent Geo-I ocati on i nbound drop 1

enf or cenent
37.187.114. 171 |Fance 147.237.8.46 |e.chinuch.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
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|Top Attackers In V\AF|

Devi ce

At acker

Count ry ‘Target Address [Site Sgnature Action ‘Count

77.125. 149. 179 [l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
185. 3. 144, 143 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 2
85. 65. 183. 235 |l srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 85. 65. 183. 235 |B ock 2
207.46.13.164 |Lhited Sates |147.237.76. 147 |chi nuch. aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 2
37.26.149.172 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 2
149. 88. 123.55 |[lIsrael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 2
169.229.3.91 |liited Sates |147.237.77.19 |lawforumidf.il Abnormal |y Long Request et hod Bl ock 1
37.187.114. 171 |France 147.237.0. 16 lny_ kosher-kravi. i df. i Lhtraceabl e SS. Sessi ons: Lhknown Server Certificate None 1
157.55.39.55 |Lhited Sates |147.237.72.166|aka. i df . il Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
66.249. 65. 112 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl e/ 1. he/ 960. css B ock 1
169.229.3.91 |thited Sates |147.237.77.170|n@arachot .idf .il I11egal Byte Gode Character in Mthod B ock 1
169.229.3.91 [Lhited Sates [147.237.76.86 [navy.idf.il Mitiple Illegal Byte Gode Character in Mthod from169.229.3.91 |B ock 1
107.178.194.79 |ited Sates  |147.237. 7. 216 |dover. i df . i | D stri utec 1?3?;}:§g;§?ﬂeﬁv§??sspﬁn Hock |1
212.76.100.14 |Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock

169.229.3.91 |lhited Sates [147.237.77.233|atal .idf.il Mil ti pl e Unknown HTTP Request Method from 169. 229. 3. 91 B ock

66.249.66.49 |lIsrael 147.237.77. 216 |dover.i df .i | Uhaut hori zed LRL Access to waidf.il/tenpl ates/article/watch B ock 1
160.229.3.91 |wited Sates [147.237.77.19 |l awforumidf. il Illegal Byte Qode Character in Method ACARYASAPSA-ARATHQY 1o 1

; . ] Unaut hori zed URL Access to
45.55.231.252 147.237.0.34  [tikshuv.idf.il vy ti kshuv. i df . i | / shar ed/ user cont r ol s/ header upper/ Bl ock !

Unaut hori zed URL Access to

157.55.39.237 |lited Sates |[147.237.77.216|dover.idf.il wwwv i df . i |/ map/ conpany_profi | e/ 27. 989863/ 120. 930404/ yuedi ng |B ock 1
-reliable-electric
80. 246. 136. 148 |I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
185. 120. 126. 6 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mbde None 1
. . Unaut hori zed URL Access to
66. 249. 65. 115 |l srael 147.237.76.42 |refuah.idf.il 147, 237. 76, 42/ styl e/ 1. hel scrol | er/ ki n. css Bl ock 1
169.229.3.91 |lhited Sates [147.237.77.170|n@ar achot .idf.il NLLL Character in Method B ock 1
169.229.3.91 [Lhited Sates [147.237.76.86 [navy.idf.il Mil tiple Mil formed URL from 169.229. 3. 91 B ock 1
217.132.100. 95 |I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
107.178.194. 87 |Whited Sates  |147.237.77. 216 |dover.i df .i | Distributed thaut hori zed LR Access on B ock 1

wawy, i df . i | /1133- 22461- he/ dover . aspx.

m ny- kosher - kravi . i

df.il
. . Uhaut hori zed URL Access to
66.249.78.97 |[Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ i yus/ gener al . aspx B ock 1

176. 13. 8. 89 | srael 147.237.0. 17 Lhtraceabl e SS. Sessions: Lhknown Server Gertificate None 1

m ny- kosher - kravi . i

46.19.85.1 | srael 147.237.0. 17 df il Lhtraceabl e SS. Sessions: Lhknown Server Gertificate None 1
169.229.3.91 |liited Sates [147.237.77.19 |lawforumidf.il Il1legal Byte Gode Character in LRL Bl ock 1
169.229.3.91 |Whited Sates |147.237.0.15 |kosher-kravi.idf.il |[Mitiple Illegal Byte Qode Character in Mthod from169.229.3.91 |H ock 1
. . Mil tiple Ful l wdth/Hal fw dth Uhi code Encodi ng on
85. 65. 183. 235 |l srael 147.237.72. 166 |aka. i df . i | URL/ Par amet er (+) from 85. 65. 183. 235 B ock 1
) ] ] D stributed Unauthori zed URL Access on
204. 13. 200. 200 |Lhited Sates [147.237.77.216|dover.idf.il v i df i | / 1133 22638- he/ dover . aspx. B ock 1
66. 249. 65. 118 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76.42/styl e/ 1. he/print.css  |B ock 1
169.229.3.91 |Liited Sates |147.237.77.233|atal .idf.il Abnormal |y Long Request et hod Bl ock 1
169.229.3.91 [Lhited Sates [147.237.76.86 [navy.idf.il Ml ti pl e Unknown HTTP Request Method from 169. 229. 3. 91 B ock 1
. . Unaut hori zed URL Access to
5.102.254.171 |[lIsrael 147.237.77.216|dover.i df . i | v i dff i | /1133- 20386 en/ | df gdover . aspx B ock 1
141.8.132.78 :3:;;”' o 147. 237.77. 216 |dover . i df . i | Unaut hor i zed URL Access to www i df. i1/ band B ock 1
180. 76. 15. 140 |Chi na 147.237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
. . Lhaut hori zed URL Access to
66.249. 78. 234 |l srael 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ edi m yoman/ yonan. asp B ock 1
46.19.86.229 |lsrael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
) . . Unknown HTTP Request Met hod AEARYASA?SA-A'Al 4! H QA”
169.229.3.91 [Uited Sates [147.237.77.19 [lawforumidf.il ol [ #24] ] W [ #19] ] A; Anfo Ak RIAKA-@i n URL Bl ock 1
169.229.3.91 [Lhited Sates [147.237.76.86 [navy.idf.il Mil tipl e Abnormal |y Long Request from 169.229. 3.91 B ock 1
169.229.3.91 |thited Sates [147.237.77.233|atal .idf.il Mitiple Illegal Byte Gode Character in Mthod from169.229.3.91 |B ock 1
66.249.66.46 |Israel 147.237.77.216|dover. i df .i | Mil tipl e Uhaut horized URL Access from 66. 249. 66. 46 Bl ock 1
169.229.3.91 [Lhited Sates [147.237.76.86 [navy.idf.il NLLL Character in Header Nane at B ock 1
180. 76. 15. 142 |Chi na 147.237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
68.180.228. 112 |Lhited Sates  |147.237.77.216|dover.idf .i | Uhaut hori zed URL Access to wa i df.il/894-he B ock 1
46.116. 103. 114 [l srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
169.229.3.91 |thited Sates [147.237.77.170|n@arachot .idf .il Abnormal |y Long Request net hod B ock 1
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