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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 1765

66. 249. 66. 125 | srael 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 38
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il F Dover Unhder Attack Con Htp drop 2

162. 213. 153. 152 Lhited Sates 147. 237. 76. 199 e.nakchal .idf.il|Block Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

At acker

‘Target Address ount ry Signature
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 11
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
151. 217. 178. 88 |147. 237. 8. 46 e.chinuch.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
88.249.106. 23 |147. 237. 72. 166 | Tur key aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
168. 62. 238. 153 |147.237.8.50 |Uhited Sates |e.tikshuv.idf.il |ET SCAN NVAP -sS w ndow 1024 1
151. 217. 178. 88 |147. 237. 76. 38 eeneitav.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
113,53 128, 60 1147 237 76.30 |Thai 1 and b vmsh i df | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
50. 204. 188. 142 (147.237. 77. 233 |Wited Sates |atal .idf.il ET SCAN NVAP -sS w ndow 3072 1
5.39.222.253 [147.237.8.27 |[Netherlands e.nadimatal .idf.i|ET SCAN Potential SSH Scan 1
195.22.126. 20 |[147.237. 76. 201 |Fol and e.atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
151. 217. 178. 88 [147. 237. 76. 197 ehinush.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

Attacker Address Atacker

Target Address

dte

Signature

Devi ce

Country

Sreaning Engine: TGP Invalid

Inval id segnent retransnission.

Action

172.11.26. 122 |UWited Sates |147.237.77.216 |dover.idf.il S dro 14
Ret r ansni ssi on Packet dropped. P
204.12.251.37 |wited Sates  [147.237.77. 216 [dover. i of .i1 Bad TCP sequence SNretransmt wth different o000 |13
w ndow scal e
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 11
Sreaning Engine: TGP Invalid i i ssi
207.46.13.164 |lnited Sates |147. 237.72. 166 |aka i of il 9 =9 Invalid segnent retransmssion. |, 10
Ret r ansni ssi on Packet dropped.
212.143.142.56 |lsrael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 9
Sreaning Engine: TGP Invalid ' i ssi
14.160.25.148 |V et nam 147. 237. 76. 200 |ei tan. aka. i of .| 9 =9 Invalid segnent retransmssion. |, 8
Ret r ansni ssi on Packet dropped.
116. 105. 102. 151 |V et nam 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 8
Sreanming Engine: TCP Invalid i i SSi
37.26.146.203 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
201. 153. 158. 114|Mexi co 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect
46. 19. 85. 97 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
Sreaning Engine: TGP Invalid ' i ssi
116. 105. 102. 151|M et nam 147. 237. 76. 200 |ei tan. aka. i of .| 9 =g Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.
70.197.195.230 [Wited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
82.145.219.64 |Europe 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TGP Invalid i i ssi
14.162. 183. 105 |V et nam 147.237.76. 200 |ei tan. aka. i df .i 9 =9 Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.
195. 34.150.18 |Austria 147.237. 77. 216 |dover.i df .il B ock HTTP Non Conpli ant Fai | ed to handl e connection data |nonitor
75.13.5. 111 Lhited Sates [147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
Russi an L Sreaning Engine: TCP Invalid|invalid segnent retransmssi on.
141. 8.132. 112 er ati on 147. 237.72. 166 |aka. i df .i | Ret 1 ansmi ssi on Packet dr opped. drop 3
201. 153. 158. 114 |Mexi co 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop
201. 153. 158. 114|Mexi co 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |reject
41.33.232.66 Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor
130. 193. 51. 104 R‘SIS::I”ion 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Timeout |reject 2
169. 229. 3. 91 Lhited Sates [147.237.0.35 |akaws.idf.il drop drop 1
52. 16. 5. 197 Lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SN drop 1
141.212.122. 198|Wited Sates |147.237.0.35 |akavs.idf.il drop drop 1
204.12.251.37 |Wited Sates |[147.237.77.216|dover.idf.il Drectory Traversal directory traversal overflow noni t or 1
184.105. 139. 122|Uhited Sates [147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
Russi an e -
88. 81.59. 12 eration 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 1
169.229. 3. 91 Lhited Sates |[147.237.77.234|halag.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.42 Lhited Sates |[147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1
216.218.206.96 |lWited Sates |147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 85. 58 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
141.212. 122. 123|lnited Sates |147. 237. 76. 147 |chi nuch. aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
2.54.172. 206 I 'srael 147.237. 77. 216 [dover.idf . i SYN Attack SYN -> SYN-ACK -> RST rej ect 1
109. 73. 127. 69 LKJ?'r:gegom 147.237.77.74 [lawidt.il B ock HTTP Non Conpl i ant Failed to handl e connection data [menitor |1
184.105.139.86 |Lhited Sates [147.237.72. 156 |anan.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
78.46.97. 213 Ger many 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Tineout |reject 1
169. 229. 3. 91 Uited Sates |147.237.72. 156 |aman.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
52.90. 147. 70 Lhited Sates |[147.237.77.216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 1
141. 212. 122. 200|United Sates |147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
40.77.167.105 |Uited Sates  [147.237.0.17 |1V kosher-kravi-1d 14 op SAMrule drop 1
141.212.122. 112|Whited Sates |147.237. 76. 147 |chi nuch. aka.i df . il drop SAMrul e drop 1
184.105. 139. 122|wnited Sates  [147.237.8.28 e nobile-ks.idf. il Geo- | ocati on enf or cenment Geo-l ocati on i nbound drop 1
enf or cenent
89. 248. 167. 162 |Net her| ands 147.237.0.33 |idf.il dr op SAMrul e drop 1
172.11.26.122 |Wnited Sates [147.237.77. 216 [dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or
74.82.47.50 Wited Sates |147.237.8.27 |enadimatal.idf.il  |Geo-location enf or cenment Geo-1 ocati on i nbound drop 1
enf or cenent
162.216. 46. 122 |Lhited Sates  [147.237.77. 216 [dover.idf.il Bad TCP sequence I'nval i d ACK nunber alert 1
216.218.206. 114|Wnited Sates |147.237.0.35 |akaws.idf.il drop drop 1
141.212.122. 194|Uhited Sates [147.237.0.16 |ny-kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
5. 29. 150. 187 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
149.88.161.97 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 2
] . . D stributed Uhaut hori zed URL Access on
208.184.112. 74 [Wited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 2
m ny- kosher - kr avi . _ o
109. 253. 128. 124|lI srael 147.237.0. 17 Pdf il Untraceabl e SS. Sessions: Lhknown Server Certificate None 2
] . . D stributed Uhaut hori zed URL Access on
204.13.200.200 |thited Sates |147.237.77.216(dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 2
141. 8. 142. 82 RJSIS:;ni on 147.237.76. 147 |chi nuch. aka. i df .i| |Distributed Suspicious Response Code_Qust om Tenpor ary B ock 2
: . . . Unaut hori zed URL Access to
188.42.240.119 |[lhited Sates [147.237.0.34 |tikshuv.idf.il i kshuv. i df . i 1/ 894- he/ nodul s/ f or uns/ f or um asp Bl ock 1
120.52.73.12 Chi na 147.237.77. 216 |dover.idf.il Paraneter Type Mol ation lang in v idf.il/1393-en/ dover. aspx B ock
98.202. 206. 210 |lhited Sates [147.237.77.216|dover.idf.il Lhaut hori zed URL Access to v idf.il/sip storagel/files/2/4912.png [B ock
Mal formed URL q>pa€; [ [ #11] ] b1AYaEj AchA?ASA: x7[ [ #27] | Ece
169. 229. 3. 91 Lhited Sates |147.237.77.74 |lawidf.il [[#8]]1 A [#3]]x?[[#29]]a[ [#0]] 6hQ) x?[ [#11]] & . AzAceoxE Bl ock 1
uA¥vb[ [ [ #15]]
66.249.65.118 [Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ styl el shar ed/ nav. css B ock
169. 229. 3. 91 Lhited Sates |147.237.72.156|aman. i df.il Mitiple Illegal Byte Gode Character in Mthod from 169. 229. 3. 91 B ock
. ny- kosher - kravi . i df . .
141.212.122.192|lhited Sates |147.237.0.16 i| S Wnhtraceabl e Gonnection - Lhknown Server Certificate None 1
207.46.13.164 |lnited Sates |147.237.72.166aka.idf.il Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
: ] . DO stributed Uhaut hori zed URL Access on
107.178. 195. 167|lhited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
169.229.3.91  |[lhited Sates |147.237.77.234|hal ag.idf.il NLLL Character in Mthod Bl ock 1
NULL Character in Method [[#4]]\ A A=A [#0] ] 182K
169. 229. 3. 91 Lhited Sates |147.237.76.147|chi nuch. aka.idf.il [[[#2]] U?ASAE[[#5]1S AVA KT [#2] 1 A ARe[[#8]] A At>AS A B ock 1
AR X[ [ #8] ] At AuAe Al AThAA«A8A; BAT9
80.246. 136. 33  |Israel 147.237.72.166|aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS Attack None 1
37.26.148.246 |[Israel 147.237.77.216|dover.idf .l SSL Untraceabl e Connection - Cpen Mde None 1
169. 229. 3. 91 Uited Sates [147.237.0.34 |tikshuv.idf.il Unknown HTTP Request Method RS in URL B ock 1
195. 154. 146. 225|France 147.237.77.216|dover.i df.i Il1egal HITP \ersion HITH B ock 1
. . . Paraneter Type Molation SortOr in
120.52.73.22  [china 147.237.77. 176 [nmat pash. i df . i | vw cogat .| df . 1/ 901- en/ cogat . aspx Bl ock 1
104. 245.98.5 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to 147.237.77. 216/ cgi - bi n/ php B ock 1
169. 229. 3. 91 Lhited Sates [147.237.77.74 |lawidf.il Mitiple Illegal Byte Gode Character in Method from169.229. 3. 91 B ock 1
66. 249. 66. 34 I srael 147.237.76. 147 |chi nuch. aka. i df .il |Dstributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
169. 229. 3. 91 Lhited Sates |147.237.72.156|aman. i df.il Mil tiple Malformed URL from 169. 229. 3. 91 B ock 1
m ny- kosher - kr avi . . o
176. 13. 8. 89 | srael 147.237.0. 17 il Untraceabl e S Sessions: Lhknown Server Certificate None 1
Unknown HTTP Request Method [[#4]]\ A A-AYj [ #0] ] 182K
169. 229. 3. 91 Uited Sates [147.237.76.147|chi nuch. aka.idf.il |[[#2]]1 WASAE[[#5]]S AVA RT[#2] 1A Re[[#8]]A As>As) A B ock 1
AR X[ [ #8] ] At Aude Al AThAvAABA; BAT9 in URL
85. 250. 177. 203 |l srael 147.237.76. 147|chi nuch. aka. i df . il |Dstributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
37.187. 56. 47 France 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to 147.237.77. 216/ robots. t xt B ock 1
! . . Illegal Byte Gode Character in URL O &AS[[#11]]4€
169.229.3.91  |thited Sates |147.237.72.156|anan. i df.il o bAwvavLAE] [ #5]] 08che (3 794 A2] [ #24]] 3] x? Bl ock 1
195. 154. 227. 118|France 147.237.77.216|dover. i df .il Ostributed I11egal HITP \ersion B ock 1
120. 52. 73. 25 Chi na 147.237.77.216|dover.idf .il Paraneter Type Molation SortOr in wwidf.il/1393-en/ dover. aspx B ock 1
. . . D stributed Whaut hori zed URL Access on
107.178.194.79 |Wnited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
NULL Character in URL g>pa€;[[#11]] b1Avag; AchA?ASA: xZ[ [ #27]] Eoe
169. 229. 3. 91 Uhited Sates [147.237.77.74 |lawidf.il [[#8]1 A [#3]]x?[[#29]]a[ [#0]] 6hQ) x?[[#11]] & . AzAceoxE B ock 1
uAwvbl [ [ #15] ]
169. 229. 3. 91 Uhited Sates [147.237.72.156|anan.idf.il Ml tipl e Unknown HTTP Request Method from 169. 229. 3. 91 B ock 1
. . Unaut hori zed URL Access to
66. 249. 78. 97 | srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or und asp/ showf or Um asp B ock 1
169. 229. 3. 91 Lhited Sates |147.237.0.34 |tikshuv.idf.il Illegal Byte Qode Character in Header Nane B ock 1
176.13.11. 52 I srael 147.237.77.216|dover.idf.il Unaut hori zed URL Access to www i df . il/dover/site/ nai npage. asp B ock
117.177. 250. 146|Chi na 147.237.77.216|dover. i df . il Paraneter Type Mol ati on PageNumin v idf.il/1393-en/ dover.aspx [B ock
Illegal Byte Gode Character in Query Sring on gepa€ [ [#11]] b1A&E
169. 229. 3. 91 Uhited Sates [147.237.77.74 |lawidf.il i AchA2ASA: x7[ [ #27]] Boe[ [ #8] ] £ B ock 1
[[#3]]x?[ [#29]] a[ [ #0] ] 6hQ) x?[ [ #11] ] & . AzAceox€ulvb] [ [ #15] ]
89. 138. 201. 247 |[lIsrael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
m ny- kosher - kr avi . _ o
46.19.85.1 | srael 147.237.0. 17 Pdf il Untraceabl e SS. Sessions: Lhknown Server Certificate None 1
! . . Illegal URL Path Encoding O &AS[[#11]] &€
169.229.3.91  [thited Sates [147.237.72. 156 |anan. i df.il o bAwvav1AE] [ #5]] 08c C3 794 A2] [ #24]] 3j x? Bl ock 1
141. 8. 142. 65 RJSIS:;ni on 147.237.76. 147 |chi nuch. aka. i df .i| |Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
] . . D stributed Uhaut hori zed URL Access on
107.178.194.83 |[lhited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
Unknown HTTP Request Met hod A?ATAZA?A2[ [ #1] ] VAUH [ #20] ] AYA
169. 229. 3. 91 Uited Sates [147.237.77.74 |lawidf.il ~ in URL g>pa€j[[#11]] b1AYAE; AchA?A8A. xZ[ [ #27] ] Ece[ [ #8] ] /& B ock 1
[[#3]] x?[ [#29]] a[ [ #0] ] 6hQ) x?[ [ #11] ] & . AzAceox€ul¥vb[ [ [ #15] ]
169. 229. 3. 91 Lhited Sates |147.237.76.147|chi nuch. aka.idf.il |Abnormally Long Request nethod B ock 1
. . . Unaut hori zed URL Access to
66.249.78.216 |[Israel 147.237.77.243|nobi l e.idf . il nobi l e, i o . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1756 Bl ock 1
169. 229. 3. 91 Lhited Sates [147.237.0.34 |tikshuv.idf.il Mal formed URL B ock
180. 76. 15. 29 Chi na 147.237.76. 147|chi nuch. aka.idf .il |Dstributed Suspici ous Response Code_Qust om Tenpor ary B ock
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