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|Top Attackers | n DDoS- Def ence |

12-29-2015-03:04:01 to 12-29-2015-04:04:01

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 2080
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |F Dover Under Attack Con Htp drop 5
89.178.114. 122 Russi an Federation 147.237.77. 233 atal.idf.il |Fk Purple Gon Limit Htp drop 3

89.178. 114. 122 Russi an Feder ati on 147.237.77. 233 atal.idf.il [Frk Under Attack Con Htp drop 2

203. 166. 137. 11 S ngapor e 147.237.77. 74 lawidf.il Invalid TGP H ags drop 1

203. 166. 137. 12 S ngapor e 147.237.77. 74 lawidf.il Invalid TGP H ags drop 1




12-29-2015-03:04:01 to 12-29-2015-04:04:01

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count

83.97.83.125 Shi tzerl and 147.237.76.42 |refuah.idf.il| |14331: HITP. Suspicious User-Agent (M Session) B ock 1




12-29-2015-03:04:01 to 12-29-2015-04:04:01

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 12
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66.249. 64,218  [147.237.76.30 |Whited Sates |[hinush.idf.il ET SCAN NVAP -sA (2) 2
66.249.65. 112  [147.237.76.42 |lhited Sates [refuah.idf.il ET SCAN NVAP -sA (2) 2
108. 61. 164. 250 [147.237.8.14 |Wited Sates [e.orchot.idf.il |ET SCAN NMAP -sS wi ndow 1024 1
201, 173, 158. 140|147, 237 77. 235 | co vivaid il ET SSAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
183. 60. 48. 25 147.237.0.200 |China mu.idf il ET SCAN Potential SSH Scan 1
158. 69. 222, 199 |147.237.8.28 |[Wnited Sates |e.nobile-ks.idf.il [ET SCAN NVAP -sS w ndow 1024 1
151.217.178.88 |147.237.77.205 prisha.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
131.109.15. 15 [147.237.0.34 |Wnited Sates [tikshuv.idf.il ET SCAN NMAP -sS wi ndow 2048 1
131.109.15.15 |147.237.0.34 [Wited Sates |tikshuv.idf.il ET SCAN NVAP -f -sS 1
112.196. 49. 101 |147.237.76.34 |India yohal an.idf.il ET SCAN NVAP -sS w ndow 2048 1
108. 61. 164. 250 [147.237.8.46 |Wnited Sates [e.chinuch.idf.il |ET SCAN NMAP -sS wi ndow 1024 1
168. 62. 238. 153 [147.237.0.33 |lhited Sates |[idf.il ET SCAN NMAP -sS wi ndow 1024 1
151.217.178. 88 |147.237.77. 216 dover.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
151.217.178. 88 [147.237.0.15 kosher-kravi.idf.i |[ET SCAN Potential VNC Scan 5900- 5920 1
131.109.15.15 |147.237.0.34 |lhited Sates |tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
112.196. 49. 101 |147.237.76.34 |india yohal an.idf.il ET SCAN NVAP -sS wi ndow 4096 1
112.196. 49. 101 (147.237.76.34 |[India yohal an. i df il ET SCAN NVAP -f -sS 1




12-29-2015-03:04:01 to 12-29-2015-04:04:01

|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry Target Address |Ste Signature Action
89. 178. 114. 122 R‘SIS::I”ion 147.237.77. 233 |atal i df .l SYN At t ack SYN -> SYN-ACK -> Timeout |reject 08
89.178. 114. 122 |XSSIn 147.237.77. 233 atal i df . i1 drop First packet isnt SWN drop 17
) ) ) Federati on i i i ) ’
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 13
Sreaning Engine: TGP Invalid i i ssi
66.249.64.119 |lhited Sates |147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. |, 10
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i sSi
14.174.152. 204 |V etnam 147.237.76. 200 |ei tan. aka. i of .1 g =g Invalid segnent retransmssion. | o 8
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
117.5.206.193 |V et nam 147.237.76. 200 |ei tan. aka. i df .i 9 =9 Invalid segnent retransmssion. |, 8
Ret r ansni ssi on Packet dropped.
212.143.142.56 |lsrael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 7
46. 19. 85. 70 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber alert 6
46. 19. 85. 31 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d AGK nunber alert 6
46. 19. 85. 70 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46.19. 85. 31 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber nonitor |6
Sreaming Engine: TCP Invalid i i ssi
66.249. 64.163 |lhited Sates |147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
195.34.150. 18  |Austria 147.237.77. 216 |dover.idf . i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data [nonitor |4
Sreaning Engine: TGP Invalid i i ssi
157.55.12.88  |Wited Sates |147. 237. 76. 200 [ei tan. aka i df .i | 9 =9 Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.
23.254.243.147 |lhited Sates |147.237.77. 216 |dover.idf. il B ock HTTP Non Conpli ant Failed to handl e connection data [nonitor 3
Sreaning Engine: TGP Invalid ' i ssi
77.127.237.171 |israel 147. 237. 72. 166 |aka. i o . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
213.151. 35. 218 |l srael 147.237.77. 176 |nat pash. i df . i | B ock HTTP Non Conpli ant Fai l ed to handl e connection data |nonitor
80. 246. 136. 205 |l srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> RST rej ect
70. 210. 4. 20 Lhited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d AGK nunber noni t or
Sreaning Engine: TGP Invalid i i sSi
66.249.66.37  |lnited Sates |147.237.72.166 |aka.idf.il 9 =9 Invalid segnent retransmssion. . 2
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
66.249.64.80  |Uited Sates |147.237.76. 200 [ei tan aka i df il 9 =g Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i sSi
66.249.64.172 |tited Sates |147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. . 2
Ret r ansmi ssi on Packet dropped.
128. 232. 110. 28 z';gegom 147.237.0.19 |nadimatal.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |reject 2
50.17.105.116 |Whited Sates 147.237. 72. 156 |anan.i df .il dr op First packet isn't SYN drop 2
Sreaning Engine: TCP Invalid i i SSi
157.55.39. 157 |Uited Sates |147.237.72. 166 |aka. idf.il 9 =g Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
192. 117. 101. 245|| srael 147.237.72.166 |aka i df .i | Bad TCP sequence I'nval i d AGK nunber nonitor |1
151. 217. 178. 55 147.237.76.34 |yohalan.idf.il dr op SAMrule drop 1
130. 193. 50. 2 R‘Sf:;”ion 147.237.77.74 |lawidf.il SYN Att ack SYN -> SYN-ACK -> Timeout |reject 1
72.191.232.137 |lhited Sates |147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d ACK nunber nonitor |1
162.216. 46. 122 |[lLhited States |147.237.77.216 |dover.idf.il Directory Traversal directory traversal overflow noni t or 1
141.212.122. 112|Uhited States  |147.237.72. 166 |aka.idf.il dr op SAMrul e drop 1
101. 198. 159. 31 |Chi na 147.237.0. 17 ]["I"Iy kosher-kravi. 1d oy At t ack SYN -> SYN-ACK -> RST rej ect 1
66.249.79.127 |lIsrael 147.237.0.33  |idf.il drop drop 1
151. 217. 178. 55 147.237.76.42 |refuah.idf.il drop SAMrul e drop
130. 193. 51. 104 RJSIS::t”ion 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Timeout |reject 1
169. 229. 3. 91 Lhited Sates |147.237.77.19 [lawforumidf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 125|Uhited Sates |147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
105. 55. 126. 5 Kenya 147.237.77. 216 |dover.i df . i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data [monitor |1
69. 250. 124. 3 Wiited Sates [147.237.77. 216 [dover.idf.il B ock HTTP Non Conpl i ant Failed to handl e connection data [nonitor |1
207.46.13.122 |Wited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |reject 1
46.19. 86. 187 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
151.217. 178. 55 147.237.76.86 |navy.idf.il drop SAMrul e drop 1
37.46.39. 175 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d ACK nunber nonitor |1
141.8.132. 16 R‘SIS::I”ion 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Timeout |reject 1
169. 229. 3. 91 Lhited Sates |[147.237.77.235|sviva.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 85. 68 I srael 147.237.77. 216 |dover. i df .| Bad TCP sequence I'nval i d ACK nunber alert 1
141.212.122. 126|Whited Sates [147. 237.72. 166 [aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
210. 44. 144. 110 |China 147.237.76.39 |nobile neitav.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
50.17.105.116 |lhited Sates |147.237.0.34 |tikshuv.idf.il drop First packet isn't SN drop 1
141.8.132. 67  |SSIan 147. 237. 77. 170 |n@ar achot . i of . i | SYN At t ack SYN -> SYN-ACK -> Timeout |reject 1

Feder at i on




12-29-2015-03:04:01 to 12-29-2015-04:04:01

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
176.13. 17. 55 | srael 147.237.0.19 |nmadimatal .idf.il |Dstributed Suspicious Response Code B ock 4
2.52.186. 62 I srael 147.237.77.243|nobi | e.i df . i | D stributed Uhaut hori zed LR. Access on nobi | e.idf.il/sachar/index [B ock 3
23.254.243. 147 [lLnited Sates 147.237.77. 216 |dover.i df .i | D stributed Suspici ous Response Code B ock 3
89. 139. 3. 153 I srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 2
37.142.242.174 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
] - . O stributed Whaut hori zed URL Access on
204.13.200.200 [Wited Sates  |147.237.77.216|dover.idf. il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 2
66. 249. 93. 102 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1407- he/ at al . aspx B ock 1
- . DO stributed Lhaut hori zed URL Access on
46. 166. 190. 158 |Net her| ands 147.237.77. 216 |dover . i df . il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
] . . D stributed Uhauthorized URL Access on
107.178.194.83 |lhited Sates  [147.237.77.216|dover. i df . il v i dff i | / 1133 22638- hel dover . aspx. Bl ock 1
80.246.136.18 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
201.239. 199. 134l e 147.237.77.216|dover . i df . i | Lhaut hori zed URL Access to waw idf.il/xmrpc. php Bl ock 1
. . Unhaut hori zed URL Access to
66. 249. 66. 183 | srael 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ nai n/ har edi ni gener al . aspx B ock !
169. 229. 3. 91 Lhited Sates 147.237.77.19 [lawforumidf.il Abnornal |y Long Request net hod B ock 1
Anonynous . . D stributed Uhauthorized URL Access on
93.115.95.201 |5 o 147.237.77. 216 |dover . i df .i| v i dff i | / 1133 22461- hel dover . aspx. Bl ock 1
68.180.228.112 [lhited Sates 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to waw idf.il/newsite/english/main.asp [B ock 1
. . Unaut hori zed URL Access to
66.249.66.26  |Israel 147.237.77.233(atal .idf.il 147,237, 77. 233/ 1098- 7639- he/ at al . aspx Bl ock 1
180. 76. 15. 31 Chi na 147. 237. 76. 147 |chi nuch. aka. i df . i | [Dstributed Suspicious Response Code_CQust om Tenpor ary B ock 1
] - . O stributed Lhaut hori zed URL Access on
107.178.194.87 |[Wited Sates  [147.237.77.216 |dover. i df .| v i dff i | / 1133- 22461- he/ dover . aspx. Bl ock 1
82.118.236.243 |Rulgaria 147.237.72.167|i shuri maka. i df . i | [Unaut horized URL Access to 147.237.72. 167/ B ock 1
] - . DO stributed Lhaut hori zed URL Access on
204.13.200.200 |thited Sates  [147.237.77.216|dover.idf.il v i dff i | / 1133- 22461- he/ dover . aspx. Bl ock 1
66.249.78.146 | srael 147.237.72.166 |aka. i df . i | thknown Paranet er anp; cat|d in None 1
viw aka. i df . i 1/ si tes/ hone/ def aul t. asp
169. 229. 3. 91 Lhited Sates 147.237.77.19 [lawforumidf.il Illegal Byte Qode Character in Mthod B ock 1
40.77.167.5 Lhited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ robot s. t xt B ock 1
Russi an . . O stributed Lhaut horized URL Access on
95.191. 131. 93 er ati on 147.237.77. 216 |dover . i df . il v i dff i | / 1133- 22638- hel dover . aspx. Bl ock 1
] . . Unhaut hori zed URL Access to
68.180.228. 175 |United Sates 147.237.77.74 |lawidf.il v nag. i df . i 1/ consol e cor el doc_ngr/ doc_rgr . asp B ock !
66. 249. 66. 28 | srael 147.237.76. 147 |chi nuch. aka. i df . i | |Dstributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
180. 76. 15. 138  |Chi na 147.237. 76. 147 |chi nuch. aka. i df . i| [D stributed Suspici ous Response Code_Qust om Tenporary B ock 1
. . D stributed Uhauthorized URL Access on
150.70.97.85  [Japan 147.237.77. 216 (dover. i df . il v i df i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
84.94.179. 88 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i | [Dstributed Suspicious Response Code_Qust om Tenpor ary B ock 1
. . Unhaut hori zed URL Access to
66.249.78.234 |Israel 147.237.72. 166 |aka. i df . i | 147.237.72. 166/ si p st orage/ | es/ 5/ 69045. pf B ock 1
169.229. 3. 91 Lhited Sates 147.237.77.235|sviva. i df . il Abnorrmal |y Long Request net hod B ock 1
40.77.167. 54 Lhited Sates 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ robot s. t xt B ock 1
’ . . DO stributed Uhauthorized URL Access on
107.178.194.79 [Wited Sates  [147.237.77.216|dover. i df.i | v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
68.180. 229. 173 |[Lhited Sates 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
66. 249. 66. 29 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
. nobi | e.neitav.idf.i _
198. 20. 69. 74 Lhited Sates 147.237.76. 39 | Unaut hori zed URL Access to 147.237.76. 39/ B ock 1
- . DO stributed Whaut hori zed URL Access on
150.70.97.85  |Japan 147.237.77. 216 |dover . i df . il v i dff i | / 1133- 22638- he/ dover . aspx. Bl ock 1
84.228.108.70 |[lIsrael 147.237.72. 166 |aka. i df . i | Uhtraceabl e S Sessi ons: sigal gs DoS Attack None 1
] - . DO stributed Whaut hori zed URL Access on
208.184.112.74 |Wnited Sates 147.237.77. 216 |dover.i df . i | v i dff i |/ 1133- 22461- he/ dover . aspx. B ock 1
66. 249. 93. 98 I srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77. 233/ favi con. i co B ock 1
. ] O stributed Lhaut horized URL Access on
46.166. 137. 204 |Nether| ands 147.237.77. 216 |dover . i df . il v i dff i |/ 1133- 22461- hel dover . aspx. Bl ock 1
169. 229. 3. 91 Lhited Sates 147.237.77.235|sviva.i df . i | Illegal Byte Qode Character in Mthod B ock 1
] . . D stributed Uhauthori zed URL Access on
107.178.194.83 |lhited Sates  [147.237.77.216|dover. i df .i | v i dff i | / 1133 22461- he/ dover . aspx. Bl ock 1
79.143.180.15 |Ger many 147.237. 76. 147 [chi nuch. aka. i df . i| [D stributed Suspicious Response Code_Qust om Tenporary B ock 1
66. 249. 66. 37 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock
201. 239. 199. 134|Chil e 147.237.77.216|dover. i df . i | PHP At t enpt B ock
162.216.46. 122 |Uited Sates  |147.237.77.216|dover. i df .i | WL i's Above Root Directory Bl ock 1

ww i df.il/../shared/clientscripts/jquery/jquery-1.4.2.nmn.js
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