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204. 93. 154. 215 Lhited Sates 147.237.77.216 dover.idf.il TP Scan (vertical) dr op 186
192. 114. 150. 50 | srael 147.237.76. 31 nakchal .idf.il B ock_Wp Al _Nets dr op 2
151.217.178. 35 147.237. 76. 42 refuah.idf.il B ock Wp Al Nets drop 1
39. 114. 248. 163 Korea, Republic of 147.237.76. 199 e.nakchal .idf.il B ock_Up Al Nets drop 1
183. 59. 116. 36 Chi na 147.237. 76. 38 e.e.neitav.idf.il B ock_Udp Al _Nets drop 1
46. 163. 153. 70 Russi an Federation 147.237. 76. 42 refuah.idf.il B ock Wp Al _Nets drop 1
183. 59. 116. 36 Chi na 147.237. 76. 39 nobi | e.nei tav.idf.il B ock_ Wp Al _Nets drop 1
80. 82. 64. 177 Net her | ands 147.237.76. 201 e atal.idf.il B ock_Wp Al _Nets dr op 1
183. 59. 116. 36 Chi na 147.237. 76. 42 refuah.idf.il B ock Wp Al Nets drop 1




12-29-2015-02:04:08 to 12-29-2015-03:04:08

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action




12-29-2015-02:04:08 to 12-29-2015-03:04:08

|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Qountry

|Signature

41.33.231.90 147.237.77. 216 Egypt dover.idf.il Tehila - Perl LW with fake user agent 11
195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
61. 155. 203. 54 147. 237. 76. 147 Chi na chi nuch. aka. i df il ET SCAN Potential SSH Scan 1
151.217.178. 88 147. 237. 76. 196 e.sviva. idf.il ET SCAN Potential WNC Scan 5900- 5920 1
61. 155. 203. 54 147. 237.76. 30 Chi na hi mush. i df .i | ET SCAN Potential SSH Scan 1
151.217.178. 88 147. 237.76. 44 e.refuah.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
46.211. 34. 236 147.237.0. 15 Lkr ai ne kosher-kravi .idf.il SERVER- WEBAPP admi n. php access 1
151.217.178. 88 147.237.0.19 madi matal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
12.139. 41. 189 147.237.0. 15 Lhited Sates kosher -kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
151. 217. 14. 42 147. 237.76. 38 e.eneitav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
146. 185. 250. 2 147.237.77. 243 Russi an Federation mobi | e. i df.il ET SCAN NMAP -sS wi ndow 1024 1
146. 185. 250. 2 147.237.77. 233 Russi an Feder ati on atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
61. 155. 203. 54 147.237.77. 216 Chi na dover.idf.il ET SCAN Potential SSH Scan 1
61. 155. 203. 54 147. 237. 76. 200 Chi na eitan aka idf.il ET SCAN Potential SSH Scan 1
61. 155. 203. 54 147. 237.76. 34 Chi na yohal an. i df.il ET SCAN Potential SSH Scan 1
151.217.178. 88 147. 237.76. 177 ncore.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
61. 155. 203. 54 147.237.0. 17 Chi na mny- kosher -kravi . i df il ET SCAN Potential SSH Scan 1
151.217.178. 88 147. 237. 72. 156 aman. i df.il ET SCAN Potential VWNC Scan 5900- 5920 1
151.217.178.55 147. 237.72. 166 aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
151.217. 14. 42 147.237.76. 31 nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
146. 185. 250. 2 147.237.77. 235 Russi an Feder ati on svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
131. 109. 15. 15 147.237.77.121 Lhited Sates e.navy.idf.il ET SCAN NVAP -sS w ndow 4096 1
61. 155. 203. 54 147. 237. 76. 201 Chi na e.ata.idf.il ET SCAN Potential SSH Scan 1
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41.33.231.90 Egypt 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 11
84.14.204.2 France 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 11
157.55.39.55  |Lhited Sates |147.237.77.243 |nobile idf. il Streaning Engine: TCP Invalid —imvalid segnent retransmssi on drop 9
Ret r ansni ssi on Packet dropped.
66.249.64.119 |Uited Sates |147.237.76.86 |navy.idf.il Streaning Engine: TCP Invalid invalid segnent retramsnission. | 8
Ret ransm ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
113.185.1.13  |Vetnam 147 237.76. 200 |ei tan. akaich.i1 | €M NG Engine: TCP | nvalid finvalid segnent retransnissi on, drop 6
Ret ransm ssi on Packet dropped.
46.19. 85. 148 I srael 147.237.77. 216 [dover.idf . i Bad TCP sequence Inval i d ACK nunber alert
37.142.208. 238 |[lIsrael 147. 237. 72. 166 |aka.i df . il Bad TCP sequence Inval i d ACK nunber noni t or
109. 253. 158. 68 |l srael 147. 237. 77. 243 |mbi l e. i f . i Streaning Engine: TCP Invalid invalid segnent retramsnission. | 6
Ret ransm ssi on Packet dropped.
46.19. 85. 148 I 'srael 147. 237. 77. 216 [dover. i df . i Bad TCP sequence Inval i d ACK nunber noni t or
46.19. 85. 56 I srael 147. 237. 77. 216 |dover.i df .i| Bad TCP sequence I'nvalid ACK nunber noni t or
84.14.204.2  [France 147. 237. 77. 216 |dover. i of .i Bad TCP sequence mﬁﬁsrc:;ansm wthdifferent |oonitor |5
42.112.79.238 |V etnam 147.237.76. 200 [ei tan akaicr. i1 | @M NG Engi ne: TP Invalid finvalid segnent retransnissi on. drop 4
Ret r ansn ssi on Packet dropped.
46. 19. 86. 201 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 4
84.111.0.23 | srael 147.237.72. 156 |aman. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
195.34.150. 18  |Austria 147.237.77. 216 |dover.i df . i | Bl ock HTTP Non Gonpl i ant Failed to hand e connection data  [nonitor |4
70. 210. 4. 20 Lhited Sates [147.237.77.216 |dover.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 3
31.210.187.72 [Israel 147.237. 72. 166 |aka.i df . il Bad TCP sequence Inval i d ACK nunber noni t or 2
77.237.146. 28 ggj%rl c 147.237.77. 212 |e.dover.idf .il Geo- 1 ocati on enf or cenent Geo-1 ocation inbound enf or cenent |drop 2
149.88.139.95 |lIsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
68. 180. 229. 239 |Wnited Sates |147.237.72. 166 |aka.idf. il Streaning Engi ne: TCP Invalid —invalid segnent retransmssi on drop 2
Ret r ansn ssi on Packet dropped.
50. 163. 248. 234 |lLhited Sates [147.237.77.216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
37.142. 208. 238 |l srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber alert 2
141.212.122. 112|hited Sates |147.237.77.233|atal .idf.il drop SAMrule drop 2
82.196. 201. 186 |Nor way 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
31.168.80.83  |Israel 147.237.76.42 |refuah.id.il Bad TCP sequence mdﬁrsa:;”lt wth dfferent moni tor |2
66. 249. 64. 3 Wited Sates |147.237.76.86 |navy.idf.il Streaning Bngine: TCP Invalid invalid segnent retramsnission. | 2
Ret ransm ssi on Packet dropped.
31.210.187.28 [Israel 147.237. 72. 166 |aka. i df . il Bad TCP sequence Inval i d ACK nunber noni t or 2
141.212. 122. 195|lhited Sates |147.237.77.176 |matpash.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
198. 20. 69. 74 Lhited Sates [147.237.76.39 |nobile reitav.idf.i|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
169. 229. 3. 91 Lhited Sates |147.237.76.197 |e. hi nush.idf.il Geo- 1 ocati on enf or cenent Geo-| ocati on inbound enf or cenent |dr op 1
38.229.1.15 Lhited Sates [147.237.76.34 |yohalan.idf.il drop drop 1
141.212.122. 118|nited Sates |147.237.8.14 |e.orchot.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent |drop 1
2.52.39. 240 I 'srael 147. 237. 77. 216 [dover. i df . il Bad TCP sequence Inval i d ACK nunber alert 1
185. 3. 146. 197 |l srael 147.237.77. 176 |nat pash. i df .i | Bad TCP sequence Inval id ACK nunber noni t or 1
169. 229. 3. 91 Wited Sates [147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 199|hited Sates [147.237.76.197 |e. hinush.idf.il Geo- 1 ocati on enf or cenent Geo-1 ocation inbound enf or cenent |drop 1
37.26.147. 129 | srael 147.237.77. 243 |nobi le.idf . i1 Bad TCP sequence Invalid ACK nunber noni t or 1
137.116.71.170 |lhited Sates [147.237.76.202|e halag.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent |drop 1
203. 159. 63. 249 |Thai | and 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
79.116.25.197 |Romani a 147.237.77. 216 |dover.idf .il drop SAMrule drop 1
169. 229. 3. 91 Lhited Sates [147.237.76.202|e. hal ag.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent |drop 1
151. 217. 178. 55 147.237.8.24 |e.lifestyle.idf.il |drop SAMrul e drop 1
40.77.167.105 |lhited Sates |147.237.76.86 |navy.idf.il drop SAMrul e drop 1
141.212.122. 121|nited Sates |147.237.77.178|e.matpash.idf.il |Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent |drop 1
2.52.39. 240 I 'srael 147. 237. 77. 216 [dover. i df .i Bad TCP sequence Inval i d ACK nunber noni t or 1
101. 198. 159. 31 [Chi na 147. 237.77. 205 |prisha.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
185. 120. 126. 10 147.237.72. 166 |aka.i df .il drop First packet isn't SN drop 1
70.210. 4. 20 Uited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 1
169. 229. 3.91 Lhited Sates |147.237.0.35 |akaws.idf.il dr op drop 1
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109. 253. 142. 148|I srael 147.237.0.19 |nadimatal .idf.i| |[Dstributed Suspicious Response Gode Bl ock 187
. - . |Too Many of the Same Response Code (404) in Session from
109. 253. 142. 148]l srael 147.237.0.19 |[madi matal .idf.il 109. 253. 142. 148 B ock 40
109. 253. 142. 1481 sr ael 147.237.0.19 |nadimatal .idf.il| [Suspicious Response Code B ock 30
2.54.146. 162 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SS. Sessi ons: sigal gs DoS Atack None 2
46.211.34.236 |Wraine 147.237.0.15 |kosher-kravi.idf.i|Miltiple Unauthorized UR. Access from 46.211. 34. 236 B ock 2
109. 253. 158. 68 |l srael 147.237.77.243|nobi l e. i df . i | Distributed Suspicious Response Code B ock 2
176.12.142. 128 |Israel 147.237.77.243|nobi | e. i df . i | Unaut hori zed LRL Access to nobil e.idf.il/sachar/index B ock 2
46.211.34.236 |Wraine 147.237.0.15 |kosher-kravi . idf.i|PHP Attenpt B ock 2
79.178.195. 239 |lsrael 147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to waw i df.il/hi nush/site/ he/ hi nush. asp B ock 1
66. 249. 66. 46 I srael 147.237.77. 216 |dover.i df . i | Unaut hori zed URL Access to wwyidf.il/error.htm B ock 1
46.19. 85. 141 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
. . DO stributed Unaut hori zed URL Access on
178.63.94.144  |Ger many 147.237.77. 216 [dover. i df . il v i df i | / 1133- 22461- he/ dover . aspx. B ock 1
. . . Paraneter Type Mol ati on ctl 00$Cont ent A acetbl der 1$t xt Entrance in
109. 253. 142. 148|I srael 147.237.0.19 |nadimatal . idf. il | - 0 S 1 nobi | ef 1088- hel mer et z. aspx Bl ock 1
. . Uhaut hori zed URL Access to
66.249.78.111 |Israel 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ gi yus/ f or und asp/ showf or um asp B ock 1
] . . D stributed Lhauthorized URL Access on
204.13.200. 200 |thited Sates [147.237.77.216 [dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
46.211.34.236 |Wkraine 147.237.0.15 |kosher-kravi . i df . i|Waut hori zed URL Access to kosher-kravi.idf.il/wp-Iogin. php B ock 1
. . D stributed Uhauthorized URL Access on
150.70.173.6  |Japan 147.237.77. 216 |dover.idf . il v i dff i | / 1133- 22638- he/ dover . aspx. B ock 1
79.180. 9. 23 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
66. 249. 66. 49 I srael 147.237.77.216|dover.idf .i | Unaut hori zed URL Access to waw i df.il/dover/sit e/ nmai npage. asp B ock 1
46.211.34.236 |kraine 147.237.0.15 |kosher-kravi . i df. i|Adnin B ocking B ock 1
180. 76. 15. 10 Chi na 147. 237. 76. 147 |chi nuch. aka. i df . i ||Di stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
66.249.78.234 |lsrael 147.237.72. 166 |aka. i df . i | Distributed Unaut hori zed LRL Access on 147.237.72. 166/ robot s. t xt B ock 1
] . . D stributed Lhauthorized URL Access on
204.17.56.42  |lhited Sates [147.237.77.216 [dover.idf.il v i dff i | / 1133- 22638- he/ dover . aspx. Bl ock 1
62.90.143.230 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessi ons: sigal gs oS Attack None
37.142.208. 238 |lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SS. Sessi ons: sigal gs DoS A tack None 1
157. 55. 39. 55 Lhited Sates |147.237.72.166|aka.idf.i | Unaut hori zed URL Access to 147.237.72. 166/ robots. t xt B ock
’ . . DO stributed Unaut hori zed URL Access on
107.178.194.87 [Wnited Sates |147.237.77.216 [dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
66. 249. 66. 52 I srael 147.237.77.216|dover.i df . i | Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
180. 76. 15. 29 Chi na 147. 237. 76. 147 |chi nuch. aka. i df . i ||Di stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
46.211.34.236 |Wraine 147.237.0.15 |kosher-kravi .idf.i|Miltiple Adnmin B ocking from 46.211. 34. 236 Bl ock 1
68.180.228. 175 |Lnited Sates [147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
207.46.13.118 |lhited Sates |147.237.77.176 |nat pash. i df . i | Uhaut hori zed LRL Access to ww cogat.idf.il/apparel/ing/ profile/inage |B ock 1
. . . Uhaut hori zed URL Access to
66. 249. 66. 27 I srael 147.237.77.243|nobi | e. i df . i | nobi | e, i . 1/ cat egoryt enpl at es/ | i st chi | ddocurent s/ 1745 Bl ock 1
37.142.242. 174 |israel 147.237.72. 166 |aka. i df . i | A'\ﬂ ;'df)' e Untraceabl e S3. Sessions from37.142.242. 174 (sigalgs DS f, o 1
157. 55. 39. 55 Lhited Sates [147.237.77.243|nobi | e.idf.il D stributed Suspici ous Response Gode Bl ock 1
] . . D stributed Lhauthori zed URL Access on
107.178.194. 87 |UWited Sates [147.237.77.216|dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. B ock 1
66.249. 66. 183  [Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ ei tan/ | i st page/ B ock 1
195. 154. 227. 118|France 147.237.77.216|dover. i df . i | I1legal HITP \ersion HITP B ock
] . . Paraneter Type Mol ati on PageNumin
68.180. 230. 224 |lhited Sates [147.237.76.31 |nakchal .idf.il v nakhal i df i 1/ 1073- he/ nakhal . aspx Bl ock 1
207.46.13.178 |Lhited Sates [147.237.77.176 |nat pash. i df . il Unaut hori zed URL Access to waw cogat . i df.il/exportenujitagjs. bl og B ock 1
66. 249. 66. 31 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i ||Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
37.142.242.174 |israel 147.237.72. 166 [aka. i df . i | SSL Wntraceabl e Gonnection - sigal gs DoS Atack None 1
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147. 237. 72. 166/ yohal an/ mai n/ mai n. asp B ock 1
] . . D stributed Lhauthori zed URL Access on
204.13.200. 200 |thited Sates [147.237.77.216 [dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
150.70.173.6  |Japan 147.237.77. 216 |dover. i df . i | Distributed thaut hori zed LRL Access on Bl ock 1

wawv. i df . i | /1133-22461- he/ dover . aspx.

12-29-2015-02:04:08 to 12-29-2015-03:04:08




