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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2243
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il F Dover Under Attack _Con Htp dr op 5

86. 21. 240. 225 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il SYN Hood out of context drop 3

199. 30. 16. 163 Lhited Sates 147.237.77.216 dover.idf.il SYN H ood out of context drop 1
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1

66. 249. 66. 46 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 1

192. 99. 131. 107 Canada 147.237. 76. 196 e.sviva.idf.il B ock Np Al _Net drop 1

192. 99. 131. 107 Canada 147.237.76. 197 e hinush.idf.il |Bock Np All _Net dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 12
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249.66. 125 |[147.237.77.74 |Wited Sates |lawidf.il ET SCAN NVAP -sA (2) 2
151.217. 178. 88 |147.237.77.234 hal ag.idf . il ET SCAN Potential WNC Scan 5900- 5920 1
177.55.154.39  |147.237.77.234|R azi | hal ag.idf . i1 ET SCAN Potential SSH Scan 1
151.217.178.88 |147.237.77.121 e navy.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
177.55.154.39  |147.237.77. 216 |Razil dover.idf.il ET SCAN Potential SSH Scan 1
151.217.178.88 [147.237.0.19 nadimatal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
177.55.154.39  |147.237.77.178|Razi | e. nat pash. i df . i ET SCAN Potential SSH Scan 1
104.192. 0. 18 147.237.77.212|Wnited Sates |e.dover.idf.il ET SCAN NMAP -sS w ndow 1024 1
177.55.154.39 |147.237.77.61 |Brazil e.cogat.idf.il ET SCAN Potential SSH Scan 1
201 172, 190. 154|147 237 76.34 | co yohal an.i df i ET SDAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force
177.55.154. 39  |147.237. 76. 200 |Brazi | eitan aka. idf.il ET SCAN Potential SSH Scan 1
197. 45.153. 74  |147. 237. 76. 196 |Egypt e sviva.idf.il ET SCAN NVAP -sS w ndow 2048 1
59. 45. 79. 117 147. 237. 76. 199 |Chi na e. nakchal .idf.il ET SCAN Potential SSH Scan 1
177.55.154. 39  |147.237.76. 177 |Brazi ncore.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.76.31 |China nakchal . i df il ET SCAN Potential SSH Scan 1
177.55.154.39 |147.237.76.38 |Razil eeneitav.idf.il ET SCAN Potential SSH Scan 1
188. 152. 249. 142|147. 237. 77. 121 |Itay e navy.idf.il ET SCAN NVAP -sS w ndow 4096 1
59. 45. 79. 117 147.237.8.46 |China e. chinuch.idf.il ET SCAN Potential SSH Scan 1
177.55.154. 39  |147.237.72. 156 |Rrazi | aman. i df.il ET SCAN Potential SSH Scan 1
12.139.41.189 [147.237.0.15 |Uhited Sates |kosher-kravi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
177.55.154. 39  |147.237. 77. 243 | azi | nobi | e.idf.il ET SCAN Potential SSH Scan 1
151.217. 178. 88 |147.237.77.178 e. nat pash. i df . i1 ET SCAN Potential WNC Scan 5900- 5920 1
177.55.154. 39  |147.237.77. 233 |Brazi atal.idf.il ET SCAN Potential SSH Scan 1
151.217.178. 88 |147.237.76. 30 hi nush. i df . i | ET SCAN Potential WNC Scan 5900- 5920 1
177.55.154.39  |147.237.77. 212 |Brazi e.dover.idf.il ET SCAN Potential SSH Scan 1
151.217.178.88 [147.237.0.16 ny-kosher-kravi.idf.il |[ET SCAN Potential VNC Scan 5900- 5920 1
177.55.154. 39  |147.237. 77. 170 |Brazi nmaar achot . i of . i | ET SCAN Potential SSH Scan 1
78.193.2.8 147.237.76.39 |France nobi le.neitav.idf.il [ET SCAN NVAP -sS w ndow 1024 1
177.55.154.39 |147.237.77.19 |Brazil lawforumidf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.77.19 |China | awforumidf.il ET SCAN Potential SSH Scan 1
197. 45.153. 74  |147. 237. 76. 196 |Egypt e.svivaidf.il ET SCAN NMAP -sS w ndow 3072 1
177.55.154. 39  |147.237. 76. 198 |Brazi | e.yohal an.idf.il ET SCAN Potential SSH Scan 1
197.45.153.74 |147. 237. 76. 196 |Egypt esvivaidf.il ET SCAN NVAP -f -sS 1
59. 45. 79. 117 147. 237.76. 176 |Chi na test.ncore.idf.il ET SCAN Potential SSH Scan 1
177.55.154. 39  |147.237.76. 176 |Brazi test.ncore.idf.il ET SCAN Potential SSH Scan 1
189, 214.79. 107 1147, 237 72. 14 i co dover i df i1 (ol d) ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force

59. 45. 79. 117 147. 237. 72. 166 [Chi na aka.idf.il ET SCAN Potential SSH Scan 1
177.55.154. 39 |147.237.76.34 |Brazil yohal an. i df .il ET SCAN Potential SSH Scan 1
183. 61. 109. 189 |147.237. 77. 234 |Chi na hal ag. i df .il ET SCAN NVAP -sS w ndow 4096 1
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|Top Attackers In FW |

At acker

Ret r ansnm ssi on

Packet dropped.

Count ry Target Address ‘Ste ‘Signature
52.74.139. 99 Lhited Sates |[147.237.72.156 |anan.idf.il dr op Frst packet isn't SN drop 15
54.69. 147. 194 |[lhited Sates |147.237.72.156 |anan.idf.il drop First packet isn't SYN drop 15
52.69.203.189 |Whited Sates |[147.237.72.156 |anan.idf.il dr op Frst packet isn't SYN drop 15
52.193.24.170 |Wited Sates [147.237.72.156 |anan.idf.il dr op Frst packet isn't SN drop 15
52.68.74.251 [lhited Sates |147.237.72.156 |anan.idf.il drop First packet isn't SYN drop 15
52. 88.168. 51 Lhited Sates |[147.237.72.156 |anan.idf.il dr op Frst packet isn't SYN drop 15
52.76.32.115 Lhited Sates |[147.237.72.156 |anan.idf.il dr op Frst packet isn't SN drop 15
52.69.248. 135 |[lLhited Sates |147.237.72.156 |anan.idf.il drop First packet isn't SYN drop 15
54. 65. 161. 147 |Japan 147.237.72. 156 |anan. i df . il dr op Frst packet isn't SYN drop 15
52. 69. 105. 14 Lhited Sates |147.237.72.156 |anan.idf.il dr op First packet isn't SN drop 15
52.89. 76. 52 Lhited Sates |147.237.72.156 |anan.idf.il drop First packet isn't SYN drop 15
52. 76. 46. 56 Lhited Sates |147.237.72.156 |anan.idf.il dr op Frst packet isn't SYN drop 15
54.169. 210. 74 |S ngapore 147.237.72. 156 |anan. i df . il dr op First packet isn't SN drop 15
52.68.74.251 |lhited Sates [147.237.0.34 |tikshuv.idf.il [drop First packet isn't SYN drop 14
52.88.168. 51 Lhited Sates |147.237.0.34 [tikshuv.idf.il [drop Frst packet isn't SYN drop 14
52.76.32.115 |Wnited Sates |147.237.0.34 |tikshuv.idf.il [drop First packet isn't SN drop 14
52.69.248.135 |Lhited Sates [147.237.0.34 [tikshuv.idf.il [drop First packet isn't SN drop 14
54.65. 161. 147 |Japan 147.237.0.34 |tikshuv.idf.il |[drop Frst packet isn't SYN drop 14
52. 69. 105. 14 Lhited Sates |147.237.0.34 [tikshuv.idf.il [drop First packet isn't SN drop 14
52. 89. 76. 52 Lhited Sates [147.237.0.34 [tikshuv.idf.il |dr op First packet isn't SWN drop 14
52. 76. 46. 56 Lhited Sates |147.237.0.34 [tikshuv.idf.il [drop Frst packet isn't SYN drop 14
54.169. 210. 74 |S ngapore 147.237.0.34 |tikshuv.idf.il |[drop First packet isn't SN drop 14
52.74.139.99 |lhited States [147.237.0.34 [tikshuv.idf.il [drop First packet isn't SN drop 14
54.69.147.194 |Lhited Sates [147.237.0.34 |tikshuv.idf.il [drop Frst packet isn't SYN drop 14
52.69.203.189 |Lhited Sates [147.237.0.34 |[tikshuv.idf.il [drop First packet isn't SN drop 14
52.193.24.170 |lhited States [147.237.0.34 |tikshuv.idf.il [drop First packet isn't SN drop 14
37.142. 208. 238 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 12
41.33.231.90 |Egypt 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 10
212.143. 142. 56 [l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 9
31.168.80.83 |Israel 147.237.76.42 |refuah.idf.il |Bad TCP sequence ig;e”ansmt with different wndow| oo s
46. 19. 85. 171 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invali d ACK nunber noni t or
46.19. 85.107 |lsrael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber moni t or
46. 19. 85. 137 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert
37.26.148.148 |Israel 147,237, 72. 166 |akaior.i |21 SAMNg Engine: TP Invalid Invalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dr opped.
5.29.174.162 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 137 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46.19.85.141  |[Israel 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d ACK nunber alert 6
46.19.85.171  |lsrael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 85. 107 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 6
46.19.85.141  |[Israel 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 6
80. 36. 157. 155 |Spain 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN- ACK -> Ti meout rej ect 5
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 4
171. 234. 164. 14 |\ et nam 147, 237. 76. 200 e tan. aka i of | | S NG Bgine: TCP Inval i d Invalid segnent retransmssion drop 4
Ret ransm ssi on Packet dr opped.
93. 158. 36. 65 z‘i;;gom 147.237.72. 166 |aka i of .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 4
5.28.168.78  |Israel 147.237. 72, 166 jaka icr. i1 | €M NG Bngine: TCP Inval i d Invalid segnent retransmssion drop 3
Ret ransm ssi on Packet dr opped.
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop
107.20.171.193 |Lhited Sates |147.237.72.156 |anan.idf.il dr op Frst packet isn't SN drop
207.46.13.134 |Uited Sates |147. 23772, 166 |akaicr. it | S NG Engine: TCP Invalid Invalid segnent retransmssion drop 3
Ret r ansni ssi on Packet dr opped.
109. 66. 25. 106 |l srael 147, 237.72. 166 |aka i or. 11 | €M NG Engi ne: TCP | nvalid Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dr opped.
149. 78.21. 138 |Israel 147.237.72. 166 |aka i of.11 | €M NG Engine: TP Inval i d Invalid segnent retransmssi on. drop 3
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
95. 86.123.214 |Israel 147.237.77.216|dover. i df .i |l Mil ti pl e Unaut horized URL Access from 95. 86. 123. 214 B ock 3
2.52.41. 149 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 2
66. 249. 66. 28 I srael 147.237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
176. 13. 6. 229 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
] . - D stributed Lhaut hori zed URL Access on
107.178.194. 87 |lhited Sates [147.237.77. 216|dover.i df .i | v i df i | / 1133- 22638- he/ dover . aspx. B ock 2
] . . D stributed Unauthori zed URL Access on
204.13.200.200 |Lhited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638 he/ dover . aspx. B ock 2
37.142.68.5 I srael 147.237.76. 147 |chi nuch. aka. i df .i| |Dstributed Suspicious Response Code Qustom Tenporary B ock 2
46.19. 86. 114 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
37.142.208. 238 |lsrael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
195. 154. 194. 111|France 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to www cogat . i df . il/wp-1ogin. php B ock 1
. . D stributed Lhaut hori zed URL Access on
66.249. 65. 118 | srael 147.237.76.42 [refuah.idf.il 147, 237.76. 42/ styl ef shar ed/ r eset . css Bl ock 1
46.121.129. 108 |[lIsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None
157.55.39. 237 |Uited Sates [147.237. 77. 216|dover. i df .i | Uhaut hori zed URL Access to v i df . il/hone/ j serror B ock 1
Unaut hori zed URL Access to
8.37.71.88 Lhited Sates |147.237.76.86 [navy.idf.il v navy. i df . i | / 994- 8888- he/ navy. aspx&usg=al kj r hhazl c6ggnzkn-k |B ock 1
gwy6l nsdcgl gl g
93. 158. 36. 65 E?';;gom 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Gpen Mode None 1
69.163.144.125 |lhited Sates |147.237.0.34 |ti kshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/wordpress/w-adm n/ B ock 1
213.136. 70. 175 |Ger many 147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to tikshuv.idf.il/test/wp-adnin/ B ock 1
Unhaut hori zed URL Access to
66.249. 64. 169  [Israel 147.237.76.86 |navy.idf.il waw navy. i df . i |/t enpl at es/ honepage/ honepage. aspx/ scri pt resour ce. ax |B ock 1
d
180. 76. 15. 7 Chi na 147.237.76. 147 |chi nuch. aka. i df .i| |Dstributed Suspicious Response Code_Qustom Tenporary B ock 1
] . . D stributed Lhaut hori zed URL Access on
107.178.194. 87 |lhited Sates [147.237.77. 216|dover.i df .i | v i df i | / 1133- 22461- hel dover . aspx. Bl ock 1
46. 19. 85. 50 | srael 147.237.72.166|aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
84.108. 185. 187 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: sigal gs DoS Attack None 1
] . . D stributed Unaut hori zed URL Access on
204.13.200. 200 [Wited Sates |147.237.77.216|dover. i df.il v i dff i 1/ 1133- 22461 he/ dover . aspx. Bl ock 1
. - D stributed Lhaut hori zed URL Access on
46.166.137. 194 |Netherlands |147.237.77.216|dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. B ock 1
31. 168. 80. 83 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
; . . Uhaut hori zed URL Access to
72.9.148. 10 Lhited Sates [147.237.76.86 |navy.idf.il v navy. i df i |/ 994- 8613- he/ navy. aspx. aspx Bl ock 1
180. 76. 15. 148  |Chi na 147.237.76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
66. 249. 64. 170 | srael 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ robot s. t xt B ock 1
46.19. 85. 176 I srael 147.237.77. 216 |dover. i df . il Mal f ormed LRL B ock 1
2.52.41.154 I srael 147.237.77. 216 |dover . i df .i | Untraceabl e SSL Sessions: Whknown SSL Sessi on None 1
86.91.231.125 |Netherlands |147.237.72.166|aka.idf.il D stributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 1
. - Unhaut hori zed URL Access to
66.249. 66.46  |Israel 147.237.77. 216 |dover . i df . i | 147. 237. 77, 216/ 1133. 19915- he/ dover . aspx Bock 1
. . DO stributed Unauthori zed URL Access on
46.166.190. 147 |Netherlands [147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22461 he/ dover . aspx. B ock 1
176.13.21. 81 I srael 147.237.76. 147 |chi nuch. aka. i df .i| |Dstributed Suspicious Response Code_Qustom Tenporary B ock 1
Unhaut hori zed URL Access to
. . wawy i df . i |/ &a=u&ved=0ahukewi kxj os1__j ahxkvhgkhd2zaoyqf ggi naa&
95.86.123.214  |[Israel 147.237.77.216|dover . i df . i si g2=cgki f oepj cwzl vazhi 58yqausg=af g cnhedshsryhkeugapx! dsq7f ow B ock 1
wnw
31.168.181.24 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None
79.178.107. 166 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None
192. 157. 245. 13 |Uited Sates [147.237. 77. 216 |dover. i df . i | Uhaut hori zed LR Access to v idf.il/pricing B ock 1
. . . Unhaut hori zed URL Access to
66.249. 64. 202 |Israel 147.237.0.34 |tikshuv.idf.il tikshuv. i df .11/ shar ed/ user cont rol s/ header upper/ Bl ock 1
. . D stributed Unauthori zed URL Access on
109. 201. 154. 197 |Net herl ands  |147. 237. 77. 216 |dover . i df . i | Wi i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
46.19. 85. 176 I srael 147.237.77.216|dover.idf .il Unknown HTTP Request Method ana in URL B ock 1
5. 29. 160. 41 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
86.91.231.125 |Netherlands |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to vwwidf.il/https:/wwidf.il/ B ock 1
207. 46.13.0 Lhited Sates |147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robots. t xt B ock 1
66.249. 66. 191 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
, m ny- kosher - kr avi . . o
54.162.41.178 |lhited Sates [147.237.0. 17 df il SS. Untraceabl e Gonnection - Uhknown Server Certificate None 1
177.55.96. 221 |Brazil 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/ol d/wp-admn/ B ock 1
95.90. 251. 149  |Ger nany 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
79.178.195. 239 |l srael 147.237.77.216|dover . i df . il Unaut hori zed URL Access to waw i df . i/ hi mush/ sitel he/ hi nush. asp B ock 1
195. 154. 194. 111 |France 147.237.77. 176 |mat pash. i df . i | Distributed PHP Attenpt B ock 1
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