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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
167. 114. 156. 16

|Target Address |Site

|Signature |Device Action |Count |
Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3327
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il F Dover Under Attack _Con Htp dr op 5
80. 82. 64. 177 Net her | ands 147.237. 76. 197 e hinush.idf.il |Bock UWdp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Potential Scan or Brute Force

Gountry
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66. 249. 66. 61 147.237.77.216|Whited Sates |dover.idf.il ET SCAN NVAP -sA (2) 2
162. 222. 185. 165|147. 237. 76. 34 |lLhited Sates |yohal an.idf.il ET SCAN Potential SSH Scan 1
149. 202. 248. 121|147. 237. 72. 14 |Ger nmany dover.idf.il(od) |ET SCAN NMVAP -sS w ndow 1024 1
179 183 250. 12 |147 237 0.19  |mrasil vadimatal idf il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,

115.182.17. 13  |147. 237. 76. 176 |Chi na test.ncore.idf.il |ET SCAN NMAP -sS wi ndow 1024
177.55.154.39 |147.237.8.45 |Brazil eetanidf.il ET SCAN Potential SSH Scan
91.201. 236. 114 |[147.237.76.38 |lkraine eenmitav.idf.il |ET SCAN NVAP -sS wi ndow 1024
177.55.154. 39  |147.237.0.200 |Brazil rdu. i df i ET SCAN Potential SSH Scan
81.101. 206. 244 |147.237.76. 38 E;ir:;cci]om eeneitav.idf.il |ET SCAN NVAP -sS wi ndow 1024
177.55.154. 39  |147.237.0.15 |Bazil kosher-kravi.idf.i|ET SCAN Potential SSH Scan
78.193.2.8 147.237.76.31 |France nakchal .idf.il ET SCAN NVAP -sS wi ndow 1024
168. 62. 238. 153 |147.237.76.44 |lhited Sates |e.refuah.idf.il |ET SCAN NVAP -sS wi ndow 1024
5. 39. 222. 253 147. 237. 77. 216 |Net her | ands dover.idf.il ET SCAN Potential SSH Scan
162. 222. 185. 165|147. 237. 77. 216 |Lhited Sates |dover.idf.il ET SCAN Potential SSH Scan
162. 222. 185. 165(147. 237. 76. 44 |Whited Sates |e.refuah.idf.il |ET SCAN Potential SSH Scan
162. 222. 185. 165|147.237.76.30 [Wited Sates |hinush.idf.il ET SCAN Potential SSH Scan

115.182.17.13  |147.237. 76. 176 |Chi na test.ncore.idf.il [ET SCAN NVAP -sS wi ndow 3072

177.55.154.39 [147.237.8.46 |BFrazil e.chinuch.idf.il [ET SCAN Potential SSH Scan

104.192. 0. 18 147.237.8.46 |Wited Sates |e.chinuch.idf.il |ET SCAN NVAP -sS w ndow 1024

177.55.154.39 |147.237.8.28 |Razil e.mobi | e-ks.idf.il |[ET SCAN Potential SSH Scan

91.201.236. 114 [147.237.76.38 |lkraine eeneitav.idf.il |ET DRCP Spanmhaus DRCP Listed Traffic | nbound
177.55.154. 39  |147.237.0.35 |Bazil akavs. i df . i ET SCAN Potential SSH Scan

78.193.2.8 147.237.76. 42 |France refuah.idf.il ET SCAN NVAP -sS wi ndow 1024

168. 62. 238. 153 [147.237.76.201 |Whited Sates [e.atal.idf.il ET SCAN NVAP -sS wi ndow 1024

167. 114. 156. 16 |147.237. 77. 216 |Canada dover.idf.il portscan: TCP D stributed Portscan

162. 222. 185. 165

147.237.76. 202

Lhited Sates

e halagidf.il

ET SCAN Potential SSH Scan
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|Top Attackers In FW |

At acker

Count ry Target Address |Ste Signature
52. 0. 86. 232 Lhited Sates |147.237.77.170 |naarachot.idf.il|dr op Frst packet isn't SN drop 317
52.5.133. 46 Lhited Sates [147.237.77.170 |naarachot.idf.il{dr op First packet isn't SN drop 249
54.173.9. 10 Lhited Sates [147.237.77.170 [naarachot.idf.il{dr op Frst packet isn't SYN drop 155
52.5.69. 31 Lhited Sates [147.237.77.170 |naarachot.idf.il{dr op Frst packet isn't SN drop 142
41.33.231.90 |Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
154. 72. 166. 57 [Caner oon 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 34
52.7.46.16 Lhited Sates |147.237.77.170 |naarachot.idf.il|dr op Frst packet isn't SN drop 34
85.130. 255. 91 [l srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence I'nval i d ACK nunber noni t or 31
52. 76. 46. 56 Lhited Sates |147.237.72.156 |anan.idf.il drop Frst packet isn't SYN drop 30
52.69.203.189 |Uhited Sates [147.237.0.34 |[tikshuv.idf.il |dr op Frst packet isn't SN drop 30
52.193.24.170 |thited States [|147.237.0.34 |[tikshuwv.idf.il |[drop First packet isn't SYN drop 30
54.169. 210. 74 |9 ngapor e 147.237.0.34 |tikshuw.idf.il |drop First packet isn't SYN drop 30
52.74.139. 99 Lhited Sates |147.237.72. 156 |anan.idf.il dr op Frst packet isn't SN drop 30
52.69.105.14 [lhited Sates [147.237.0.34 |tikshuv.idf.il |drop First packet isn't SWN drop 30
54.65. 161. 147 |Japan 147.237.0.34 |tikshuw.idf.il |drop First packet isn't SYN drop 30
52. 88.168. 51 Lhited Sates |147.237.0.34 |tikshuv.idf.il |dr op Frst packet isn't SN drop 30
52.69.203.189 |[lLhited Sates |147.237.72.156|anan.idf.il drop First packet isn't SYN drop 30
52.68. 74. 251 Lhited Sates [147.237.0.34 |tikshuv.idf.il [drop First packet isn't SYN drop 30
52.193.24.170 |Wited Sates |147.237.72.156 |anan.idf.il dr op Frst packet isn't SN drop 30
52.76.32.115 [Lhited Sates [147.237.0.34 |tikshuv.idf.il |drop First packet isn't SWN drop 30
54.169. 210. 74 |9 ngapore 147.237. 72. 156 |anan.i df .i | drop Frst packet isn't SYN drop 30
54.65. 161. 147 |Japan 147.237. 72. 156 |anan. i df . il dr op Frst packet isn't SN drop 30
52.69.105.14 [lLhited Sates |147.237.72.156|anan.idf.il drop First packet isn't SYN drop 30
52. 88.168. 51 Lhited Sates |147.237.72.156 |anan.idf.il dr op Frst packet isn't SN drop 30
52.69.248.135 |Uhited Sates [147.237.0.34 |[tikshuv.idf.il |dr op Frst packet isn't SN drop 30
52.68.74.251 [lhited Sates |147.237.72.156|anan.idf.il drop First packet isn't SYN drop 30
52.76.32. 115 Lhited Sates |147.237.72.156 |anan.idf.il dr op Frst packet isn't SN drop 30
54.69.147.194 |Uhited Sates [147.237.0.34 |[tikshuv.idf.il |dr op Frst packet isn't SN drop 30
52.89. 76. 52 Lhited Sates [147.237.0.34 |tikshuv.idf.il |drop First packet isn't SYN drop 30
52.69.248.135 |Wited Sates |147.237.72.156 |anan.idf.il dr op Frst packet isn't SN drop 30
52. 76. 46. 56 Lhited Sates |147.237.0.34 |tikshuv.idf.il |dr op Frst packet isn't SN drop 30
54.69. 147. 194 |[lhited Sates |147.237.72.156|anan.idf.il drop First packet isn't SYN drop 30
52. 89. 76. 52 Lhited Sates |147.237.72.156 |anan.idf.il drop Frst packet isn't SYN drop 30
52.74.139. 99 Lhited Sates |147.237.0.34 |tikshuv.idf.il |dr op Frst packet isn't SN drop 30
85.130. 255. 91 [l srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 28
213.57. 247. 100 |I srael 147.237.72. 166 |aka.i df .l Streaning Engi ne: TCP Invalid Invalid segnent retransmssion. drop 24
Ret r ansni ssi on Packet dr opped.
85.130. 255. 91 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SWN drop 23
52.7.32.143 Uhited Sates [147.237.77.170 |naarachot.idf.il{dr op First packet isn't SYN drop 22
31.154.17.190 |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 21
213.57.130.12 |[Israel 147.237.72. 166 |aka.idf. il SYN Attack SYN -> SYN-ACK -> Ti meout alert 20
213.57.130.12 |Israel 147.237.72. 166 |aka. i df.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 18
85.130. 213. 81 [l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 17
85.130.213.81 |[Israel 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 17
52.69. 169. 147 |lLhited Sates |147.237.72.156 |anan.idf.il drop First packet isn't SYN drop 17
54.165.118. 117 |Whited Sates |147.237.72.156 |anan.idf.il dr op Frst packet isn't SN drop 17
52.20.200.222 |Wited Sates |147.237.0.34 tikshuv.idf.il |dr op First packet isn't SWN drop 16
46.19.85.6 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 16
52.69.169.147 |Lhited States [|147.237.0.34 |[tikshuv.idf.il |drop First packet isn't SN drop 16
54.165.118. 117 |Whited Sates |147.237.0.34 tikshuv.idf.il |dr op First packet isn't SWN drop 16
87.69. 161. 254 |Israel 147.237.76.86 |navy.idf.il Streaning Engine: TCP Invalid Invalid segnent retransmssion drop 14
Ret r ansni ssi on Packet dr opped.
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|Top Attackers In V\AF|

Devi ce

A tacker

count ry Target Address |Site Sgnature Acti on ‘Count
46.19.85.228 |[lIsrael 147.237.72. 156 |anan. i df . i | Mil tipl e Unhaut horized URL Access from 46. 19. 85. 228 B ock 13
2.54.157.54 I srael 147.237.77.243|nobi l e. i df . i | D stributed Uhaut hori zed LR. Access on nobi | . i df . il /sachar/i ndex B ock 9
69.163. 144. 121 |Lhited Sates |147.237.72.166|aka. i df.i | Ml tiple Uhauthorized URL Access from 69. 163. 144. 121 B ock 5
109. 67. 198. 189 |I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.54.167.38 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46.120. 129. 110 |I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
176.13.9.126  |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.54.182.166 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 3
’ . . DO stributed Lhaut hori zed URL Access on
208.184.112.74 |Lhited States [147.237.77.216 |dover . i df . i | v i df i | / 1133- 22461- hel dover . aspx. B ock 2
66. 249. 66. 61 | srael 147.237.77.216|dover . i df . i | Mil tipl e Whaut horized URL Access from 66. 249. 66. 61 B ock 2
2.54. 155. 44 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
207.46.13.46 |wnited Sates |147.237.76. 147 |chi nuch. aka. i df . i|Di stributed Suspicious Response Code_Qust om Tenporary B ock 2
46. 19. 85. 80 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 1
128. 232. 110. 29 t(’i"';gegom 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to 147.237.76. 147/ B ock 1
. . Mal formed URL xoe
79.179.161.90 |Israel 147.237.72. 166 |aka. i df . i | o mps Bl ock 1
[[#0]] AeaeZ [#17]]
5. 29. 43. 182 I srael 147.237.76.200|ei tan. aka. i df . i | |PHP Attenpt B ock 1
109. 64. 217. 236 |l srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal HITP \ersion B ock 1
77.127.57.57  |lsrael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
- . Unhaut hori zed URL Access to
66. 249. 66. 183 |l srael 147.237.72. 166 |aka. i df . i | 147.237.72. 166/ mi | ui it enpl at es/ i nner . asp B ock 1
182.73.97.174 |india 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to v cogat.idf.il/xnrpc. php Bl ock 1
] . - D stributed Lhaut hori zed URL Access on
107.178.194. 79 [Wnited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. B ock 1
. . NULL Character in URL xce
79.179.161. 90 [israel 147.237.72. 166 |aka. i df . i | S 2w B ock 1
[[#0]] Aea€d [#17]]
46.121.105.38 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
169.229.3.91 |lhited Sates |147.237.77.234|hal ag.idf.il Il1egal Byte Gode Character in URL B ock 1
79.179.161. 90 |Israel 147.237.72. 166 |aka. i df . i | Illegal Byte Gode Character in Mthod Au B ock 1
31.210.188.91 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
109. 64. 217. 236 |l srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gode Character in Header Nane B ock 1
66.249.93.29 |Israel 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ favi con. i co B ock 1
207.46.13.113 |Wwited Sates [147.237.76.86 [navy.idf.il Uhaut hori zed URL Access to 147.237. 76. 86/ robot s. txt B ock 1
178. 62. 128. 67 LKri“r::gom 147.237.77. 216 |dover . i df . i | Lhaut hori zed LRL Access to waidf.il/en B ock 1
79. 249. 216. 240 |Ger many 147.237.77.216|dover . i df .i | Uhaut hori zed URL Access to www i df.il/894-en/idf gdover. aspx Bl ock 1
66.249.66.55 [Israel 147. 237. 76. 147 |chi nuch. aka. i df . i|D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
149. 78. 163. 150 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
79.179.161. 90 |Israel 147.237.72. 166 |aka. i df . i | Mil tiple Abnormal |y Long Request from 79.179.161.90 B ock 1
79.179.161.90 |[Israel 147.237.72. 166 |aka. i df . i | Abnormal |y Long Header Line request header nane B ock 1
5.29. 43. 182 I srael 147.237.76.200|ei tan. aka. i df . i| |Wauthorized URL Access to ww eitan. aka.idf.il/xmrpc. php B ock 1
109. 64. 217. 236 |l srael 147.237.72. 166 |aka. i df . i | Distributed M forned HITP Header Line Bl ock 1
- . Unhaut hori zed URL Access to
66.249. 78. 104 |l srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai r/ gi yus/ gi yus/ gener al . aspx B ock 1
195. 154. 191. 97 |France 147.237.77. 176 |mat pash. i df . i | PHP Attenpt B ock 1
] . - D stributed Lhaut hori zed URL Access on
107.178.194. 79 [Wnited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. B ock 1
. . S Uhtraceabl e Gonnection - Protocol violation
79.179.161.90 |Israel 147.237.72. 166 |aka. i df . i | (SSLCONN APPLI CATI ON DATA EXCHANGE) None 1
] - . |Waut horized URL Access to
54.173.9. 10 United Sates [147.237.77.170|maarachot. idf.il | =" 0 7 e O/ checkei t el cust omerror - page-t est Bl ock 1
169.229.3.91 |lhited Sates |147.237.77.234|hal ag.idf.il Unknown HTTP Request Met hod A vl Al A B ock 1
. . Il1egal Byte Gode Character in LRL xoe
79.179.161. 90 [Israel 147.237.72. 166 |aka. i df . i | Ao Acs Bl ock 1
[[#0]] A &€ [#17]]
37.142.149. 150 [ srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
109. 67. 198. 189 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response CGode B ock 1
109. 64. 217. 236 [l srael 147.237.72. 166 |aka. i df . i | Dstributed |l1egal Byte Qode Character in Header \Val ue B ock 1
68.180.228. 112 |Lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/894-ar B ock 1
66.249.66.61 [Israel 147. 237. 76. 147 |chi nuch. aka. i df . i|D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
180. 76. 15. 7 Chi na 147. 237. 76. 147 [chi nuch. aka. i df . i|Di stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
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