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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action |Count]|
66. 249. 93. 29 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 6001
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3126
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood out of context drop 16
66. 249. 78. 173 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 8
84.109. 126. 112 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 7
84.10.97.171 Pol and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
195. 60. 232. 57 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
199. 203. 215. 1 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 2
183. 60. 48. 25 Chi na 147.237. 76. 30 hi nush. i df .i | JLM Under Attack Con_Tcp drop 2
79.178. 167. 41 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
82.178. 149. 166 Oman 147.237.77. 216 dover.idf.il F Dover _Unhder Attack Con Htp drop 2
77.247.178. 132 Net her | ands 147.237. 76. 147 chinuch. aka.idf.il |B ock Np Al Net drop 1
94.102. 52. 47 Net her | ands 147.237.76. 148 ggcenter.aka.idf.il|B ock_Ulp Al _Nets drop 1
198. 48. 92. 104 Lhited Sates 147.237.76. 31 nakchal .idf.il B ock_Udp Al _Nets dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action




12-28-2015-17:04:08 to 12-28-2015-18:04:08

|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry

82.178. 149. 166 |[147.237.77.216|Oman dover.idf.il SERVER APACHE Apache SSI error page cross-site scripting 64
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
46.117.127.177 |(147.237.72. 166 |l srael akaidf.il ET SCAN NVAP -sA (2) 2
151.217.97.185 [147.237.0.16 ny-kosher-kravi . i df . il ET SCAN Potential SSH Scan 1
110. 250. 129. 243|147.237.0. 17 |China mny-kosher-kravi .idf.il ET SCAN Behavi oral Lhusual ly fast inbound Tel net Connections, 1
Potential Scan or Brute Force
104. 238. 160. 101|147. 237. 8. 45 eetanidf.il ET SCAN NVAP -sS w ndow 3072 1
192. 198. 230. 137|147. 237. 77. 216 |Lhited Sates |dover.idf.il portscan: TCQP O stributed Portscan 1
87. 68. 250. 56 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
183. 60. 48. 25 147.237.0.35 |China akavs. i df .i | ET SCAN Potential VNC Scan 5900- 5920 1
79.182.49. 147  |147.237.77. 216l srael dover.idf.il portscan: TCQP O stributed Portscan 1
176.13.11. 195 [147.237.76.31 |israel nakchal . i df .i | GPL SCAN nyscan 1
167. 114. 156. 16 |147.237. 77. 216 |Canada dover.idf.il portscan: TCQP D stributed Portscan 1
151.217.178. 63 [147.237.76. 196 e.svivaidf.il ET SCAN Potential VNC Scan 5900- 5920 1
151.217. 97. 185 |147.237. 8. 14 e.orchot.idf.il ET SCAN Potential SSH Scan 1
149.78.11. 82 147.237. 72. 166 |I srael aka.idf.il portscan: TCQP D stributed Portscan 1
109. 67.18. 101  |147.237. 72. 166 |I srael aka idf.il portscan: TGP DO stributed Portscan 1
95. 86. 74. 123 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
187 160.199. 15 |147 237 77 61 |vexi co & cogat. i i1 ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
176.13.11. 195 |147.237.76.31 |[lIsrael nakchal . i df i I NDI CATOR- SCAN nyscan 1
46.211.34.236 [147.237.0.15 |lkraine kosher-kravi .idf.il SERVER- VEBAPP admi n. php access 1
173.252.73. 109 [147.237.72.166 |Lhited Sates |aka idf.il portscan: TCQP O stributed Portscan 1
151.217.178. 63 |147.237.77.179 e mazi.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
151.217.178. 63 |147.237.0. 19 nedi matal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

At acker

ountry ‘Target Addr ess ‘S’te ‘Signature
176.77.109. 9 Iljé(sj;:tnl on 147.237.77.233|atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 85
79.179.110.19 |Israel 147.237.76.42 |refuah.idf.il |Bad TOP sequence md;irsirz"zt Wth different monitor  [56
194. 90. 83. 233 [l srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 56
82.178. 149. 166 |Oman 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 47
194. 90. 83. 233 |l srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval id ACK nunber alert 42
54.69.147.194 |Wited Sates 147.237.0.34 |tikshuv.idf.il |dr op Frst packet isn't SN drop 30
41.33.231.90 |Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 30
52. 76. 46. 56 Lhited Sates 147.237.0.34 [tikshuv.idf.il |drop First packet isn't SYN drop 30
52.69.203.189 |Whited Sates 147.237.0.34 |tikshuv.idf.il |dr op Frst packet isn't SN drop 30
52.88.168.51 [lLhited Sates 147.237.0.34 [tikshuv.idf.il |drop First packet isn't SN drop 30
52.68. 74. 251 Lhited Sates 147.237.0.34 [tikshuv.idf.il |drop First packet isn't SYN drop 30
52.69.248.135 |Whited Sates 147.237.0.34 |tikshuv.idf.il |dr op Frst packet isn't SN drop 30
52.89. 76. 52 Lhited Sates 147.237.0.34 [tikshuv.idf.il |drop First packet isn't SN drop 30
52.74.139. 99 Lhited Sates 147.237.0.34 [tikshuv.idf.il |drop First packet isn't SYN drop 30
54.169. 210. 74 |S ngapore 147.237.0.34 |tikshuv.idf.il |drop First packet isn't SN drop 30
52.193.24.170 |[Lhited Sates 147.237.0.34 [tikshuv.idf.il |drop First packet isn't SN drop 30
52. 69. 105. 14 Lhited Sates 147.237.0.34 [tikshuv.idf.il |drop First packet isn't SYN drop 30
54. 65. 161. 147 |Japan 147.237.0.34 |tikshuv.idf.il |dr op Frst packet isn't SN drop 30
52.76.32.115 [Uhited States  [147.237.0.34 [tikshuv.idf.il [drop First packet isn't SWN drop 30
171.233. 173. 91 |V et nam 147, 237 76. 200 e tan. aka i of || @M NG Engine: TCP Invalid nvalid segnent retransmssi on. drop 21
Ret r ansni ssi on Packet dr opped.
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 18
52.69. 169. 147 |lLhited Sates 147.237.0.34 |tikshuv.idf.il |[drop First packet isn't SYN drop 17
54.165.118. 117 [Lhited S ates 147.237.0.34 |tikshuv.idf.il |drop First packet isn't SN drop 17
199. 203.215. 1 [l srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nvalid sequence nunber noni t or 16
199.203.215.1 |lsrael 147.237.77.216|dover.idf.il |SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 16
199.203.215.1 |[Israel 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 16
82.80.60.61  |Israel 147,237, 72. 166 |aka icf. i1 | S NG Bngine: TCP Invalid  linvalid segnent retransnission drop 15
Ret r ansni ssi on Packet dr opped.
113. 171. 154. 63 |V et nam 147, 237 76. 200 e tan. aka i of || @M NG Engine: TCP Invalid nvalid segnent retransmssi on. drop 15
Ret r ansni ssi on Packet dr opped.
194. 90. 83. 233 |l srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid sequence nunber noni t or 14
194. 90. 83. 233 [l srael 147.237.77.216|dover.idf.il |SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 14
213.57.140.51 [Israel 147.237.0.34 |tikshuv.idf.il |SYN At ack SYN -> SYN-ACK -> Ti nmeout aert 12
213.57.140.51 [Israel 147.237.0.34 |tikshuv.idf.il |SYN At ack SYN -> SYN-ACK -> Ti neout rej ect 12
213.57.140.51 |Israel 147.237.0.34 |tikshw.idf.il |Bad TOP sequence mﬁsg :"”SW wthdifferent |oonitor |12
85. 130. 128. 118 |I srael 147,237, 72. 166 |aka icf. i1 | ! €M NG Engine: TCP Invalid Ivalid segnent retransmssion. drop 12
Ret ransni ssi on Packet dr opped.
195. 60. 232. 57 [l srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 11
149. 78. 252. 166 |l srael 147.237.72. 166 |aka. i df . il Bad TCP sequence Invalid ACK nunber aert 10
149. 78. 252. 166 |l srael 147.237.72.166 |aka.idf.il Bad TCP sequence Inval id ACK nunber noni t or 10
174.129. 211. 64 |Lhited Sates 147.237.0.34 [tikshuv.idf.il |[drop First packet isn't SYN drop 9
199. 203.215.1 |lsrael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval id ACK nunber aert 9
54. 64.126. 25 Japan 147.237.0.34 |tikshuv.idf.il |dr op Frst packet isn't SN drop 9
107. 20. 198. 201 |Lhited Sates 147.237.0.34 [tikshuv.idf.il |[drop First packet isn't SYN drop 9
212. 143.142. 56 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 8
79.181.213.93 [l srael 147.237.72. 166 |aka. i df . il Streaning Engine: TCP Invalid Invalid checksum Packet dropped. |drop 8
Checksum
195. 60. 232. 57 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 8
54. 64. 155. 139 |Japan 147.237.0.34 |tikshuv.idf.il |dr op First packet isn't SN drop 7
54.64.30.159 [Japan 147.237.0.34 |[tikshuv.idf.il |drop First packet isn't SN drop 7
54.64.184. 217 |Japan 147.237.0.34 [tikshuv.idf.il |drop First packet isn't SYN drop 7
54. 64. 142. 248 |Japan 147.237.0.34 |tikshuv.idf.il |dr op First packet isn't SN drop 7
46.19.85.158  |[Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 7
54.64.191.38 [|Japan 147.237.0.34 [tikshuv.idf.il |drop First packet isn't SYN drop 7
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
176.12.138.61 |Israel 147.237.0.19 |nadimatal .idf.il [Dstributed Suspicious Response Code B ock 76
37.26.148.216 |[Israel 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 63
2.54.61. 245 I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock 46
37.26.148.216 |lsrael 147.237.0.19 |madimatal .idf.i| [Dstributed Too Many of the Sane Response Code (404) B ock 38
2.52.4.34 I srael 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 29
37.26.148.192 [Israel 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock 27
176.12.138.61 |Israel 147.237.0.19 |madimatal .idf.i| [Dstributed Too Many of the Sane Response Code (404) B ock 16
176.13.23.157 |lIsrael 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 12
82.80.157.133 |[Israel 147.237.77.243|nobi | e. i df . i | Dstributed Unaut hori zed LRL Access on nobi | e. i df . il /sachar/i ndex B ock 11
46. 116. 208. 236 |l srael 147. 237. 76. 147 |chi nuch. aka. i df . i [|D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 5
176.12.138.5 I srael 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 3
109. 253. 218. 197 |l srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock 3
37.26.149.183 |Israel 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 3
46. 19. 85. 240 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 3
128.127.107. 123|Netherl ands  |147. 237. 76. 147 |chi nuch. aka. i df . i ||Di stri but ed Suspi ci ous Response Code_Cust om Tenpor ary B ock 3
176.13. 12. 64 | srael 147.237.0.19 |nadimatal .idf.i| [Dstributed Suspicious Response Code B ock 3
109. 253.138.6 |l srael 147. 237. 76. 147 |chi nuch. aka. i df . i IO stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 3
176. 13. 23. 69 I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock 3
93.172.190. 195 |Israel 147.237.0.19 |nadimatal .idf.il [Dstributed Suspicious Response Code B ock 3
2.54. 25,132 I srael 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 2
149.78.94. 169 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
84.108. 184. 198 |l srael 147.237.77. 243 |nobi l e. i df . i | Lhaut hori zed URL Access to nobile.idf.il/sachar/index Bl ock 2
2.54.26.39 I srael 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 2
176.12.138.46 |Israel 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock 2
66.249.78. 159 |l srael 147.237.77.216|dover. i df . i | Mil ti pl e Unaut horized URL Access from 66. 249. 78. 159 B ock 2
37.26.147.183 |[Israel 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 2
107.178.194. 83 |Uhited Sates |147.237.77. 216 |dover . i df . i | D stri buted ﬁ";;t;ggggeﬂeﬁvﬁcispf” Bock |2
93.172.187. 175 |[lIsrael 147. 237.76. 147 |chi nuch. aka. i df . i I|Di stributed Suspici ous Response Code_Qust om Tenpor ary B ock
46.211.34.236 |Wraine 147.237.0.15 |kosher-kravi.idf.i|Miltiple Unauthorized UR. Access from 46.211. 34. 236 B ock
85.65.194. 217 I srael 147.237.72. 166 |aka. i df . i | D st but ed Unaut for] zed UL Aocess on Bock |2
80.179. 225. 42 |Israel 147.237.72. 166 |aka. i df . i | Distributed Whaut hori zed URL Access on waw aka. i df .il/mai n/ B ock 2
46.211.34.236 |Wkraine 147.237.0.15 |kosher-kravi .idf.i|PHP Attenpt B ock 2
46. 19. 86. 129 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
129. 232. 136. 62 147.237.77. 216 |dover . i df . i | Distributed Lhaut hori zed LRL Access on waw i df . il/xnrpc. php B ock 1
84.94. 184. 68 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
204.13.200. 200 [United Sates [147.237.77. 216 [dover. i df . i | D stri but e 1?;;}2;&;?&%&??;&” Bock |1
37. 46. 39. 233 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: Unhknown SSL Sessi on None 1
109. 65. 105. 108 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 1
79.177.58.151 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
185. 32. 179. 169 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
66. 249. 66. 16 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i ||D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
176.12.147.61 |Israel 147.237.72. 166 |aka. i df . i | Lhknown Paraneter ...18&sideScrol |l in v aka.idf.il/giyus/kadatz/ None 1
31.168.20.151 |[Israel 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
87.69.61. 78 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
212.76. 99. 89 | srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod HEAD for wwwu aka. i df.i |/ nain/ gi yus/ general . aspx |B ock 1
46.166.190. 132 [Netherlands [147.237.77. 216 |dover. i df . i | D stri uted lT:;fggggg?ﬂeﬁvﬁ‘fispfn Bock |1
149. 88. 69. 234 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None
84.109. 162. 222 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
Unknown Par arret er
80.246.139.86 |[lIsrael 147.237.72. 166 |aka. i df . i | ct | 00%$ct | 00$cphMai n$TochenPl acetbl der $Logi nCont r ol $capt cha$capt chaT [None 1
ext in wwaka.idf.il/nain/giyus/default.aspx
195. 212. 29. 166 |Eur ope 147. 237. 76. 147 |chi nuch. aka. i df . i ||D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
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