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Attacker
Address

Attacker Country

Address

‘Target

‘Site

‘Signature

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 3116
66. 249. 78. 146 I'srael 147.237.72.166  |aka idf.il :;]; handshake viol ation, first packet mot ) 2817
192.118. 30. 102 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - reset 481
82.178. 149. 166 Ooman 147.237.77. 216 dover.idf.il SYN H ood out of context drop 120
81. 218. 241. 25 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - reset 106
66. 249. 78. 159 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 58
66. 249. 93. 99 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 45
66. 249. 78. 166 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 36
66. 249. 93. 103 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 34
37. 26. 148. 254 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 32
58.187. 75. 183 \i et nam 147.237.77. 216 dover.idf.il SYN H ood out of context drop 21
193. 190. 220. 200 Bel gi um 147.237.77. 216 dover.idf.il SYN H ood out of context drop 15
198.103. 104. 11 Canada 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 15
72.9.148. 10 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 12
109. 200. 30. 168 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il SYN H ood out of context drop 11
66. 249. 92. 32 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 11
66. 249. 92. 26 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 10
107.178. 194. 87 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 10
66. 249. 66. 28 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 10
66. 249. 93. 107 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 10
65.19. 138. 34 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 9
72.9.148. 10 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 8
66. 249. 78. 173 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 8
54. 240. 197. 226 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 7
46. 236. 24. 51 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 6
37.8.111. 235 zlcisgi'géa” Territory, 147.237.77. 216 dover.idf.il SYN A ood unverified cooki e drop 6
65.19. 138. 34 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 6
69. 40. 44. 245 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
212.25.121.195 | srael 147.237.77. 216 dover.idf.il B ock_Udp Al _Nets drop 6
204. 13. 200. 200 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 5
66. 249. 93. 107 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 5
66. 249. 78. 173 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 5
107.170. 142. 158 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
208.184.112. 74 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 5
104. 131. 226. 73 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
45. 35. 64. 142 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
69. 40. 44. 245 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 4
37. 26. 148. 254 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 4
37.26.148.179 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
66. 249. 93. 103 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 4
41. 33. 231. 90 Egypt 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
212.179. 64. 162 | srael 147.237.72. 167 ishurimaka.idf.i|B ock Udp All Nets drop 3
69. 175. 127. 10 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 3
92.247.181. 31 Bul garia 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
66. 220. 146. 28 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 3
65. 19. 138. 33 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
52.16.5.197 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 3
115. 134. 209. 128 Ml aysi a 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
58. 187. 75. 183 \i et nam 147.237.77.216 dover.idf.il SYN H ood del ete reset drop 3
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46.19. 86.51 147.237.72.166 |Israel aka.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 11
109. 253. 215. 181  |147.237.77.216 |israel dover.idf.il portscan: TGP D stributed Portscan 1
84. 228. 236. 177 147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
46.121. 85. 188 147.237.72.166 |Israel akaidf.il portscan: TCP D stributed Portscan 1
213.8.204. 40 147.237.72.166 |lIsrael akaidf.il portscan: TGP D stributed Portscan 1
212. 47.229. 34 147.237.0.15 France kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 1024 1
5. 102. 203. 65 147.237.72.166 |Israel akaidf.il portscan: TQP D stributed Portscan 1
168. 62. 238. 153 147.237.77.243 |Wited Sates nobi | e. i df .il ET SCAN NVAP -sS wi ndow 1024 1
151. 217. 178. 63 147.237. 8. 45 eeitanidf.il ET SCAN Potential VNC Scan 5900- 5920 1
151.217.178. 55 147.237.77. 227 e. hamaz. i of . i | ET SCAN Potential VNC Scan 5900- 5920 1
131. 109. 15. 15 147.237.77.243 |Wited Sates nobi | e. i df .il ET SCAN NVAP -sS wi ndow 3072 1
109. 66. 56. 133 147.237.72.166 |lIsrael akaidf.il portscan: TCP D stributed Portscan 1
79.182. 189. 182 147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
46. 19. 86. 233 147.237.77.216 |Israel dover.idf.il portscan: TGP D stributed Portscan 1
212.179. 21. 194 147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
37.26. 149. 202 147.237.77.216 |lIsrael dover.idf.il portscan: TCP DO stributed Portscan 1
195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 1
168. 62. 238. 153 147.237.76.177 |Wited Sates ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
151. 217. 178. 63 147.237.0. 15 kosher-kravi.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
151. 217. 178. 55 147.237. 72. 156 aman. i df.il ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1819
176. 13.19. 42 I srael 147.237.77. 74 |lawidf.il Bad TCP sequence I'nvalid ACK nunber noni t or 108
176. 13. 19. 42 I 'srael 147.237.77. 74 [lawidf.il Bad TCP sequence Invalid ACK nunber alert 87
31.171.244.115 |Satzerland  |147.237.77. 216 |dover.idf.il drop SAMrule drop 61
196. 217. 188. 171|Mor occo 147.237.77. 216 |dover.idf.il drop drop 57
2.54.179. 182 I srael 147.237. 72. 166 |aka.i df .i1 SYN Att ack SYN -> SYN-ACK -> RST rej ect 53
213.8.204.31  [Israel 147.237.72.166 |aka. i df . i Bad TCP sequence mdﬁr:é‘aslnlt wth dfferent moni tor |36
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
54.72.73. 168 I'rel and 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 30
2.54.179.182 I srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 22
2.54.179. 182 I srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Invalid sequence nunber moni t or 22
82.81.5. 83 I srael 147.237.0.34 |tikshwv.ior. i1 |7 €AMNg Engine: TP Invalid invalid segnent retransnission drop 21
Ret r ansn ssi on Packet dropped.
176.13.20.88  |Israel 147.237.77. 243 |rwvi e iy | €AM NG Engine: TP Invalid - finvalid segnent retransnission drop 20
Ret r ansn ssi on Packet dropped.
2.54.179. 182 I srael 147.237.72. 166 |aka.idf il SYN At tack rej ect 20
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 19
46.19.85.171  |Israel 147.237. 77, 243 |mebi e i1 | S NG Engine: TCP Invalid  Jinvalid segnent retransnission drop 18
Ret ransni ssi on Packet dr opped.
80.246. 136. 174 | srael 147.237.77. 243 |rbi e i1 | €AM NG Engine: TCP Invalid - invalid segnent retransmission drop 18
Ret r ansn ssi on Packet dropped.
37.26.148.254 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 18
2.54.179. 182 I srael 147.237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber alert 17
81.218.241.25 |Israel 147.237.72. 166 [aka. i df .i | drop First packet isn't SN drop 17
79.182.194.2 [ srael 147.237.77. 233 |atal i df .| Bad TCP sequence mdgir::;rit wth different moni tor |16
52.16.5.197 Lhited Sates |147.237.77.216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 16
66.249.79.84  |lnited Sates |147.237.76.86 |navy.idf.il Streamng Engi ne: TCP Invalid invalid segnent retransmissi on drop 14
Ret r ansn ssi on Packet dropped.
54.72.0.55 I'rel and 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 13
81.218.22.216 |Israel 147.237.76.30 |hinush.idf.il Bad TCP sequence Invalid ACK nunber noni t or 13
2.54.179. 182 | srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 12
79.177.169.3  |Israel 147.237.0.34 |tikshwv. it i1 | €M NG Engine: TCP Invalid  Jinvalid segnent retransnission drop 12
Ret r ansn ssi on Packet dropped.
46.19.86.243  |israel 147. 237.72. 166 |aka. i of .11 Streamng Engi ne: TCP Invalid invalid segnent retransmissi on drop 12
Ret r ansn ssi on Packet dropped.
54.72.73. 168 Irel and 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 11
81.218.22.216 |Israel 147.237.76.30 |hinush.idf.il Bad TCP sequence Invalid ACK nunber alert 11
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11
2.52.33.119 I srael 147.237.72. 167 |i shuri maka.i of .i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
46. 19. 86. 51 | srael 147.237.72. 166 |aka. i df . il drop Frst packet isn't SWN drop 10
79.178.58.248 |lsrael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 10
46.19.86.75  |Israel 147.237.77. 243 |mti e i i1 || S ng Engine: TGP Invalid - fimvalid segnent retransnissi on drop 9
Ret r ansn ssi on Packet dropped.
46.19.85.155  |israel 147.237.77. 243 |rwvi e iy | €AM NG Engine: TCP Invalid - finvalid segnent retransnissi on drop 9
Ret r ansn ssi on Packet dropped.
31.168.238. 114 |Israel 147 237.72. 167 [i shurimaka i i | | S NG Engine: TQP Invalid —Jinvalid segnent retransnissi on drop 8
Ret r ansn ssi on Packet dropped.
79. 181.230. 176 |lsrael 147.237.72. 156 |anan.idf . il drop First packet isn't SYN drop 8
52. 16. 5. 197 Lhited Sates |147.237.77.216 |dover.idf.il drop Frst packet isn't SYN drop 8
66. 249. 78. 159 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout alert 8
52.16.5.197 Lhited Sates |[147.237.77.216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 8
46. 19. 86. 120 I 'srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 8
198. 103. 104. 11 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
72.9.148. 10 Lhited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 7
66.249.78.159 |l srael 147.237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 7
217.132.15. 240 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid ACK nunber noni t or 7
185. 3. 146. 222 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 7
2.52.37.129 I srael 147.237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 7
31.154.135.2 | srael 147.237.72. 166 |aka. i df .il dr op Frst packet isn't SN drop 7
109. 66. 56. 213 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber alert 6
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80. 246. 136. 174 |l srael 147.237.0.19 |madimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 159
80. 246. 136. 174 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 107
46.19. 86. 234 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 91
80. 246. 139. 100 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 86
80.246.136.75 |[Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 83
80. 246. 139. 100 |[Israel 147.237.0.19 |[nadimatal .idf.il Dstributed Too Mainy of the Sane Response Code (404) B ock 26
80.246.136.75 |[lIsrael 147.237.0.19 |madimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 25
93.173.170.60 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 20
46.121.199.25 |Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 12
46.19. 85. 171 | srael 147.237.77.243|mobi | e. i df . i | D stributed Suspici ous Response Code B ock 5
176. 13. 20. 88 I srael 147.237.77.243|nobi l e.i df . i | Distributed Suspicious Response Code B ock 5
192, 118. 30. 102 |l srael 147.237.72. 166 |aka. i df . i | Unaut hor i zed Met hod CPTI QNS for wan aka. i df .il/ B ock 5
109. 253. 129. 242|I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 4
80. 246. 137. 212 I srael 147. 237.77. 243 |nobi | e. i df . i | ﬁbﬂ":t o T?/F?szcﬁlara; 'Cfg atE;chlcoiu:t B ock 4
212.199. 101. 60 |l srael 147.237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code Qust om Tenpor ary B ock 3
80.246.137.15 |[Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Gode Bl ock 3
176. 13. 4. 231 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
176. 13. 1. 169 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
80. 246. 136. 174 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 3
192. 118. 30. 102 |l srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed LRL Access to wan aka.idf.il/sip storage/files/6/  |B ock 3
46.19. 85. 141 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
37.26.148.149 |[Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Gode Bl ock 3
80. 246. 140. 234 [Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
46. 19. 86. 40 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
213. 251. 182. 103 |France 147.237.77. 176 |nat pash. i df . i | muég';;t'_ﬁ?.ﬂsf;f;s;;gz/ (11 s/ Of si 2622080/ 3410, pg. 1 Bl ock 3
176. 13. 3. 152 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock
62.90.143.230 |[lIsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e S Sessi ons: sigal gs oS A tack None
79.183.183. 188 |Israel 147.237.72. 166 |aka. i df . i | m;:(:ﬂtgfd_ iﬂa#;ihxr;azciirﬁgisgir Known LRL on B ock 2
176.12. 136. 241 |l srael 147.237.77.243|nobi l e.idf . il Uhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock 2
46. 19. 86. 197 I 'srael 147. 237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code Qust om Tenporary B ock 2
85. 250. 113. 144 |l srael 147.237.0.16  [ny- kosher-kravi .idf.i||Utraceable S Sessions: hknown Server Qertificate None 2
80. 246. 137. 172 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
46.19. 86. 126 I srael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 2
77.126.34.183 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
72.9.148.10  |Uited Sates [147.237.76.86 |navy.idf.il e (1] 904 813 mel navy. asp. ASpX Bock |2
46.117.109. 235 |Israel 147.237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
80. 246. 136. 174 I srael 147.237.77. 243 [nobi | e. i df . i | tauthortzed. t';‘egpgfy‘?sem;esn <t ehi | ddoounent </ 1465 Bl ock 2
66.220.159.119 |lLhited Sates [147.237.72.166|aka.idf.il Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
109. 66.214.89 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka. i df . il /v tikshuv.idf.il B ock 1
37.26.148.149 | srael 147.237.0.19 |nadimatal .idf.il ﬁ;ugg; ??gf'%nﬁflest (E:r?plales/catal o/ cat l o0, asp Bl ock 1
2.54.156. 38 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
79.178.194.64 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None

149. 88. 153. 140 |l srael 147.237.72. 166 |aka. i df . i | isﬂtcrgiﬂﬁpﬁngﬁi g]\l_-DET(/):j.E()J(IO\-/lL\?\IJC?IIEi) on None 1
46.19.86. 75 I srael 147.237.77.243|nobi l e.idf . i | D stributed Suspici ous Response Code B ock 1
80. 246. 140. 234 [Israel 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 1
188.121. 37. 183 [Net herl ands 147.237.77.216|dover. i df . il Dstributed PHP Attenpt B ock 1
77.125.117.74 |israel 147.237.72. 156 [aman. i df . i | Lhaut hori zed URL Access to waw aman. i df.il/scripts.asnx/getjs |B ock 1
149. 88. 153. 140 |l srael 147.237.72. 166 [aka. i df . i | Illegal Byte Gode Character in Header \Val ue B ock 1
46. 19. 85. 34 I 'srael 147. 237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code Qust om Tenporary B ock 1
176.13. 16. 33 | srael 147.237.0. 17 m ny- kosher -kravi . i d Uhtraceabl e SS. Sessi ons: Lhknown Server Certificate None 1
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