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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3113
66. 249. 66. 127 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 53
176.13.6.74 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 15
2.54.59. 3 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 7

5. 102. 254. 28 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
82.178. 149. 166 Oman 147.237.77. 216 dover.idf.il F Dover _Under Attack Con Htp drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2
185. 35. 62. 189 Swi t zer| and 147.237.76. 34 yohal an.idf.il |B ock Np Al Net drop 1
23.95.248.111 Lhited Sates 147.237.76.176 test.ncore.idf.i|B ock Udp All Nets drop 1

37. 26. 149. 248 | srael 147.237.0. 34 tikshuv.idf.il |Invalid L4 Header Length drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Address |Attacker Qountry |Ste |Signature

82.178.149. 166 |147.237.77.216 (Oman dover.idf.il SERVER APACHE Apache SSI error page cross-site scripting 9
195. 34.150. 18  |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 2
89.163.222.10 [147.237.77.216 |Ger many dover.idf.il Tehila - Perl LWP wth fake user agent 2
89. 138. 229. 126 |147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
82.80.139.211  |147.237.77.216 |[lIsrael dover.idf.il portscan: TCP Distributed Portscan 1
185.32.179. 168 [147.237.72.166 |Israel aka idf.il portscan: TCP D stributed Portscan 1
62.219. 195. 3 147.237.77. 216 [l srael dover.idf.il portscan: TCP D stributed Portscan 1
183.61.109. 189 [147.237.0. 16 Chi na ny-kosher-kravi.idf.il |ET SCAN NVAP -f -sS 1
61.188. 189. 7 147.237.76.31 [China nakchal .i df . il ET SCAN Potential SSH Scan 1
167. 114. 156. 16 [147.237.77.216 |Canada dover.idf.il portscan: TCP D stributed Portscan 1
46.19. 85. 181 147.237.77. 216 [l srael dover.idf.il portscan: TCP Distributed Portscan 1
94.102.48.195 |147.237.0.35  |Netherlands akaws. i df il ET SCAN NVAP -sS wi ndow 1024 1
31.168. 131. 162 |147.237.77.216 [lIsrael dover.idf.il portscan: TCP D stributed Portscan 1
93.172.9.151 147.237.77. 216 [l srael dover.idf.il portscan: TCP Distributed Portscan 1
89. 248. 167. 162 |147.237.76. 176 |Netherl ands test.ncore.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
194. 90.209.50  [147.237.77.216 |israel dover.idf.il portscan: TCP D stributed Portscan 1
79.179.218. 143 |147.237.77.216 |l srael dover.idf.il portscan: TCP Distributed Portscan 1
183. 61.109. 189 |[147.237.0.16 |China ny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 2048 1
61.188.189. 7 147.237.76.38 |China e.eneitav.idf.il ET SCAN Potential SSH Scan 1
168. 62. 238. 153 [147.237.77.243 |Wited Sates nobi | e.i df .il ET SCAN NVAP -sS w ndow 1024 1
46.210.137.82  |147.237.77.216 |[lIsrael dover.idf.il portscan: TCP D stributed Portscan 1
151.217.178.36 |(147.237.0.34 tikshuv.idf il ET SCAN Potential SSH Scan 1
46. 19. 85. 163 147.237.77. 216 [l srael dover.idf.il portscan: TCP Distributed Portscan 1
93.172.188. 126 |147.237.77.216 [lIsrael dover.idf.il portscan: TCP D stributed Portscan 1
89. 248. 167. 162 |147.237.77.227 |Netherl ands e. hanaz. i df . i | ET SCAN Potential VNC Scan 5900- 5920 1
89.248.167. 162 |[147.237.8.27  [Netherl ands e.madimatal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
109. 253. 199. 201 |l srael 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber alert 1066
109. 253. 199. 201 |l sr ael 147.237.77. 74 |lawidf.il Bad TCP sequence I'nval i d AGK nunber noni t or 978
46.19. 86. 79 I 'srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Inval i d ACK nunber noni t or 163
82.178.149. 166 |Oman 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 88
185. 120. 126. 111 147.237.76.42 |refuahicf.il  |Bad TCP sequence mdroitvr:éz”lt wth different moni tor |79
95. 221, 231, 121 [¥SSian 147.237.77. 233 |atal i of .l drop First packet isn't SN drop 71
Federati on
46.121.71. 237 |israel 147, 237.72. 167 [i shuri maka i of || S NG Engine: TP Invalid Jinvalid segnent retransmssion. |, o 60
Ret ransn ssi on Packet dropped.
46. 19. 86. 122 | srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber noni t or 51
84.109. 139. 68 I srael 147.237.76.42 |refuahidf.il  |Bad TCP sequence mdrcsvrsac'z"lt with different moni tor |43
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 35
2.54.146. 16 I srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 25
2.54.137.228 I srael 147.237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 23
37.26.149.152 |israel 147.237.0.38 tikshv.ir.i1 | €3MNG Engine: TQP Invalid invalid segnent retransmssi on, drop 21
Ret r ansni ssi on Packet dropped.
2.54.137.228 I srael 147.237.72. 166 |aka i df .i | SYN Att ack rej ect 17
46. 19. 85. 224 I srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Inval i d ACK nunber noni t or 15
62. 90. 234. 56 I srael 147.237.72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 15
109. 253. 199. 41 |Israel 147.237.77. 243 |rvit e i1 | €AM NG Engine: TCP Invalid - invalid segrent retransmssion. |, o 14
Ret ransni ssi on Packet dropped.
2.54.137.228 I 'srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Inval i d ACK nunber alert 14
2.54.137.228 | srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 14
62.90.234.56  |Israel 147.237.72. 166 |aka. i df . Bad TCP sequence \m‘;gﬁ;gl ;ansm wthdifferent | onitor |14
2.54.137.228 | srael 147.237.72. 166 |aka. i df . il Bad TCP sequence I'nvalid sequence nunber noni t or 14
2.52.3.204 I'srael 147.237.77. 243 |rvi e i1 | €AM NG Engine: TCP Invalid - invalid segment retransmssion. |, o 12
Ret ransni ssi on Packet dropped.
212.143.91. 134 |lsrael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 12
2.54.167. 27 I'srael 147,237 72. 167 | shurimaka i of || €2M NG Engine: TQP Inval id inval i d segnent retransnissi on drop 12
Ret ransni ssi on Packet dropped.
212. 143. 124. 203|l srael 147, 237.76. 200 |eitan. aka i of i1 || S@M NG Engine: TCP Invalid finvalid segnent retransnissi on. drop 12
Ret ransni ssi on Packet dr opped.
212.143.91. 134 |[Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber alert 12
176.13.11. 54 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d AGK nunber noni t or 11
185. 89. 216. 237 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 10
37.26. 148. 245 | srael 147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SN drop 10
46. 19. 86. 202 I srael 147.237.72.167 |ishurimaka. i df .i[Bad TCP sequence Inval i d AGK nunber noni t or 10
46.19. 85. 122 I 'srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 10
82.166. 247. 198 |Israel 147, 237, 76. 200 |ei tan. aka. i of. i1 | " S2M NG Engi ne: TP Ivalid finvalid segnent retransnissi on. drop 10
Ret ransni ssi on Packet dropped.
176.13.11. 54 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber alert 10
2.54.18. 156 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 10
2.54.137.228 I srael 147.237.72. 166 |aka i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 10
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
80.179. 200. 97 [l srael 147.237. 77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
79.183.183.70 |israel 147.237.72. 166 |aka i df .i | drop First packet isn't SWN drop
176.13.15.101 |israel 147.237. 77, 243 obi e i1 | S Ng Engine: TCP Invalid finvalid segnent retransnissi on. drop 8
Ret ransni ssi on Packet dr opped.
155.91. 64. 11 Eur ope 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
193. 43. 245. 250 |Israel 147.237.72. 167 [i shurimaka. i of . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
46.19. 85. 179 I srael 147.237.77. 233 |atal .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 8
193. 43. 245. 250 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
46.19. 85.43 I srael 147.237.72. 156 |anan. i df . i | Bad TCP sequence I'nval i d AGK nunber noni t or 7
87.68. 81. 149 I 'srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
46. 19. 85. 43 | srael 147.237.72. 166 |aka.idf.i| Bad TCP sequence I'nval i d ACK nunber noni t or 7
2.54.59. 3 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 7
46.19. 85. 181 I 'srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
31.168.89.106 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid sequence nunber noni t or 6
84.95.251. 241 | srael 147.237.72. 166 |aka i df .i Streamng Engine: TCP Invalid  finvalid segnent retransnission. |, o 6
Ret ransni ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
79.182.16.129 |lsrael 147.237.0.19 |nadimatal .idf.il Distributed Too Miny of the Same Response Code (404) B ock 259
2.54.50. 24 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 138
176.13.13.225 |Israel 147.237.0.19 |[madi matal .idf.il D stributed Suspi ci ous Response Code B ock 126
79.182.16.129 |lsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 107
46. 19. 85. 223 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 102
46.19. 85. 223 I srael 147.237.0.19 |[madimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 94
79.182.16.129 |lsrael 147.237.0.19 |nadimatal .idf.il Distributed Too Miny of the Same Response Code (403) B ock 93
2.54.50. 24 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 87
2.52.4.252 I srael 147.237.0.19 |[madi matal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 75
2.52.4.252 | srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 61
37.26.149.228 |[Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 52
37.26.147.142 |israel 147.237.0.19 |[madi matal .idf.il D stributed Suspi ci ous Response Code B ock 37
82.178.149. 166 |Oman 147.237.77.216|dover. i df .i | Mitiple Illegal Host Nane from82. 178. 149. 166 Bl ock 32
176.13.3. 152 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 23
84.108.106. 179 [Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 15
62.219.110.59 | srael 147.237.0.34 |tikshuv.idf.il ggtlazl\g?ylfél ége Sane Response (e (404) in Session from B ock 15
109. 67. 102. 190 |l srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 15
46.19. 85. 198 I srael 147.237.0.19 |[madi matal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 15
46.19. 85. 198 | srael 147.237.0.19 |madimatal .idf.il ;Il'g(.)ll\;rggloigéhe Sane Response Code (403) in Session from B ock 15
109. 253. 218. 249]I srael 147.237.77.243|nobi | e. i df . i | Paraneter Type Mol ation Password in nobile.idf.il/sachar/login B ock 10
194. 90. 176. 233 |l srael 147.237.72. 166 |aka. i df . i | Distributed Wauthorized Method for Known URL on wawn aka.idf.il/ |B ock 6
194. 90. 176. 233 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/sip storage/files/ 1/ B ock 6
185. 27. 105. 102 |I srael 147.237.72. 166 [aka. i df . i | Distributed Unaut hori zed Method for Known URL on wwu aka.idf.il/ |B ock 5
109. 253. 199. 41 |l srael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code B ock 4
91.227.71.250 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka.idf.il/main/ B ock 4
37.26.148.146 |[Israel 147.237.0.19 [madi matal .idf.il D stributed Suspi ci ous Response Code B ock 4
192.118.36.53 |Israel 147. 237.76. 147 |chi nuch. aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 3
176.13.15.101 |[lIsrael 147.237.77.243|nobi l e. i df . i | Distributed Suspici ous Response Qode B ock 3
185. 27. 105. 102 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/sip storagel/files/5/ B ock 3
213.8.113.23 | srael 147. 237.76. 147 |chi nuch. aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 3
109. 253.199. 41 |l srael 147.237.77.243|nobi l e. i df . i | Uhaut hori zed URL Access to mobil e.idf.il/nekudot/i ndex B ock 3
2.54.157. 94 I srael 147.237.0.19 [madi matal .idf.il D stributed Suspi ci ous Response Code B ock 3
2.54.142.85 | srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 3
176.13.10.210 |[lIsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 3
46.19. 86. 244 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 2
2.52.3.204 | srael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code B ock 2
176.13.23.106 |lIsrael 147. 237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
5.102. 254. 19 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 2
2.54. 25. 46 I srael 147. 237.76. 147 |chi nuch. aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 2
87. 68. 81. 149 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
84.94.38.200 |Israel 147.237.72. 166 |aka. i df . i | chaut hor zed /'\f;jhn(;dgi (y]ljg T O i oncer i co. s qetauthuser | K 2
2.54.171.187 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
85.65.116. 157  [Israel 147.237.77. 216 |dover.idf . il D stributed Unaut hori zed URL Access on waw i df . i |/ hi nush B ock
8.37.217.218  |Wited Sates [147.237.0.16 nlyl kosher-kravi . 1df |oy 1\ aceanl e Gonnection - Unknown Server Certificate None 1
80. 246. 139. 160 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs oS Atack None 1
192. 115. 67. 2 I srael 147.237.77. 216 |dover.idf . il Unknown HTTP Request Method [[#21]][[#3]1[[#1]11[[#0]] in URL B ock 1
2.54.161. 203 I srael 147.237.77.243|nobi | e. i df . i | Lhaut hori zed LRL Access to nobil e.idf.il/sachar/index Bl ock 1
185.32.179.69 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
46.19.86.4 I srael 147.237.77. 216 |dover.idf . il D stributed Unaut hori zed URL Access on waw i df . i/ hi nush B ock 1
107.178.194.87 |Uited Sates |147.237.77. 216 |dover. i df .i | D stri bt oc 1?;;}:;2;;?&%&??:‘)2” Bl ock 1
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