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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DOS- Tool - Swi t chbl adG dest - r eset 3405
37.26. 148. 149 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 91
37.26.146. 219 | srael 147.237.77. 216 dover.idf.il [SYN Hood out of context dr op 89
66. 249. 78. 159 | srael 147.237.77.216 dover.idf.il [SYN Hood out of context drop 85
0.0.0.0 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 77
37.26. 146. 218 | srael 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 66
66. 249. 81. 215 | srael 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 61
66. 249. 81. 218 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 59
66. 249. 78. 173 | srael 147.237.77. 216 dover.idf.il [SYN Hood out of context dr op 54
54.72.0.55 Irel and 147.237.77.216 dover.idf.il [SYN Hood out of context drop 50
66. 249. 81. 212 | srael 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 44
72.9.148. 10 Lhited Sates 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 38
52.16. 5. 197 Lhited Sates 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 29
54.72.73. 168 Irel and 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 28
66. 249. 66. 25 | srael 147.237.77. 216 dover.idf.il [SYN Hood out of context dr op 24
37. 26. 146. 219 | srael 147.237.77. 216 dover.idf.il |SYNH ood unverified cooki e drop 23
85. 181. 180. 186 Ger many 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 23
88.182. 114. 67 France 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 19
185. 89. 216. 230 147.237.77. 216 dover.idf.il |SYNH ood unverified cooki e drop 18
82.213.2.174 Pal estinian Territory, Qcupi ed 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 18
65.19. 138. 34 Lhited Sates 147.237.77. 216 dover.idf.il [SYN Hood out of context dr op 18
155.91. 64. 11 Eur ope 147.237.77.216 dover.idf.il |SYN H ood unverified cooki e drop 17
37.26. 146. 144 | srael 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 16
199. 30. 16. 184 Lhited Sates 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 15
72.9.148. 10 Lhited Sates 147.237.77. 216 dover.idf.il |SYNH ood unverified cooki e drop 15
109. 200. 30. 168 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 14
162. 243. 57. 54 Lhited Sates 147.237.77. 216 dover.idf.il [SYN Hood out of context dr op 14
37.26. 148. 236 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 14
37.26. 146. 218 | srael 147.237.77. 216 dover.idf.il |SYN H ood unverified cooki e drop 14
66. 249. 66. 31 | srael 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 13
199. 16. 156. 125 Lhited Sates 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 13
45. 35. 64. 142 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 12
203. 133. 169. 77 Korea, Republic of 147.237.77. 216 dover.idf.il [SYN Hood out of context dr op 12
139. 162. 216. 112 Net her | ands 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 12
63. 141. 204. 25 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 12
37.26. 148. 241 | srael 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 11
66. 249. 78. 166 | srael 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 11
105. 196. 147. 226 Egypt 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 11
37.26.148. 236 | srael 147.237.77. 216 dover.idf.il |SYNH ood unverified cooki e dr op 10
185. 89. 216. 237 147.237.77.216 dover.idf.il [SYN Hood out of context drop 8
37.26. 146. 141 | srael 147.237.77. 216 dover.idf.il |SYNH ood unverified cooki e drop 8
104. 131. 240. 186 Lhited Sates 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 8
185. 89. 216. 230 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 8
37.26. 148. 149 | srael 147.237.77. 216 dover.idf.il |SYN Hood del ete reset drop 7
89. 169. 98. 152 Russi an Federation 147.237.77. 216 dover.idf.il [SYN Hood out of context dr op 7
37.26.148. 180 | srael 147.237.77.216 dover.idf.il [SYN Hood out of context drop 7
37.26.146. 141 | srael 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 6
140. 234. 253. 9 Lhited Sates 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 6
105. 196. 147. 226 Egypt 147.237.77. 216 dover.idf.il [SYNHood del ete reset drop 6
65. 19. 138. 34 Lhited Sates 147.237.77. 216 dover.idf.il |SYNH ood unverified cooki e drop 6
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count|
82.178.149. 166 [147.237.77.216 |Oman dover.idf.il SERVER APACHE Apache SS error page cross-site scripting 44
167.114.156. 16 |147.237.77.216 |Canada dover.idf.il portscan: TGP DO stributed Portscan 2
59. 45. 79. 117 147.237.77. 243 [China nobi | e.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.76. 177 |China ncore.idf.il ET SCAN Potential SSH Scan 1
216.177.129.99 [147.237.77.216 [Lhited Sates dover.idf.il portscan: TGP D stributed Portscan 1
59. 45. 79. 117 147.237.76.31 [China nakchal .idf.il ET SCAN Potential SSH Scan 1
151.217.178.63 |147.237.77.178 e. mat pash. i df . i | ET SCAN Potential VWNC Scan 5900- 5920 1
59. 45. 79. 117 147.237.0. 35 Chi na akavs. i df .i | ET SCAN Potential SSH Scan 1
151.217.178. 63 |147.237.72.217 eidf.il ET SCAN Potential VNC Scan 5900- 5920 1
46.19. 85. 86 147.237.72. 166 |l srael aka.idf.il portscan: TQP D stributed Portscan 1
89.138. 183. 151 [147.237.72.166 |[lsrael akaidf.il portscan: TCQP DO stributed Portscan 1
43.245.183.201 (147.237.77.61 |Japan e.cogat.idf.il ET SCAN NVAP -f -sS 1
80. 246. 136. 131 |147.237.72.166 |[lIsrael aka.idf.il portscan: TCP D stributed Portscan 1
79.179.175. 161 |147.237.77.216 |[lIsrael dover.idf.il portscan: TGP D stributed Portscan 1
59. 45. 79. 117 147.237.77. 227 |China e. hanaz. i df .i | ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.76.39 |China nobi | e. nei tav.idf.il |[ET SCAN Potential SSH Scan 1
59. 45.79. 117 147.237.8. 28 Chi na e.mobi le-ks.idf.il |ET SCAN Potential SSH Scan 1
151.217.178.63 [147.237.77.170 maar achot . i df .i | ET SCAN Potential VNC Scan 5900- 5920 1
46. 19. 86. 153 147.237.77.216 |l srael dover.idf.il portscan: TCP DO stri buted Portscan 1
151.217.178.36 [147.237.76.38 e.eneitav.idf.il ET SCAN Potential SSH Scan 1
43.245.183.201 (147.237.77.61 |Japan e.cogat.idf.il ET SCAN NVAP -sS wi ndow 2048 1
84.108.46.201  |147.237.72.166 |[Israel aka.idf.il portscan: TQP D stributed Portscan 1
82. 80. 196. 44 147.237.77.216 |l srael dover.idf.il portscan: TGP DO stributed Portscan 1
79.180.163.17  |147.237.72.166 |[lIsrael akaidf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1307
109. 253. 205. 221 |l sr ael 147.237.77. 74 |lawidf.il Bad TCP sequence Invalid ACK nunber alert 551
109. 253. 199. 201l srael 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 489
109. 253. 205. 221 |l srael 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 432
109. 253. 199. 201 |l sr ael 147.237.77. 74 |lawidf.il Bad TCP sequence Invalid ACK nunber alert 379
213.57.130. 157 |Israel 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 66
176. 12. 150. 138 |l srael 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 42
82.178.149. 166 |Oman 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 41
176. 12. 150. 138 |[Israel 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber aert 39
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
192.114.23. 209 |Israel 147.237.72. 166 |aka. i of . i Bad TCP sequence mdﬁvrsin;n;t Wth different moni tor |21
54.72.0.55 Irel and 147.237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 20
79.181.33.48  |Israel 147.237.76.42 |refuahidf.il  |Bad TCP sequence mdr;f,r:c':rit Wth different monitor |19
192.114. 23.209 |Israel 147. 237.72. 166 |aka i f . i Bad TCP sequence mdgitvrsaézngt wth different dert 18
37.26.147.138  |israel 147, 237, 72. 167 i shurimaka i o [ @M NG Bngine: TP Invalid invalid segnent retransnission drop 15
Ret r ansni ssi on Packet dr opped.
54, 72.0.55 I'rel and 147.237. 77. 216 [dover. i df il Bad TCP sequence Inval i d ACK nunber noni t or 13
213.8.159.7 | srael 147.237.72. 166 |aka.i df .i | drop First packet isn't SN drop 12
37.26.146.219 |lsrael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 12
52.16. 5. 197 Lhited Sates |147.237.77.216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 11
78.181.4.114  |Turkey 147.237.76.86 |navy.idf.il Bad TCP sequence mdﬁr:cr;rit with different monitor |10
66.249. 79. 6 Lhited Sates [147.237.77. 234 |hal ag.idf.il Streaning Engine: TCP Invalid invalid segnent retransmission. drop 10
Ret r ansmi ssi on Packet dr opped.
37.26.146.218 |l srael 147.237. 77. 216 |dover . i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 10
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 9
79.178.178.29 |Israel 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 9
2.54.18.53 I srael 147. 237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
66.249. 78. 159 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN - > SYN ACK -> Ti neout alert 9
46.19.85.102  |Israel 147.237.77. 243 |rwbi e i i1 |/ €AM NG Engine: TCP Invalid  invalid segnent retransmssion drop 9
Ret ransni ssi on Packet dropped.
54.72.73. 168 Irel and 147.237. 77. 216 |dover . i df i | Bad TCP sequence Invalid ACK nunber noni t or 8
66.249.78. 159 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 8
105. 196. 147. 226 |Egypt 147.237.77. 216 |dover.i df i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 8
72.9.148.10 Lhited Sates |147.237.77.216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 8
178. 152. 190. 227 |Gt ar 147.237.77. 216 |dover.idf.il drop SAMrul e drop 8
66.249.78.173 |l srael 147.237.77. 216 |dover.i df i | SYN At t ack SYN -> SYN-ACK -> Ti neout alert 7
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
155.91.64. 11 Eur ope 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 7
37.26.148.149 |Israel 147.237.77. 216 |dover.i df i | SYN At tack SYN -> SYN-ACK -> Ti neout alert 7
52.16.5. 197 Lhited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence I'nval id ACK nunber noni t or 7
37.26.148.149 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 7
176.13.17.23  [israel 147.237.77. 203 |rbi e i1y |/ €AM NG Engine: TCP Invalid  invalid segnent retransnission drop 6
Ret ransni ssi on Packet dr opped.
199. 30.16. 184 [Lhited Sates |147.237.77.216|dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 6
31.168.89.106 |[Israel 147.237.77.74 [lawidf.il Bad TCP sequence Invalid sequence nunber noni t or 6
155.91. 64. 11 Eur ope 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
2.52.3.215 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
128. 127. 107. 123|Net her | ands 147.237.77.233|ata .idf.il dr op First packet isn't SYN drop 6
66.249.78.173 |l srael 147.237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 6
46. 19. 85. 210 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 6
176. 13. 19. 59 I 'srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber alert 6
31.168.198.47 |israel 147 237.72. 167 [i shurimaka i i || €A NG Engine: TQP Invalid invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
84.111.22.233 |lsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber alert
46. 19. 85. 210 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address [Site Sgnature Acti on ‘Count
46.19. 85. 198 I srael 147.237.0.19 |madimatal .idf.il D stributed Too Many of the Same Response Code (404) B ock 559
46.19.85.198 | srael 147.237.0.19 |nadi matal .idf.il ng’l'\:%ysloigéhe Sane Response (bde (403) in Session from Bock  [164
109. 64. 160. 156 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response CGode B ock 134
46.19. 85. 198 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 118
82.178.149. 166 [Oman 147.237.77.216|dover.idf .l Mitiple Illegal Host Nane from82.178. 149. 166 B ock 83
109. 64. 160. 156 |l srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 54
37.26.149.166 |lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 53
109. 253. 215. 225]I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 49
2.54.26.39 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 45
2.52.4.252 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 42
37.26.148.146 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 19
176. 13. 3. 152 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 16
5.29.191. 65 I 'srael 147.237.76. 147|chi nuch. aka. i df .il |Distributed Suspici ous Response Code Qust om Tenporary B ock 13
176.13.13. 51 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 10
195.160. 240. 11 |Israel 147.237.0.19 |nadi matal .idf.il ?a;”;qha?;]z_?szﬁ/ :ﬁ;eesds/atj‘;dup ot enakat Gaunt | £y, 25 Bock |6
81.218.116. 129 |Israel 147.237.72. 166 |aka. i df . i | Dstributed Wauthorized Method for Known URL on waw aka.idf.il/  |B ock
157.55.39.250 |Uhited Sates [147.237.77.233|atal .idf.il Ostributed PHP At tenpt B ock
157.55.39.250 |Wited Sates [147.237.77.233(atal . idf.il D stributed Lhalt hort zed nl;g‘esicrf/zsrs o Bock |4
46.19. 86. 153 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code B ock 3
81.218. 116. 129 |Israel 147.237. 72. 166 |aka. i df . i | pstributed H";”;f;r;rg‘;ﬂegcéess on Bock |3
176.13.17. 77 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Code B ock 3
46.19. 86. 58 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
128.127.107. 123|Netherl ands ~ [147. 237. 76. 147 |chi nuch. aka. i df .i| |Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 3
37.26.147.142 |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 3
37.26.149.221 |[israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
176.13.17. 23 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 3
82.80. 196. 44 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 2
2.54.172. 104 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Suspicious Response Code B ock 2
194.90.25.122 |Israel 147.237.0. 17 irr:jfnyi-lkosher- KIaVI - aceabl e S Sessions: Lknown Server Gartiificate None 2
46.19. 85. 102 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 2
176.12.140. 67 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response CGode B ock 2
46. 19. 86. 244 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs DoS At ack None 2
176.13. 0. 59 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
80. 246. 130. 237 |l srael 147. 237.76. 147 |chi nuch. aka. i df .i| |Dstributed Suspicious Response Gode_Qust om Tenporary B ock 2
194.90. 25.122 |l srael 147.237.0. 16 nlyl- kosher -kravi . i df Lhtraceabl e SS. Sessi ons: Lhknown Server Certificate None 2
31.168.84.143 [Israel 147.237.76. 147 |chi nuch. aka. i df .il |Distributed Suspicious Response Code_Qust om Tenporary B ock 2
46. 19. 85. 94 I srael 147.237.72. 166 [aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS Attack None 1
84.108. 192. 240 |lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka. i df . i|/mai n/sachar/undefi ned B ock 1
213.57.228.231 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed Method PCST for ww aka. i df . i|/mai n/ sachar/ about . aspx |Bl ock 1
Illegal Byte Code Character in Header Name KAASAAMAARACATAs A
78.181.4.114  |Turkey 147.237.76.86 |navy.idf.il ﬁlét[l[ﬁ?]A]l/[z{jAlas[][] #3;;]?‘ AAZGiEﬁ[‘ g/f]'&]?g RAZA Aol A Bock |1
ACA?" Ao [#28] 1 [ [#6] ] T[[#19] ] nTrt AA-A
173. 254.101. 198|Uhited Sates [147.237.77.216|dover.idf.il Distributed Whaut hori zed URL Access on waw i df . il/xmrpc. php B ock 1
37.26.147.243  [Israel 147.237.76. 147|chi nuch. aka. i df .il |Distributed Suspici ous Response Code Qust om Tenporary B ock 1
203. 133. 169. 150 gﬁ‘; o [147-237.72.156|aman. i df il Uhaut hori zed URL Access to |ist.ips.gov.il/nodiin/ defaul t.aspx Bock |1
67.222.144.48 |Wited Sates |[147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw idf.il/xnrpc. php B ock 1
157.55.39.39  |Wited Sates [147.237.77.233atal.idf.il D stributed Ut hor! zed n:gtsﬁf/isrs o Bock |1
109. 253. 137. 83 |Israel 147.237.77. 243 |nobi l e. i df . i | (Sg‘stft Kﬁf?ﬁ'ﬁfﬂg‘iggﬁggé%fgf None |1
80. 246. 136. 218 I srael 147.237.72. 166 |aka. i df . i | fisfcg\ﬁfbsﬁgfeclﬂ“fg - Protocol violation None |1
185.27.105.98 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Atack None 1
176.13. 5. 241 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
95. 108. 158. 150 gcsj:;:ﬂ on 147.237.76. 147|chi nuch. aka.idf .i| |Dstributed Suspicious Response Code Qust om Tenporary B ock 1
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