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|Top Attackers | n DDoS- Def ence |

12-28-2015-09:04:05 to 12-28-2015-10:04:05

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DOS- Tool - Swi t chbl adG dest - r eset 3149
66. 249. 78. 159 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 186
207.232. 36. 181 | srael 147.237.72. 166 aka.idf.il |Anonal y-TLS renegotiation-di dest - r eset 111
81.218. 241. 25 | srael 147.237.72. 166 aka.idf.il |Anonal y-TLS renegotiation-di dest - r eset 88
66. 249. 78. 173 | srael 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 83
0.0.0.0 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 74
52. 33. 66. 29 Lhited Sates 147.237.77. 216 dover.idf.il |SYN H ood unverified cookie drop 67
216.177.129. 238 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 65
176.31.117. 76 France 147.237.77. 216 dover.idf.il |[SYN Hood out of context drop 59
148.177.129. 213 Eur ope 147.237.77. 216 dover.idf.il |[SYN Hood unverified cooki e drop 58
82.178. 149. 166 Ooman 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 57
205. 203. 99. 41 Lhited Sates 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 52
72.9.148. 10 Lhited Sates 147.237.77. 216 dover.idf.il |SYN H ood unverified cookie drop 45
74.115. 1. 60 Anonynous Pr oxy 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 45
37.26.148. 151 | srael 147.237.77. 216 dover.idf.il |[SYN Hood out of context drop 37
109. 200. 30. 168 Unhi ted Ki ngdom 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 37
171. 25.193. 132 Sweden 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 36
66. 249. 78. 166 | srael 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 36
178. 162. 216. 42 Cer many 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 35
66. 249. 66. 28 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 30
204. 13. 200. 200 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie drop 25
94.197.121. 66 Unhi ted Ki ngdom 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 21
52. 33. 66. 29 Lhited Sates 147.237.77. 216 dover.idf.il |[SYN H ood out of context drop 21
66. 249. 92. 26 | srael 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 21
66. 249. 93. 103 | srael 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 19
37.26. 146. 251 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 18
77.244. 254, 228 Austria 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie drop 18
37.26. 148. 207 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 17
72.9.148. 10 Lhited Sates 147.237.77. 216 dover.idf.il |SYN H ood out of context drop 17
151. 80. 164. 147 Italy 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 15
123.126.113. 154 Chi na 147.237.77. 216 dover.idf.il |SYN H ood unverified cookie drop 15
82.102.214.1 Pal estinian Territory, QCcupi ed 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 14
148.177.129. 213 Eur ope 147.237.77. 216 dover.idf.il |[SYNH ood del ete reset drop 14
66. 249. 93. 99 | srael 147.237.77. 216 dover.idf.il |[SYN Hood out of context drop 14
85. 159. 237. 3 Net her | ands 147.237.77. 216 dover.idf.il |[SYN Hood out of context drop 13
37.26. 146. 250 | srael 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 12
148.177.129. 213 Eur ope 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 12
188.161. 111. 90 Pal estinian Territory, QCcupi ed 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 12
38.111. 147. 88 Lhited Sates 147.237.77. 216 dover.idf.il |[SYN Hood out of context drop 12
107.170. 102. 81 Lhited Sates 147.237.77. 216 dover.idf.il |[SYN Hood out of context drop 11
66. 249. 93. 107 | srael 147.237.77. 216 dover.idf.il |[SYN H ood out of context drop 11
107.170.119. 178 Lhited Sates 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 11
37.26. 146. 251 | srael 147.237.77. 216 dover.idf.il |SYN H ood unverified cookie drop 11
66. 249. 92. 29 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 10
41.33.231. 90 Egypt 147.237.77. 216 dover.idf.il |[SYN Hood out of context drop 10
66. 249. 92. 32 | srael 147.237.77. 216 dover.idf.il |[SYN Hood out of context drop 10
37. 26. 148. 201 | srael 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 10
85. 75. 23. 84 G eece 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie drop 10
80. 83. 236. 50 Russi an Federation 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 10
107. 170. 142. 158 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 10
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry ‘Ste |Signature |Count|
82.178.149.166 |147.237.77.216 |Oman dover.idf.il SERVER APACHE Apache SSI error page cross-site scripting 101
94.102. 48. 195 147.237.76.30  [Nether| ands hi nush. i df .i | ET SCAN NVAP -sS w ndow 1024 1
199. 64. 7. 57 147.237.72.166 [Uhited Sates aka.idf.il portscan: TCP D stributed Portscan 1
82.166. 233. 3 147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
196. 47.173. 21 147.237.77.233 |Qte Dlvoire aal.idf.il ET SCAN NVAP -sS w ndow 1024 1
195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 1
176.13.0. 2 147.237.72.166 |l srael aka idf.il portscan: TCP D stributed Portscan 1
151.217.178.68  [147.237.76.176 test.ncore.idf.il |[ET SCAN Potential VWNC Scan 5900- 5920 1
151.217.178.63  [147.237.76.38 eemeitav.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
109. 67.133. 210  [147.237.72.166 |[lIsrael aka.idf.il portscan: TCP D stributed Portscan 1
94.102. 48. 195 147.237.76. 44  [Nether| ands erefush.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
196. 47.173. 21 147.237.77.233 |Qte Dlvoire atal.idf.il ET SCAN NVAP -sS wi ndow 2048 1
5.22.131. 112 147.237.72.166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
196. 47.173. 21 147.237.77.233 |Qte Dlvoire atal .idf.il ET SCAN NVAP -f -sS 1
176. 13. 20. 134 147.237.72.166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
151.217.178.68  [147.237.77.235 svivaidf.il ET SCAN Potential VNC Scan 5900- 5920 1
151.217.178.63  [147.237.76. 199 e.nakchal .idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
109. 235. 254. 181 |147.237.77.178 |Turkey e.matpash.idf.il |ET SCAN NVAP -sS w ndow 4096 1
109. 66. 146. 232  [147.237.72.166 |[lIsrael aka.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Sig nature
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 3819
109. 253. 205. 221 |l sr ael 147.237.77. 74 |lawidf.il Bad TCP sequence Invalid ACK nunber alert 2202
109. 253. 205. 221l srael 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 2193
5.22.131. 112 | srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval id ACK nunber noni t or 74
213.8.41.250  [Israel 147.237.76.42 |refuahidf.il  |Bad TCP sequence mdrﬁvrsin;"lt wehdfferent —fonitor |66
52.16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 50
84. 110. 85. 195 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout aert 46
176.31.117.76 |Rance 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 46
84. 110. 85. 195 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 46
84.110.85.195 |l srael 147.237.77. 216 |dover.idf.il  |Bad TCP sequence ﬂﬁtﬁ;ggﬁgﬂ:"m monitor |46
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 45
52. 33. 66. 29 Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 43
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect 40
80. 246. 133. 192 I srael 147.237.76.42 |refuah.idf.il  |Bad TCP sequence mdgitvrsaé;"y wehdfferent —fonitor |30
41.33.231. 90 Egypt 147.237. 77. 216 |dover.i df .i | drop SAMrule drop 36
46. 19. 85. 205 I srael 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence Inval i d ACK nunber noni t or 32
66. 249. 78. 159 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 27
66. 249. 78. 159 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout aert 27
52.16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf . il Bad TCP sequence Invalid ACK nunber monitor |26
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 25
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 24
176.31.117.76 |Fance 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 22
176.31.117.76 |Rance 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 22
176.31.117.76 |Fance 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 22
176.31.117.76 |France 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid sequence nunber noni t or 22
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 22
40.77.167.8 Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 21
54.72.73.168 I'rel and 147.237.77. 216 |dover.idf . il Bad TCP sequence Invalid ACK nunber monitor |20
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 19
46.19.86.231  |israel 147. 237.72. 166 |aka i df .i Streaning Engine: TCP Invalid |invalid segnent retransmission. |, 18
Ret r ansm ssi on Packet dr opped.
148. 177.129. 213|Eur ope 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 16
72.9.148. 10 Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 16
46. 163. 68. 111  |Ger many 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect 15
31.168.89.106 |Israel 147.237.77.74 |lawidf.il Bad TCP sequence Invalid sequence nunber noni t or 14
66. 249. 78. 173 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 12
176.13.8.163  |Israel 147.237.77. 243 |moti e ich. i1 | €M NG Engine: TGP Invalid finvalid segnent retransmssion |y 12
Ret r ansm ssi on Packet dr opped.
37.26.146.238 | srael 147.237.0.19  |radimatal.iar.i1 | €3M NG Engine: TCP Invalid invalid segnent retransnssi on drop 12
Ret r ansni ssi on Packet dr opped.
40.77.167.8 Lhited Sates 147.237.77. 216 |dover.idf . i | Bad TCP sequence Invalid ACK nunber noni t or 12
2.52.3.230 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 11
109. 200. 30. 168 |United Ki ngdom 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 10
66.249.78.173 |lsrael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout aert 10
80. 246. 133. 192 |l srael 147.237.77.233|ata .idf.il Bad TCP sequence Invalid ACK nunber noni t or 9
40.77.167.8 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
216.177.129. 238|lhited S ates 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect 9
46.163.68. 111  |Ger many 147.237.77. 216 |dover.idf . il Bad TCP sequence Inval i d ACK nunber monitor |9
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
2.54.143.174 | srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
207. 46. 13. 148 Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 8
81.218. 241. 25 | srael 147.237.72. 166 |aka.idf. il dr op Frst packet isn't SN drop 8
188.161.38.67 |AEStinan Termitoryl, j; 537 77 216 |dover.idr. il SYN At t ack SYN -> SYN-ACK -> Timeout  |reject 8

Qccupi ed
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site dgnature Acti on ‘Count
82.178.149. 166 |Oman 147.237.77.216|dover. i df . il Mitiple Illegal Host Nare from82.178. 149. 166 B ock 259
176.13.15.184 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 117
176.13.15. 184 |Israel 147.237.0.19 |nadimatal .idf.il Dstributed Too Mainy of the Sane Response Code (404) B ock 116
176.13.15.227 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 107
176.13.15. 227 |lIsrael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 84
46.19. 85. 198 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 78
46. 19. 85. 86 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 52
2.54.41. 69 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 40
185.32.179. 111 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 32
66. 249. 66. 16 I srael 147.237.76. 147 |chi nuch. aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 32
37.26.146.238 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 30
109. 253. 143. 169]I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 29
176.13.13.51 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 28
46. 19. 85. 26 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 25
207. 46. 13. 30 Lhited Sates [147.237.77.233|atal .idf.il Dstributed PHP Attenpt B ock 21
207.46.13.30  [United Sates  |147.237.77.233|atal .idf il D str butec Unaut hor 1 zed nlg;fecrf/eesrs oo Bock |21
80. 246. 137. 106 |[lIsrael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 19
109. 253. 223. 220|1 sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 18
157.55.39.39  |United Sates |147.237.77.233|atal .idf.il PHP Attenpt Bl ock 16
157.55.39.39  Wited Sates [147.237.77.233|atal .idf. il m“;th;r_if;d_ UL e ;sgeserver_ ohp Bl ock 16
157.55.39. 250 |[lhited Sates |147.237.77.233|atal .idf.il Distributed PHP Attenpt B ock 14
157.56.39.250 |Wited Sates |147.237.77.233|atal .idf .i| D str butiec Unaut hor zed nl;gespeﬁf/?rs oo Bock  [14
209. 88.173. 130 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method CPTIONS for waw aka. i df .il/ B ock 6
37.26.146.214 |lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 5
207.241.226. 206|lhited Sates  [147.237.77.216|dover.idf .il Mil tipl e Unknown HTTP Request Method from 207. 241, 226. 206 |B ock 5
31.168.121.105 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed LRL Access to wan aka.idf.il/sip storagelfiles/ 6/ B ock 4

Paraneter Type Mol ati on ct| 00$Cont ent A acetbl der 1%t xt Ent rance i n

2.54.41. 69 I srael 147.237.0.19 |madi matal .idf.il nedli matal i df i |/ nobi | e/ 1088- he/ mer et 7. aspx Bl ock 4
37.26.149.132 [Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 4
2.54.134.31 | srael 147.237.76.42 |refuah.idf.il Suspi ci ous Response Code B ock 4
212.25.83.251 |[Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 4
37.26.147.220 [israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
176.13.15.247 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response CGode B ock 3
85. 65. 127. 79 I srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed Method for Known URL from 85. 65. 127. 79 |B ock 3
209. 88.173. 130 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to wawn aka. i df . i |/ $$$&2&7$$$ Bl ock 3
79.181. 143. 157 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 3
176.13.15.227 |Israel 147.237.0.19 |nadimatal.idf.il B?s. '\g'ylgzége Sane Response (bde (403) in Session from B ock 3
176.13.8.178 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
2.54.178.38 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
82.80.131.234 [Israel 147.237.76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
89. 139. 145. 114 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
109. 67.209. 72 |l srael 147.237.76. 147 |chi nuch. aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
212.29.241. 216 |lsrael 147.237.0. 17 gf] niyl- kosher-kravi .| Uhtraceabl e SSL Sessi ons: Uhknown Server Certificate None 2
2.52.179. 202 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 2
66.249.66. 191 |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock

183, 206. 170. 123|Chi na 147.237. 72. 166 |aka. i df . i | shauhor| zed WL AOCeSS 1O et tor/ Bock |1
5. 255, 253. 54 :Z:::Inl on 147. 237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
89. 138.68.250 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None

46. 19. 86. 84 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None

2.54.54.207 [israel 147.237.76.42 |refuah.idf.il oot ted et horized ﬁ‘aﬁcgzzi on Bock |1
46.19. 85. 214 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
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