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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3111
82.178. 149. 166 Oman 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 222
81.218. 241. 25 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ati on-Q i dest - r eset 154
207.232. 36. 181 | srael 147.237.72. 167 i shurimaka.idf.il |Anonal y-TLS-renegotiation-Qi dest - r eset 142
81. 218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegot i ation-A i dest - r eset 93
188. 161. 38. 67 Pal estinian Territory, Qcupied |147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 16
64.233.172. 155 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 12
64.233.172. 171 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 12
109. 200. 30. 168 Uni t ed Ki ngdom 147.237.77. 216 dover.idf.il SYN H ood out of context drop 10
66. 249. 78. 173 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 9
66. 249. 93. 107 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 8
66. 249. 93. 99 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 7
64.233.172. 163 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
188. 161. 38. 67 Pal estinian Territory, Gcupied |147.237.77.216 dover.idf.il SYN H ood out of context dr op 6
66. 249. 78. 159 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
65. 0. 150. 118 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
66. 249. 78. 166 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 5
188. 161. 38. 67 Pal estinian Territory, Qcupied |147.237.77.216 dover.idf.il SYN H ood del ete reset drop 5
66. 249. 78. 166 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
107.170. 91. 224 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 5
123.126.113. 154 Chi na 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 3
82.178. 149. 166 Oman 147.237.77. 216 dover.idf.il F Dover Under Attack Con Htp |drop 3
81.218. 105. 235 | srael 147.237.72. 156 anan. i df . il B ock Udp Al _Nets drop 3
66. 220. 146. 23 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 3
66. 220. 146. 23 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
46. 60. 33. 198 Pal estinian Territory, Gcupied |147.237.77.216 dover.idf.il SYN H ood out of context dr op 2
178. 255. 215. 87 France 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
65. 55. 211. 248 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
65. 55. 212. 69 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
45. 35. 64. 142 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
111.73.241.9 Chi na 147.237. 76. 44 e.refuah.idf.il ock Wp Al _Nets drop 1
178. 255. 215. 87 France 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 1
107. 150. 98. 131 Lhited Sates 147.237.76. 148 gocenter. aka.idf.il ock Wp Al Nets drop 1
66. 220. 146. 23 Lhited Sates 147.237.77.216 dover.idf.il SYN H ood del ete reset dr op 1
123.126.113. 154 Chi na 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

At acker

Target Address ountry Signature
82.178. 149. 166 |147. 237. 77. 216 |Oman dover.idf.il SERVER APACHE Apache SSI error page cross-site scripting 406
. SERVER- APACHE Apache nod_ssl non- SSL connection to SSL port
109. 64. 171. 89 |147.237.72. 166 || srael aka idf.il . . 3
deni al of service attenpt
151. 217. 178. 63 |147.237.8.24 elifestyleidf.il ET SCAN Potential VWNC Scan 5900- 5920 1
151. 217. 178. 63 [147. 237. 0. 16 ny- kosher-kravi . i df . il ET SCAN Potential VNC Scan 5900- 5920 1
80. 178. 101. 251 [147. 237. 72. 166 || srael aka.idf.il portscan: TCP O stributed Portscan 1
217.115. 199. 40 [147.237.0. 17 |Netherl ands mny-kosher-kravi.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
37.26.147.156 |[147.237.72. 166 |l srael aka idf.il portscan: TCP O stributed Portscan 1
192. 186. 95. 178 [147. 237. 76. 30 |Canada hi nush. i df . i | ET SCAN NMAP -sS wi ndow 4096 1
192. 114. 91. 246 |147. 237. 77. 216 || srael dover . idf.il portscan: TCP O stributed Portscan 1
167. 114. 156. 16 |147. 237. 77. 216 |Canada dover.idf.il portscan: TCP O stributed Portscan 1
151. 217. 178. 63 |147. 237. 72. 167 i shurimaka.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
151. 217. 178. 63 [147. 237. 0. 200 ndu. i df i | ET SCAN Potential WNC Scan 5900- 5920 1
119 16552, 18 |147. 237 72 167 |chi na shuri maka i df | ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
217.115.199. 40 |147.237.0.19 |Netherlands  |[madi matal .idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
41, 41,106,117 |147.237.76.86 |Eoyme vy, i df i1 ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 1
192. 186. 95. 178 [147. 237. 76. 30 |Canada hi nush. i df i ET SCAN NVAP -sS wi ndow 3072 1
169. 55. 120. 153 [147. 237.76.30 |Netherlands  |hinush.idf.il ET SCAN NVAP -sS wi ndow 1024 1
151. 217. 178. 63 |147. 237. 77. 234 hal ag. i df.il ET SCAN Potential WNC Scan 5900- 5920 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature /?z\t”i((:)i

109. 253. 205. 221 |l srael 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 2402

109. 253. 205. 221l srael 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber aert 2278

167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 133

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Vb Server Enforcenent HTTP Deni

207. 241. 226. 206|Uni ted Sates 147. 237. 77. 216 |dover . i of . i _ Véb Servers Sow HITP Denial of | oo |34
Mol ation Service

153. 183. 212. 49 |Japan 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> Timeout |reject 14

. . SWNretransnmit wth different .

79.180.50. 250 |lIsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 12

2.54.139. 155 I srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 10

63.143.239.12 |Whited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
Sreaning Engine: TQP Invalid ' i ssi

5.102. 227.249 I srael 147.237.77. 243 |nubi le.i o . i1 9 =9 Invalid segnent retransmssion. g 9
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i ssi

79.178.50.185 | srael 147.237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 9
Ret ransm ssi on Packet dropped.

81.218.241.26 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 9

81. 218. 241. 25 | srael 147.237.72. 166 |aka. i df .il dr op First packet isn't SYN drop 8

46. 210. 187. 244 |l srael 147.237.72. 166 |aka. i df .i SYN At tack SYN -> SYN-ACK -> RST rej ect 8

46. 19. 85. 106 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d ACK nunber aert 7

46. 19. 85. 106 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |7

2.52.183.152 I srael 147.237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6

46.19. 85. 14 I srael 147.237.72. 156 |aman. i df .i Bad TCP sequence Inval i d ACK nunber nonitor |6

212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
Sreanming Engine: TCP Invalid i i SSi

2.54. 60. 43 I'srael 147. 237. 72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

82.142.132. 236 |Russian Federation  |147.237.72. 166 |aka. i df .il 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.

132.66.85.189  |Israel 147.237.76.42 |refuahicf.il  |Bad TCP sequence S retransmt with different —opniior 6

w ndow scal e

128. 127. 107. 123|Net her | ands 147.237.77. 176 |nat pash.i df .i | drop First packet isn't SYN drop

46. 19. 85. 10 I srael 147.237.77. 216 |dover. i df .| Bad TCP sequence Invalid ACK nunber aert
Sreaning Engine: TGP Invalid i i ssi

2.54.191.227  |israel 147. 237.77. 243 |mobi l e, i f . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.

46. 19. 85. 10 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber nonitor |6

2.52.182.154 I srael 147.237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5

46.19. 85. 32 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |5

2.52.183. 152 I srael 147.237.72. 156 |anan.i df . i | Bad TCP sequence Inval i d ACK nunber alert 5

2.52.183.152 I srael 147.237.72. 156 |anan. i df .i | Bad TCP sequence Inval i d ACK nunber monitor |5

2.52.183.152 I srael 147.237.72. 156 |aman. i df .i Bad TCP sequence Invali d sequence nunier nonitor |5

2.54.139. 155 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |4
Sreanming Engine: TCP Invalid i i SSi

176.13.0.201  [israel 147. 237. 77. 243 |nobi | e. i of . i | 9 =g Invalid segnent retransmssion. g 4
Ret r ansni ssi on Packet dropped.

46. 19. 86. 163 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid ACK nunber noni t or

2.54.139. 155 I srael 147.237.72. 166 |aka. i df il Bad TCP sequence Inval i d sequence nunier noni t or

2.52.183.152 I srael 147.237.72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout [reject
Sreamng Engine: TCP Invalid i i ssi

176.13.12.55  |israel 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmssion. g 4
Ret r ansni ssi on Packet dr opped.

54.72.73. 168 Irel and 147.237.77. 216 |dover.idf .il drop First packet isn't SN drop 4

188. 161. 38. 67 (F;ajcis;i';'ja” Territory.ls 47, 237. 77. 216 |dover. i df . i Bad TCP sequence Invalid ACK nunber moni tor |4

149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4
Sreaning Engine: TGP Invalid i i ssi

157.55.39.211 |Wited Sates 147. 237. 76. 200 |ei tan. aka. i of .| 9 =g Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.

2.54.139. 155 I srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout [reject 4
Sreanming Engine: TCP Invalid i i SSi

207.46.13.134 |United Sates 147. 237. 76. 200 |ei tan. aka.i of i 9 =g Invalid segnent retransmssion. g 4
Ret r ansni ssi on Packet dropped.

54.72.73. 168 Irel and 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4

2.54.139. 155 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber aert 4

212.235.50.41 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid ACK nunber nonitor |4

195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |[nonitor 4

41.33.232. 66 Egypt 147. 237.77. 216 |dover. i of .i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data [monitor |3
Sreaning Engine: TGP Invalid i i ssi

77.127.149.28  |israel 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

109. 67. 41. 150  |Israel 147.237.0.34  |tikshuv.idf.il 9 =g Invalid segnent retransmssion. 3

Ret ransm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 253. 223. 220|I srael 147.237.0.19 |madimatal .idf.il Distributed Too Many of the Same Response Code (404) B ock 173
109. 253. 223. 220|1 sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 133
176.12. 148. 162 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 85
82.178.149. 166 |Oman 147.237.77.216|dover. i df . il Mitiple Illegal Host Nare from 82.178.149. 166 B ock 82
176.12.148. 162 |l srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 79
176. 13. 0. 201 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 72
176.13.0.201  [Israel 147.237.0.19 |nadi matal .idf.il Ic;zll\gr.myaogoihe Sane Fesponse (bde (404) in Session from g o 68
37.26.147.159 [Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 58
2.52.62. 152 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode B ock 56
80. 246. 137. 106 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 55
2.54.18.94 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 45
37.26.147.180 | srael 147.237.0.34 |tikshuv.idf.il ;‘7’?2'\(;“"?47(’.'(1;88 Sane Response (ode (404) in Session from g oy 35
176.13.15.110 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 34
209. 88.173. 130 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to wwn aka. i df . il /$$$8282$$$ Bl ock 32
176.13. 12. 55 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 25
185.32.179. 111 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 22
109. 226.17. 47 |Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 16
2.54.41.69 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 14
79.180. 144.66 |l srael 147.237.77.243|nobi | e.i df . i | Mil ti pl e Unaut hori zed URL Access from 79. 180. 144. 66 B ock 6
192.241.201. 65 |lhited Sates |[147.237.72.166|aka.idf.il Ml tipl e Unhaut horized URL Access from 192. 241. 201. 65 Bl ock 5
207.241.226. 206|Wnited Sates |[147.237.77.216|dover.idf.il Mil tipl e Unknown HTTP Request Met hod from 207. 241. 226. 206 |B ock 5
2.54.189.9 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 3
185.32.179. 68 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
216.72.40.185 |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 3
176.13.21.140 |lIsrael 147. 237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 3
46.121.248.46 |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/sip storage/files/6/ [B ock 3
109. 253. 150. 239l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
79.180.144.66 | srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂt?&fz_?f’ t’;eggf;zm;esn <t chi | ddocument s/ 1431 Bl ock 2
80. 246. 139. 107 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode B ock 2
5.102.227.249 |lIsrael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 2
2.52.173. 239 I srael 147.237.76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 2
91. 200. 12. 95 Wrai ne 147.237.77.216|dover . i df . il PHP At enpt B ock 2
2.52.179. 202 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
176.13.12.55  [Israel 147.237.77. 243 |nobi | e. i df . i | m;ﬂtgm_sz/éa’?‘egﬁf;e;plt;es“istch”dsubcategories/ 1423 Bl ock 2
81.218. 251. 250 |lsrael 147. 237. 76. 147 |chi nuch. aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
46.19.86.194  |[israel 147.237.72.166 |aka. i df . i | m“;kh;rii d?‘.aid”u:;. n/;‘;i:?;:/ L;’er details Bl ock 2
2.54.53. 46 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 2
62.219.226.71 |lsrael 147.237.0. 17 ][nil'le- kosher -kravi . id Uhtraceabl e SS. Sessi ons: Lhknown Server Certificate None 2
176.13.14. 172  |israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 2
77.75.79. 119 (Fz;;%ri . 147.237.77. 216 |dover . i df . i | Unaut hor i zed URL Access to waw i df .il/ page/ 26/ B ock 1
184.105. 139. 70 |wnited Sates |147.237.72.167|i shurimaka.idf.il Unaut hori zed URL Access to 147.237.72. 167/ B ock 1
2.52.150. 56 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
94.230.93.223 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs DS Atack None 1
212.76.114. 242 |[israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
66.102.9.81  |nited Sates |147.237.77.216|dover. i df .i | chaug fori zed TR focess 1o Jendli sh Bl ock 1
46. 19. 86. 29 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
207. 241. 226. 206|lnited Sates [147.237.77.216|dover.idf.il Ml tiple Abnormal |y Long Request from 207. 241, 226. 206 Bl ock 1
66.249.78. 153  |Israel 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
180. 76. 15. 134 |China 147. 237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
2.54.18.136 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
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