12-28-2015-07:04:01 to 12-28-2015-08:04:01

@
1"PT SwNn L)

Ov IDF Under Attack

www.gov.il Da.||y Report

|Top Targets |
2, 4004
1, 8004 X :
B dover.idf.il
) M atal.idf.il
1, 2004 B akaidf.il
i B refuah.idf.il
N”gber . B nobile.idf.il
600" . . .
At acks .hln.ush.ldf.fl |
M nmadimatal .idf.il
: M awidf.il
~>8\ > A er:\& ,}& ->6\ .\6\ ~>& S\é ..\8\ %:\6 navy.idf.il
& ¥ F N E B & & M i shuri maka. i df . i
P S N & % N Q
AN (@ Q 6\6\ \}\\
& .\é\
Top Tar get

[Top Attackers |

M 167. 114. 156. 16
66. 249. 93. 123

I 79. 180. 50. 250
41. 33. 231. 90

N”Z,ber W 207. 241. 226. 206
Atacks M 192. 118. 30. 102

71 209. 88. 173. 130
W 66. 249. 93. 127
80. 246. 130. 43

ST ® & S A P 213.57. 128. 185
ST L N SR X -
R N . S
ol ‘L\/\/ o > (qu v o
(19« 2 Q 9 lh%

Top Attackers



12-28-2015-07:04:01 to 12-28-2015-08:04:01

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 3505
192.118. 30. 102 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ation-d i dest - r eset 178
79.180.123.174 | srael 147.237.72. 166 aka.idf.il Bl ock Udp All Nets drop 3

185. 35. 62. 203 Sii t zer| and 147.237.76.176 test.ncore.idf.il |Block Np All _Net dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |S gnat ure Devi ce Action |Oount

198. 20. 69. 74 Lhited Sates 147.237.76. 44 e.refuah.idf.il [13840: TLS QpenSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Country‘Ste |Signature |Count\
80. 246. 130. 43  [147.237.76.30 |l srael hi nush. i df .i | ET DCB Large anount of TGP ZeroWndow - Possibl e Ndller2 5
DDos attack
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 66. 75 147.237.72. 166 |Whited Sates akaidf.il ET SCAN NVAP -sA (2) 2
151.217. 178. 63 |147.237.77.19 | awforumidf.il ET SCAN Potential WNC Scan 5900- 5920 1
73.17.14. 46 147.237.77. 227 |Uhited Sates e hamaz.idf.il ET SCAN NVAP -sS wi ndow 1024 1
151.217.178.55 |147.237.76. 176 test.ncore.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
151.217.178. 55 |147.237.8. 24 elifestyleidf.il ET SCAN Potential VWNC Scan 5900- 5920 1
43.245.183.201 |147.237.8.28 |Japan e.nobi | e-ks.idf.il ET SCAN NMAP -sS wi ndow 3072 1
151.217.178.36 |147.237.77.74 lawidf.il ET SCAN Potential SSH Scan 1
43.245.183. 201 |[147.237.8.28 |Japan e. nobi | e-ks.idf.il ET SCAN NVAP -f -sS 1
151.217.178.36 |147.237.8.24 elifestyleidf.il ET SCAN Potential SSH Scan 1
5. 39. 222. 253 147.237.8.46 |Netherl ands e. chinuch.idf.il ET SCAN NMAP -sS wi ndow 1024 1
146.185.250.2  |147.237.77. 212 gg::;”ion e.dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
120. 150. 29. 211 |147.237.77. 226 |Australia wwwn chanat z. aka. i df . il |ET SCAN NVAP -sS wi ndow 4096 1
176. 228. 176. 104(147. 237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
80.246. 136. 36  [147.237. 72. 166 |l srael aka idf.il portscan: TCP O stributed Portscan 1
151.217.178. 63 |147.237. 77. 235 sviva idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
79.179. 160. 206 [147. 237. 72. 166 || srael aka.idf.il portscan: TCP O stributed Portscan 1
151.217.178. 63 |147.237.72. 156 aman.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
73.17. 14. 46 147.237.77. 216 |Wnited Sates dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
151.217. 178. 55 |147.237.8.28 e. nobi | e-ks.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
46. 19. 86. 89 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
151.217.178.36 |147.237.77. 243 nobi | . i df.il ET SCAN Potential SSH Scan 1
43.245.183. 201 |[147.237.8.28 |Japan e. nobi | e-ks.idf.il ET SCAN NVAP -sS w ndow 2048 1
151.217.178.36 |147.237.76. 201 e.ata.idf.il ET SCAN Potential SSH Scan 1
37.26.148.223 |147.237.77. 216l srael dover . idf.il portscan: TCP DO stributed Portscan 1
146.185.250.2  |147.237.77. 216 Eég:::t”im dover i df il ET SCAN NVAP -sS wi ndow 1024 1
146.185.250.2  |147.237.77.179 ?ég:;;m e.nazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
120. 150. 29. 211 |147.237.77. 226 |Australia vy chanat z. aka. i df . il |ET SCAN NVAP -sS wi ndow 1024 1
167. 114. 156. 16 |147.237. 77. 216 |Canada dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
66.249.93.123 |lhited Sates |147.237.77.233|ata .idf.il drop First packet isn't SN drop 190
S SYNretransnmit wth different .
79.180.50. 250 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence i ndow scal e noni t or 54
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Vb Server Enforcenent HITP Ceni
207. 241. 226. 206 |United Sates [147.237. 77. 216 |dover.idf. il . Véb Servers S ow enial of | oot 29
Mol ation Service
66.249.93.127 |lhited Sates [147.237.77.233|atal.idf.il dr op First packet ismt SYN drop 18
66. 249. 93. 67 Lhited Sates |147.237.77.233|atal.idf.il drop First packet isn't SN drop 13
72.9.148. 10 Lhited Sates |147.237.77.74 |lawidf.il drop Frst packet isn't SN drop 11
207.46.13. 4 Lhited Sates |147.237.77.74 (lawidf.il drop First packet isn't SYN drop 9
37.26.147.216 |lsrael 147.237.76.30 |himsh.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 8
213.57.137. 254 |Israel 147.237.72. 167 |i shurimaka. i df . i [SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 8
31.168.14.130 |[Israel 147.237.72. 166 |aka.i df .i | SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 7
212.143.142.56 |l srael 147.237.77. 216 |dover.idf il drop First packet isn't SWN drop 7
5.102.254.222 |Israel 147.237.72. 156 |anan. i df . i Bad TCP sequence Inval i d AGK nunber noni t or 7
213.57.128.185 |[lsrael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 6
185. 120. 126. 49 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid AGK nunber noni t or 6
Sreanmng Engine: TCP Invalid i i ssi
46.19.86.40  |israel 147. 237, 77. 243 |nobi L e. i f . 9 =9 nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
213.57.128.185 |Israel 147.237.72. 166 |aka. i of .| Bad TCP sequence SINWAK retransmt with different | oo |6
w ndow scal e
Sreanmng Engine: TCP Invalid i i ssi
109. 160. 206. 1491 sr ael 147.237.77. 243 |nobi 1 e.i o i 9 =9 nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
reaming BEngine: TCP Invali i i SSi
37.26.149.194 | srael 147.237.77. 243 |moti 1 e i or. iy || &M NG Engine: TP Invalid  invalid segnent retransnission drop 6
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
109. 253. 207. 1241 srael 147.237.72. 167 |i shuri maka. i df . i 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
185. 120. 126. 49 147.237.72. 166 [aka. i df . i | Bad TCP sequence I'nval i d ACK nunber aert 6
61. 90. 31. 200 Thai | and 147.237.77. 234 |hal ag.i of .i | Bad TCP sequence Invalid ACK nunber noni t or 5
46. 120. 250. 241 |Israel 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 5
5.102. 253. 19 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
80. 246. 130. 43  |Israel 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval id ACK nunber alert 5
80. 246. 130. 43 |l srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
46.19.86.216  |Israel 147.237.76.86 |navy.idf.il Bad TCP sequence SINWAK retransmt with different | oo |5
W ndow scal e
195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf. il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 4
46. 19. 86. 231 I srael 147.237.72. 166 |aka i df .| Bad TCP sequence Inval i d ACK nunber noni t or 4
192. 118. 48. 248 |lIsrael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
37.26.147.216 |lIsrael 147.237.77. 216 |dover.idf. il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
213.57.137. 254 |l srael 147. 237. 72. 167 |i shuri maka. i of . i [SYN At t ack SYN -> SYN-ACK -> Ti meout alert 4
Sreaning Engine: TQP Invalid i i SSi
207.46.13.157 |United Sates [147.237.76.86 |navy.idf.il 9 =g Inval i d segnent retransmssi on. drop 4
Ret ransni ssi on Packet dr opped.
192.118.68.65 |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 4
41.33.232. 66 Egypt 147. 237.77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 4
46. 120. 250. 241 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval id ACK nunber alert
Sreanming Engine: TCP Invalid i i ssi
207.46.13.10  |Wited Sates |147.237. 77. 243 |nobile.idf.il 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
79.183.184. 117 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
109. 66. 146. 232 | srael 147.237.72. 166 |aka. i df .| 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
2.52.182. 52 I'srael 147.237.77. 243 |nobi 1 e.i df . i1 9 =g Inval i d segnent retransmssi on. dr op 3
Ret ransni ssi on Packet dr opped.
e SYNHAK retransmit with different .
185.120. 125. 5 147.237.72. 166 |aka. i df i Bad TCP sequence wi ndow scal noni t or 3
Sreaning Engine: TCP Invalid i i SSi
37.26.146.158 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
217.132.20. 242 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
61. 90. 31. 200 Thai | and 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreanmng Engine: TCP Invalid i i ssi
79.180.50. 250 I srael 147.237.76.86 |navy.idf.il 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
2.52.34.216 I srael 147.237.0.34 |tikshuv.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect
176. 13. 3. 252 I srael 147.237.77. 243 |robi l e.i df .i | Bad TCP sequence Invalid ACK nunber noni t or
Sreaning Engine: TCP Invalid i i ssi
207.46.13.86  |lWited Sates |147.237.76.86 |navy.idf.il 9 =g nval i d segnent retransmssi on. drop 2
Ret r ansmi ssi on Packet dr opped.
80. 74. 100. 131 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
46. 19. 86. 59 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid AGK nunber noni t or
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address [Site Sgnature Acti on ‘Count
209. 88.173. 130 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to www aka. i df . i |/ $$$&787$$$ B ock 18
79.177.100. 1 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 3
149. 78. 0. 198 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthorized URL Access from 149. 78.0. 198 B ock 3
2.52.51.130 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
185.32.179. 111 |[Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 3
109. 253. 219. 191 ]I srael 147.237.0.19 |nadimatal .idf.il Dstributed Suspicious Response Code B ock 3
176.13.17. 63 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
46.19. 86. 174 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
176.13.12. 171  |israel 147.237.0.19 |nadimatal .idf.il Dstributed Suspicious Response Code B ock 2
204.13.200.200 [Uhited Sates  |147.237.77. 216 |dover . i df . i | D stri bt ec 1T;g:§;gfﬁe'f':;ﬁ°f5pﬁn Bl ock 2
79.181.96.142 |[israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code B ock 2
212.25.119.136 |[Israel 147. 237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code Qust om Tenpor ary B ock 2
109. 253. 143. 57 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 2
176.13.18.246 |Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenporary B ock 1
79.182.126.35 |Israel 147.237.0.16 |ny-kosher-kravi.idf.il|Wutraceable SSL Sessions: Lhknown Server Gertificate None 1
66.249.78.146 |lsrael 147.237.72. 166 |aka. i df . i | Di stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
157.55.39. 184 |uhited Sates  |147.237.76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
46.19. 86. 129 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs DS Atack None 1
213.151.36. 128 |[lsrael 147.237.77.216|dover. i df . il Lhaut hori zed URL Access to vwwidf.il/https:/wawidf.il/ B ock 1
109. 253. 210. 26 |l srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code B ock 1
89.138.170. 198 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
2.54.129. 139 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS Atack None 1
185. 120. 126. 74 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
176.13.9. 117 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response GCode_Qust om Tenpor ary B ock 1
138. 134. 102. 16 |l srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed LRL Access to www i df.il/ml net B ock 1
66. 249. 66. 22 I srael 147.237.76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code_Qust om Tenporary B ock 1
46.19. 85. 130 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
208.184.112.74 [United Sates  |147.237.77. 216 |dover . i df . i | D stri bt ec lngggggé?ﬁeﬁvﬁf?;pﬁn Bl ock 1
107.178.194.87 |hited Sates  [147. 237.77. 216 |dover. i df . | Dstri buted H‘;g:;g;?ﬂ;‘:;v’;‘f_fssp;” Bl ock 1
180. 76. 15. 28 Chi na 147.237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code Qust om Tenporary B ock 1
80.246.136.28 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
68.180.228. 175 |lhited Sates  [147.237.76.42 [refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
157.55.39.211 |Uited Sates 147.237.76. 147 |chi nuch. aka. i df . i | Di stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
109. 253. 210. 78 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
213.204.101. 24 |Lebanon 147.237.77. 216 |dover . i df . i | e H "a;”( ff; e T S0 Booding on Bl ock 1
89. 139. 155. 67 |l srael 147.237.0. 17 ][ninly_ kosher-kravi .id Lhtraceabl e S Sessi ons: Lhknown Server Certificate None 1
2.54.130. 238 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 1
192. 118. 48. 248 |l srael 147.237.72. 166 |aka. i df . i | Unaut hor i zed Method CPTI ONS for waw aka. i df . i1/ mai n/sachar/ |B ock 1
79.179. 5. 162 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
66. 249. 66. 29 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code Qust om Tenpor ary B ock 1
46.19. 85. 154 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS Atack None 1
109. 160. 206. 149]l srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock 1
80. 246. 136. 242 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
180. 76. 15. 136 |Chi na 147.237.76. 147 |chi nuch. aka. i df . i | Di stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
68.180.229.239 [nited Sates  |147.237.72.166|aka.idf.il D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
176.13. 1. 252 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code Qust om Tenpor ary B ock 1
109. 253. 212. 121|I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs DoS Atack None 1
46.117.198. 141 |Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
107.178.194.79 |lhited Sates  [147. 237.77. 216 |dover. i df . | w111 1155, 25656 nel dover. s B ock 1
5. 255. 253. 125 g{sj:;;nl on 147. 237.76. 147 |chi nuch. aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
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