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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 3173
192.198. 151. 45 Eur ope 147.237.76. 86 navy.idf.il JIMPurple Con Limt _Htp dr op 3
192.198. 151. 45 Eur ope 147.237. 76. 86 navy.idf.il JLM Under Attack GCon Htp drop 2

192. 99. 131. 107 Canada 147. 237. 76. 196 e.svivaidf.il Block Np All Net drop 1

39. 183. 43. 237 Chi na 147.237.76. 147 chinuch. aka.idf.il Bl ock_Udp All _Nets drop 1

192. 99. 131. 107 Canada 147.237.76. 197 e. hinush.idf.il Block Np Al _Net drop 1

39. 183. 43. 237 Chi na 147.237.76. 148 ggcenter. aka. idf.il ock Udp Al _Nets drop 1

192. 99. 131. 107 Canada 147.237. 76. 198 e.yohal an.idf.il B ock Np Al _Net dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

At acker

Target Address ountry Signature
195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
151. 217. 176. 25 |147. 237. 76. 202 e halag.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
151. 217. 178. 88 |147. 237. 76. 38 eeneitav.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
146.185. 250. 2 |147. 237. 77. 226 ?;Z::::‘ion v chanat z. aka. i df .i1 [ET SCAN NVAP -sS wi ndow 1024 1
151.217. 178. 88 |147. 237. 8. 28 e. nobi | e-ks.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
73.17. 14. 46 147.237.77.170|Wited Sates nmar achot . i df .i | ET SCAN NMAP -sS wi ndow 1024 1
151. 217. 178. 63 |147. 237. 77. 227 e hanaz.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
45.34. 1. 247 147. 237. 76. 198 e.yohal an.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
151. 217. 178. 63 |147. 237. 76. 177 ncore.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
45.34.1. 247 147.237. 76. 147 chi nuch. aka. i df . i1 ET SCAN Potential WNC Scan 5900- 5920 1
151. 217. 178. 63 |147. 237. 76. 42 refuah.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
45,34, 1. 247 147. 237. 76. 39 nobi | e. nei tav.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
151. 217. 178. 55 |147. 237. 76. 86 navy. i df .i| ET SCAN Potential WNC Scan 5800- 5820 1
45, 34. 1. 247 147. 237. 0. 200 . i df il ET SCAN Potential WNC Scan 5900- 5920 1
151. 217. 178. 55 [147. 237.72. 14 dover.idf.il (ol d) ET SCAN Potential VNC Scan 5800- 5820 1
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 1
151. 217. 176. 25 |147. 237. 77. 235 sviva.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
151. 217. 178. 88 |147. 237. 77. 121 e.navy.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
151. 217. 176. 25 |147. 237. 8. 27 e.nadimatal .idf.il ET SCAN Potential WNC Scan 5900- 5920 1
151.217. 178. 88 |147. 237. 8. 46 e.chinuch.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
120, 71. 134, 156 |147. 237 8. 28 |cni na o robi | e ke, i df i | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
151. 217. 178. 68 |147. 237. 72. 167 i shuri maka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
46.151.52.16  [147.237.77. 170 |krai ne nmaar achot . i df . i | ET SCAN NVAP -sS w ndow 1024 1
151. 217. 178. 63 |147. 237. 76. 202 e.halag.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
45.34.1. 247 147. 237. 76. 196 e.svivaidf.il ET SCAN Potential VNC Scan 5900- 5920 1
151. 217. 178. 63 |147. 237. 76. 148 gqcent er . aka. i df .i | ET SCAN Potential VWNC Scan 5900- 5920 1
45,34, 1. 247 147.237.76. 44 e.refuah.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
151, 217. 178. 63 |147. 237. 8. 50 e tikshuv.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
45,34, 1. 247 147.237.76. 31 nakchal . i df il ET SCAN Potential WNC Scan 5900- 5920 1
151. 217. 178. 55 |147. 237. 72. 167 i shuri maka.idf.il ET SCAN Potential WNC Scan 5800- 5820 1
211.155. 16. 154 [147.237.8.24 |Chi na elifestyleidf.il GPL SCAN nmap TCP 1
45,34, 1. 247 147.237.0. 34 tikshuv.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
151. 217. 178. 36 |147. 237. 76. 148 gacenter. aka. i df .i | ET SCAN Potential SSH Scan 1
151. 217. 178. 88 |147. 237. 77. 216 dover.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
192.198. 151. 45 |Europe 147.237.76.86 |navy.idf.il drop First packet isn't SN drop 63
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
192. 198. 151. 44 |Eur ope 147.237.76.86 |navy.idf.il dr op First packet isn't SYN drop 15
66.249. 74. 6 Wited Sates |147.237.76.86 |navy.idf.il Streamng Engine: TCP Invalid  Jinvalid segnent retransissi on. drop 12
Ret r ansm ssi on Packet dr opped.
121.54. 44. 88 Phi | i ppi nes 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Inval id ACK nunber noni t or 8
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
213.57.135. 165 |[Israel 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
195. 34. 150. 18  |Austria 147.237. 77. 216 [dover.idf . i Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 4
37.247.36.78 Net her | ands 147.237.8.24 |e.lifestyle.idf.il [Geo-1 ocati on enf or cement Geo-1 ocation i nbound enf or cenent |drop 4
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
128.127. 107. 123|Net her | ands 147.237.77.233|atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 3
128.127.107. 123|Netherl ands  [147. 237. 77. 233 [atal .idf.il Bad TCP sequence Invalid ACK nunber aert 3
128.127. 107. 123|Net her | ands 147.237.77.233|atal .idf.il Bad TCP sequence Inval id ACK nunber noni t or 3
128.127.107. 123|Netherl ands ~ |147.237. 77. 233 |atal .idf il Bad TCP sequence Invalid sequence nunber noni t or 3
172.56. 4. 61 Lhited Sates [147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
128. 232.110. 28 Eiqint;gom 147.237.0. 35 akaws.idf.il dr op drop 2
108. 184. 44.161 |lhited Sates |147.237.72.166 |aka.idf.il dr op First packet isn't SYN drop
166. 172. 62. 52 Lhited Sates [147.237.72. 156 |anan.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
52. 33. 66. 29 Lhited Sates [147.237.0.34 |[tikshuv.idf.il drop Frst packet isn't SYN drop
66.249.74.12  |Wnited Sates |147.237.76.86 |navy.idf.il Streamng Engine: TCP Invalid fimvalid segnent retransnissi on. drop 2
Ret r ansni ssi on Packet dr opped.
65. 55.212. 74 Lhited Sates [147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 2
128. 127. 107. 123|Net her | ands 147.237.0.15  |kosher-kravi.idf.i|dr op First packet isn't SYN drop 1
184. 105. 247. 203|lhited Sates |147.237.77.234 |hal ag.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
67.227.163.231 |[Uhited Sates [147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 1
46. 19. 85. 162 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber noni t or 1
141.212.122. 161|lhited Sates |[147.237.0.200 [ndu.idf.il Geo- | ocati on enf or cement Geo-1 ocation i nbound enf orcerent |drop 1
81.18.165.229 |Netherlands |147.237.77.176 |natpash.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 1
184. 105. 139. 100|lhited Sates |147.237.0.35 |akaws.idf.il dr op drop 1
65. 55. 212. 85 Lhited Sates [147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
149. 88.86.230 |Israel 147.237.72. 166 |aka.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
2.54.5.173 | srael 147.237.72. 167 |ishurimaka. idf.il |[SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 107|lhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
216.218. 206. 124|lhited Sates |147.237.72.217|e.idf.il Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent |drop 1
128.127. 107. 123|Net her | ands 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184.105. 247. 251 |Uhited Sates |147.237.8.50 |e.tikshuv.idf.il |Geo-| ocati on enfor cenent Geo-1 ocation i nbound enf or cenent |drop 1
70.194. 143. 44 Lhited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184.105.139. 75 |Uhited Sates [147.237.76.196|e.sviva.idf.il Geo- | ocati on enf or cenent Geo-| ocati on i nbound enf or cenent |dr op 1
46.118. 155. 216 |Lkrai ne 147.237.77. 176 |nat pash. i df .i | drop SAMrul e drop 1
141.212.122. 162|lhited Sates |147.237.0.200 |mdu.idf.il Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent |drop 1
208. 115.113. 84 |lhited Sates |147.237.77.74 |lawidf.il drop SAMrul e drop 1
184.105. 139. 112|Uhited Sates |147.237.76. 147 |chinuch. aka.idf.il [SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
65. 55. 218. 34 Lhited Sates |[147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
141.212.122. 108|United Sates [147.237.76.201|e.atal .idf.il Geo- | ocati on enf or cenent Geo-| ocati on i nbound enf or cenent |dr op 1
190. 54. 212.193 |Chile 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
74.82.47. 34 Lhited Sates |147.237.77.178|e.matpash.idf.il |Geo-| ocati on enfor cenent Geo- | ocati on i nbound enf or cenent |drop 1
184.105.139.92 |lhited Sates |147.237.76.31 |[nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 168|lhited Sates |147.237.76.31 |[nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
131. 253. 26. 232 |lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
121.54. 44. 88 Phi | i ppi nes 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 1
184.105. 139. 112|lhited Sates |147.237.77.176 |natpash.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Action ‘Count
46. 19. 85. 162 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode Bl ock 39
46. 19. 85. 162 I srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock
46.19. 86. 19 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock
66. 249. 66. 16 I srael 147.237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code_Qust om Tenporary Bl ock
] . . D stributed Lhaut hori zed URL Access on
208.184.112.74 |Wited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. B ock 2
’ . . D stributed Unaut hori zed URL Access on
107.178.194.79 |Wnited Sates  |147.237.77.216|dover. i df .il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 2
207.46.13.134 |Lhited Sates |147.237.76. 147 |chi nuch. aka. i df .i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
201. 148. 104. 107|Chil e 147.237.77. 216 |dover.idf . il Dstributed PHP Att enpt B ock
Uhaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77. 216 |dover.i df .i | wwy. i df . i1/1133-19716- he/ kkkkkkk=16e4bc31kkkkkkk_16e4b |B ock 1
c31
91. 228. 248. 251 |l srael 147.237.0.34 |tikshuv.idf.il Suspi ci ous Response Code B ock 1
197.221.14.17 |South Arica 147.237.77. 216 |dover.idf .il Dstributed PHP Attenpt B ock
128. 127. 107. 123|Net her | ands 147. 237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code Qust om Tenpor ary B ock
. . Unaut hori zed URL Access to
66.249.78.234  |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ i yus/ gener al . aspx B ock 1
201. 148. 104. 107|Chil e 147.237.77. 216 |dover.idf . il Distributed Whaut hori zed URL Access on www i df.il/xmrpc.php |B ock
180. 76. 15. 13 Chi na 147. 237.76. 147 |chi nuch. aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock
. ny- kosher-kravi .idf.i . o
216.218.206. 66 |Lhited Sates 147.237.0. 16 | Uhtraceabl e S3. Sessi ons: Lhknown Server Certificate None 1
. . Uhaut hori zed URL Access to
66. 249.66. 131 I srael 147.237.76.42 [refuah.idf.il 147.237. 76. 42/ si p_storage/ fil es/ 9/ si ze100x0/ 3469. j pg Bl ock !
197.221.14.17 |South Africa 147.237.77. 216 |dover . i df . i | Dstributed Lhaut hori zed LRL Access on ww i df.il/xmrpc. php |B ock 1
141.8.142. 82 RJF Sﬁ::ﬂ on 147.237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code Qust om Tenpor ary Bl ock 1
; ] . Unaut hori zed URL Access to
68. 180. 230. 29 Wited Sates 147.237.77. 176 |nat pash. idf.il vwwv cogat . i df . i1/t enpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
] . . D stributed Uhaut hori zed LRL Access on
204.13.200.200 [Wwited Sates [147.237.77.216|dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. B ock 1
180. 76. 15. 155  |Chi na 147.237.76. 147 |chi nuch. aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
] . . Unaut hori zed URL Access to
107.178.194.83 |[Lhited Sates  |147.237.77.216|dover.idf .il v i df i | / 1133 22638- hel dover . aspx. Bl ock 1
66.249. 66. 136 |l srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76. 42/ robots. t xt Bl ock 1
200. 97. 215. 3 Brazil 147.237.77. 216 |dover . i df . i | Dstributed PHP Attenpt B ock 1
17.142.156.109 |lLnited Sates  |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw idf.il/anan B ock 1
141.212.122.97 |Uhited Sates |147.237.77.216|dover.idf.i | Uhaut hori zed URL Access to /X B ock 1
. . D stributed Lhaut hori zed URL Access on
77.40.129. 123  |Nor way 147.237.77.216|dover.idf .i | v i df i | / 1133- 22461- he/ dover . aspx. B ock 1
m ny- kosher-kravi .id _ e
46. 120. 142. 235 |l srael 147.237.0. 17 £l Untraceabl e SS. Sessi ons: Lhknown Server Certificate None 1
] . . . Unknown Paraneter date in
207.46.13.109 |[Wited Sates |147.237.76.200|ei tan. aka.idf.il v ei tan. aka. i df i | /cdn/ al | nenus/ css/al | nonochr one. css None 1
186. 202. 127. 23 |Brazil 147.237.77. 216 |dover.i df . i | Dstributed PHP A tenpt B ock 1
; . ] D stributed Unauthori zed URL Access on
107.178.194.87 |[lhited Sates  |147.237.77.216|dover.idf.il v i df i | / 1133 22638- hel dover . aspx. B ock 1
. . Unaut hori zed URL Access to
66.249.66. 191 |l srael 147.237.76.42 refuah. i df.il 147.237.76. 42/ si p storagel il es/ 1 si ze100x0/ 3241, | pg Bl ock !
200. 97. 215. 3 Brazil 147.237.77.216|dover. i df .i | D stributed Whauthori zed UR. Access on v i df.il/xmrpc.php |B ock 1
40.77.167.8 Uited Sates |147.237.77.216|dover.idf.il Ml tiple Unaut horized URL Access from40.77.167.8 B ock 1
m ny- kosher -kravi .id _ e
176.13. 8. 89 | srael 147.237.0. 17 £l Untraceabl e SS. Sessi ons: Lhknown Server Certificate None 1
. . Unhaut hori zed URL Access to
84.108. 60. 72 | srael 147.237.72.166 |aka. i df . i | Vi aka, i df i | / i v sachar / undef i ned B ock 1
. . D stributed Unaut hori zed URL Access on
46.166. 137. 195 |Net her| ands 147.237.77. 216 [dover. i df . il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
186. 202. 127. 23 |Brazil 147.237.77. 216 |dover . i df . i | Dstributed Lhaut hori zed LRL Access on ww i df.il/xmrpc. php |B ock 1
. . D stributed Uhaut hori zed URL Access on
109. 201. 154. 181 |Net her| ands 147.237.77. 216 [dover. i df . il v i df i | / 1133- 22461- hel dover . aspx. B ock 1
66.249.78.159 |[lIsrael 147.237.77.216|dover . i df . i | Lhaut hori zed URL Access to waw i df.il/error. htm B ock 1
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