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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 3470
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|Top Attackers In IPS|
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|Top Attackers In |D|

Attacker Address |Target Addr ess

Attacker Country

Ste

Signature

195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
137.116.113.55 [147.237.72.156 |lhited Sates aman.idf.il ET SCAN Potential SSH Scan 1
168. 62. 238. 153  [147.237.8.27 Lhited Sates e.nadimatal .idf.il ET SCAN NVAP -sS w ndow 1024 1
91.201.236.114  |147.237.77.74 Wrai ne lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
151.217.178.88  |147.237.76.197 e himush.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
73.17.14. 46 147.237.77.176 |lhited Sates mat pash. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
151.217.178.68  |147.237.76. 197 e. hinush. i df . il ET SCAN Potential WNC Scan 5900- 5920 1
54.169.113.185 [147.237.76.196 |9 ngapore esvivaidf.il ET SCAN NVAP -sS w ndow 1024 1
151.217.178.36  |147.237.76. 199 e. nakchal .idf.il ET SCAN Potential SSH Scan 1
151.217.176.25  |147.237.77. 226 waw chanat z. aka. i df . i | ET SCAN Potential WNC Scan 5900- 5920 1
151.217.176.25  |147.237.8.50 e.tikshuv.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
137.116.113.55  |147.237.76.148 |lhited Sates ggcent er . aka. i df .i | ET SCAN Potential SSH Scan 1
137.116.113.55  [147.237.72.167 |Wnited Sates i shurimaka.idf.il ET SCAN Potential SSH Scan 1
172.98.200.238  |147.237.76.38 e.eneitav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
137.116.113.55  [147.237.0. 34 Lhited Sates tikshuv.idf.il ET SCAN Potential SSH Scan 1
151.217.178.88  |147.237.77.74 lawidf.il ET SCAN Potential WNC Scan 5900- 5920 1
91.201.236.114  [147.237.77.74  |Wraine lawidf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
151.217.178.68  |147.237.77.176 mat pash. i df .i | ET SCAN Potential VWNC Scan 5900- 5920 1
54.169.113.185 [147.237.76.196 |9 ngapore e.svivaidf.il ET SCAN NMAP -sS wi ndow 4096 1
151.217.178.63  [147.237.0.19 nadi matal .idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
151.217.178.36  [147.237.8.27 e.nadimatal .idf.il ET SCAN Potential SSH Scan 1
151.217.176.25  |147.237.76.177 ncore.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
137.116.113.55 [147.237.77.216 |Lhited Sates dover.idf.il ET SCAN Potential SSH Scan 1
137.116.113.55  [147.237.76. 30 Lhited Sates hi nush. i df . il ET SCAN Potential SSH Scan 1
172.98.200.238  |147.237.76.38 e.eneitav.idf.il ET SCAN NMAP -sS wi ndow 3072 1
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|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry Target Address |Ste Signature Acti on
41.33.231. 90 Egypt 147. 237. 77. 216 |dover.i df .i | drop SAMrul e drop 36
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
85.237.234. 205 |Yovakia 147.237.77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> Tineout |reject
195.34.150. 18 |Austria 147.237.77. 216 |dover.i df .il Bl ock HTTP Non Gonpl i ant Fai l ed to handl e connection data |nonitor
Sreaning Engine: TCP Invalid i i ssi
157.55.2.145  |wited Sates |147. 237. 72. 166 |aka i of il 9 =g Invalid segnent retransmssion. g 4
Ret r ansni ssi on Packet dropped.
84.94.26. 134 I srael 147.237.77. 216 |dover.i df .il Bad TCP sequence I'nval i d AGK nunber alert
5.175.193.232  |Ger many 147.237.77. 216 |dover.i df .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
84.94. 26. 134 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d AGK nunber noni t or
Sreaning Engine: TCP Invalid i i ssi
79.183. 140. 177 | srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Russi an ) D Streaming Engine: TCP Inval i d |invalid segnent retransnission.
130.193.51.91 ration 147.237.76. 200 |ei tan. aka. i df .il Ret 1 ansni Ssi on Packet dr opped. drop 3
128.232. 110, 28 | ted 147.237.8.27 |e.madimatal.idf.il  |Geo-| ocation enf or cenent Geo-| ocati on i nbound drop 2
Ki ngdom enf or cenent
176.53.21.212  |Turkey 147.237.77. 216 [dover.idf.il Drectory Traversal directory traversal overflow noni t or
41.33.232.66 Egypt 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data [nonitor
Sreanming Engine: TCP Invalid i i SSi
208.115.111.72 |Wited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
66.230.230. 230 |Wnited Sates |147.237.77.216|dover.idf.il Drectory Traversal directory traversal overflow noni t or 1
141.212.122. 171|nited Sates  |147. 237. 77. 226 V‘l"‘l"“ chanatz. aka. 1df oy At t ack SYN -> SYN-ACK -> RST rej ect 1
131.253.24. 144 |Uhited Sates |[147.237.76.86 |[navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
194. 150. 168. 95 |Ger many 147.237.77. 216 |dover.idf .il Drectory Traversal directory traversal overflow noni t or 1
73.17. 14. 46 Lhited Sates |147.237.77. 176 [nat pash. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
158. 69. 172. 227 |Wited Sates |147.237.77. 216 |dover.idf.il Drectory Traversal directory traversa overflow nonitor |1
45.79. 168. 168 147.237.77. 176 |nat pash. i df . i | B ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |1
141.212.122. 103|Wited Sates [147.237.77.19 [lawforumidf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
107.170.123.11 |Wited Sates |147.237.77. 216 |dover.idf.il Drectory Traversal directory traversa overflow nonitor |1
178.217.187.39 |Pol and 147.237.77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> Tineout |reject 1
66.240.236. 119 |lhited Sates |147.237.76. 148 [gqcenter.aka.idf.il  |drop drop 1
141.212.122. 172|Wited Sates  |147. 237. 77. 226 "LI"‘IW chanat z. aka. 1df o At t ack SYN -> SYN-ACK -> RST rej ect 1
131.253.36.197 |Lhited Sates |[147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
Lhited R -
90. 219. 71. 211 Ki ngdom 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1
77.247.181. 162 |Netherl ands 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
46.165. 230. 5 Ger many 147.237.77. 216 [dover.idf.il Drectory Traversal directory traversal overflow noni t or 1
141.212. 122. 104|Wited Sates  |147.237.76.196 |e. sviva. idf.il Geo- | ocati on enf or cenent Sﬁ?olggi'mo” i nbound drop 1
216.218.206.70 |Wnited Sates |147.237.76.30 |hinush.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
185.10. 71. 107  |Ger many 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or
68.10.249. 105 |Lhited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or
Russi an R
146. 185. 239. 102 ration 147.237. 76. 148 |gqcent er. aka. i df . i | drop drop 1
R . Geo- | ocati on i nbound
37.187.114.171 |France 147.237.76. 201 |e. atal .idf.il Geo- | ocati on enf or cenent onf or conent drop 1
141.8.183. 16 R‘Sf:;”ion 147.237.77. 176 |nat pash. i f . | SYN Att ack SYN -> SYN-ACK -> Timeout |reject 1
93. 115. 95. 202 g”;(’;ymus 147. 237. 77. 216 |dover . i df . i | SYN At t ack SYN -> SYN-ACK -> Tineout |reject 1
195. 154. 146. 225|France 147.237.77.74 |lawidf.il drop SAMrule drop 1
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1
141.212.122. 109|Wited Sates [147.237.77.74 [lawidf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
84.108. 60. 72 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
192.42.116.16  |Netherlands 147.237.77. 216 |dover.idf . i | D rectory Traversal directory traversal overflow noni t or 1
72.194.64. 75 Lhited Sates |147.237.72.166 |aka idf.il Bad TCP sequence I'nval i d AGK nunber alert 1
149. 202. 47. 181 |Ger many 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 1
141.212.122. 102|thited Sates |147.237.77.19 [lawforumidf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
94.242.228.108 |Luxembourg  |147.237.77.216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Tinmeout |reject 1
208.115.111. 68 |Whited Sates 147.237.77.74 |lawidf.il dr op SAMrul e drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
207.46.13.109 |lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock
46. 19. 85. 235 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None
] . . D stributed Lhaut hori zed URL Access on
204.13.200.200 [Wited Sates  |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 2
; ; ] D stributed Lhaut hori zed URL Access on
107.178.194.79 |[lhited Sates  [147.237.77.216|dover.idf. il v i dff . i 1/ 1133- 22461- he/ dover . aspx. Bl ock 2
. . Unaut hori zed URL Access to
213.251. 182. 103 France 147.237. 77. 176 [nat pash. i of . i | Wy cogat . i df . il/sip storage/fil es/ 0/ si ze220x0/ 3410. j pg. Src Bl ock 2
173.254.21.120 |Uited Sates 147.237.77. 216 |dover.i df .i | D stributed Unhaut hori zed LRL Access on waw i df.il/xmrpc. php |B ock 1
95. 65. 34. 177 :‘Lt‘fg‘l’i o 147.237.77. 234|hal ag. i df .i | Wnaut hori zed LRL Access to / B ock 1
141.212.122.97 |Uited Sates 147.237.77.19 |(lawforumidf.il Unaut hori zed LRL Access to /x B ock 1
m ny- kosher -kravi . i d . L
81.169. 237. 146 |Ger many 147.237.0. 17 fil SSL Unhtraceabl e Gonnection - Lhknown Server Certificate None 1
2.54.26.39 I srael 147.237.0.19 |nadi matal .idf.il Suspi ci ous Response Code B ock 1
180. 76. 15. 18 Chi na 147. 237. 76. 147 [chi nuch. aka. i df . i | D stributed Suspicious Response Gode_Cust om Tenpor ary Bl ock
] . . URL is Above Root Drectory
107.170.123. 11 |lhited Sates 147.237.77. 216 (dover. i df .i | wewvi o i1/ ./ shared/cl i entscri pts/j query/j query-1 4.2, min. | s B ock 1
54.186.248.49 [lWited Sates 147.237.77. 216 (dover. i df .i | Unaut hori zed URL Access to waw i df.il/1294-he/ v i df . il B ock 1
141,212.122.97 |Wited Sates  |147.237.77.74 |lawidf.il Unaut hori zed URL Access to /x B ock 1
93. 160. 60. 22 Denrmar k 147.237.77.216|dover.idf . il Uhaut hori zed URL Access to waw i df.il/newsite/english B ock 1
37.26.146.223 |lsrael 147.237.72. 166 |aka. i df . i | Di stributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 1
180. 76. 15. 134 |China 147. 237. 76. 147 [chi nuch. aka. i df . i | D stributed Suspicious Response Code_Cust om Tenpor ary B ock 1
] . . D stributed Lhaut hori zed URL Access on
66.230. 230. 230 [Wited Sates  |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
] ] ; Unknown Par anet er 6683f 660 i n
207.46.13.134 |Lnited Sates 147.237.72. 166 |aka. i df . i | vw aka. i dff i 1/ mai n/ hone/ def aul t . aspx None 1
Unaut hori zed URL Access to
157. 55. 39. 26 Lhited Sates 147.237.76.30 |hinush.idf.il vy chi nush. atal .idf.il/tenplates/ shared usercontrol s/ headerup |B ock 1
per/
94.23.12.182 France 147.237.77. 216 |dover . i df . i | O stributed PHP Atenpt B ock
40.77.167.8 Wited Sates  [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wawidf.il/tz B ock
195. 154. 227. 118|France 147.237.77.216|dover. i df .i | I11egal HITP Version HITH B ock 1
’ . . O stributed Unaut hori zed URL Access on
107.178.194.83 |Lnited Sates  |147.237.77.216|dover. i df . il v i dff . i 1/ 1133- 22638- he/ dover . aspx. B ock 1
68.180. 228.112 |[lhited Sates 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wwyidf.il/894-he B ock 1
] . . D stributed Lhaut hori zed URL Access on
208.184.112.74 [Wited Sates  |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
173.254.21.120 |Uhited Sates 147.237.77.216|dover . i df . i | Dstributed PHP Attenpt B ock 1
94.23.12. 182 France 147.237.77.216|dover. i df .i | Dstributed Whaut hori zed URL Access on www i df.il/xmrpc. php |[B ock 1
41.234.59. 32 Egypt 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to ww i df.il/894-en/idf gdover.aspx |B ock 1
; ; ] D stributed Lhaut hori zed URL Access on
204.13.200.200 |thited Sates  |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
] . . D stributed Lhaut hori zed URL Access on
107.178.194.87 |Wnited Sates  |147.237.77.216|dover. i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
68.180.229.239 [lLnited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to vwn aka.idf.il/tizmoret/hone Bl ock 1
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