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|Top Attackers | n DDoS- Def ence |

Attacker Address
167. 114. 156. 16

|Attacker Country

|Target Address

| site

|Signature |Device Action  |Count |
Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3209
23.95.248. 111 Lhited Sates 147.237.76. 196 e.svivaidf.il |[Bock Wp Al _Nets drop 1
185. 106. 120. 54 147.237.76. 30 hi nush. i df . i | Bl ock Wp Al Nets drop 1
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|Top Attackers In IPS|

At t acker Address|Attacker Country|Target Address |Site |Slgnature
188. 138. 74. 110 |Ger many 147.237.76.86 |navy.idf.il|16798: HITP. G\ Bash HITP Header Renute Code Execution Wul nerability |Bl ock 1
188. 138. 74. 110 |Ger nmany 147.237.77.216 |dover . i df . i|16798: HITP. G\ Bash HITP Header Renote Code Execution Wul nerability |B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Potential Scan or Brute Force

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
151.217.178. 88 |147.237.72. 167 i shurimaka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
151.217.178. 68 |147.237.77.212 e. dover.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
24.121.225.29 |147.237.8.24 |whited Sates [elifestyle.idf.il ET SCAN NMAP -sS wi ndow 1024 1
218. 250, 166. 127|147, 237. 76,31 |Hong Kong  |rekehal.idf. i1 ET S(‘ﬁN Behavi oral Uhusual |y fast inbound Tel net Connecti ons, 1
Potential Scan or Brute Force
199. 191. 56. 188 [147.237.0.17 [thited Sates |mny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 3072 1
199. 191. 56. 188 [147.237.0.17 |Wnited Sates [mny-kosher-kravi.idf.il |ET SCAN NMAP -f -sS 1
187 160. 101 11 |147. 237 77. 234 | co bl ag. i df i ET SDAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
151.217.178. 88 |147.237.76. 44 e.refuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
151.217.178. 88 [147.237.8.46 e. chinuch.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
81.101. 206. 244 |147.237.76. 30 E?i;;gom hi mush. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
. S ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons,
201.172.93.30 |147.237.8.14 |Mexico e.orchot.idf.il . 1
Potential Scan or Brute Force
199. 191. 56. 188 |147.237.0.17 [Wited Sates |mny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 2048 1
187 160. 101 11 |147 237 77. 74 |vexi co Lawid il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address [Ste Signature
41.33.231.90 Egypt 147.237.77. 216 |dover.i df .i | drop SMrule drop 36
208.54. 5. 235 Lhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
Sreanming Engine: TGP Invalid i i sSi
5.22.129.171  |Israel 147.237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. | 6
Ret ransnm ssi on Packet dropped.
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
41.33.232.66 Egypt 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 5
5.102.254.160 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
213.57.137. 254 |Israel 147.237.72. 167 |i shuri maka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data |nonitor 4
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
Sreamng Engine: TCP Invalid ' i ssi
80. 246, 136. 214 I srael 147. 237. 77. 243 |mobi L e.i of . i | 9 =g Invalid segnent retransmssion. 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i sSi
2.54.135.198  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 3
Ret ransnm ssi on Packet dropped.
208.115.111. 68 |Lhited States |147.237.77.74 [lawidf.il drop SAMrule drop
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
Sreanming Engine: TCP Invalid i i Ssi
207.46.13.134 |Wnited Sates |147.237.72. 166 |aka i df.il 9 =g Invalid segnent retransmssion. g 2
Ret ransnm ssi on Packet dropped.
213.57.137.254 |lsrael 147.237.72. 167 |i shurimaka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout alert 2
Sreanming Engine: TGP Invalid i i sSi
66. 249. 74. 6 Lhited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. | 2
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid ' i ssi
157.55.39.98  |Wited Sates |147.237.72. 166 |aka.idf il 9 =g Invalid segnent retransmssion. 2
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i sSi
65.55.210.22  |tited Sates |147.237.72. 166 |aka idf.il 9 =g Invalid segnent retransmssion. | 2
Ret ransm ssi on Packet dropped.
Lhi ted s
128.232.110.28 | . ngdom 147.237.0.33 [idf.il drop drop 2
84.109. 40. 71 I 'srael 147.237.72. 167 [i shurimaka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 2
195. 154. 146. 225|France 147.237.77. 216 |dover.i df .i | drop SMrule drop 2
Lhi ted . sl . Geo- | ocati on i nbound
128.232.110.28 | . ngdom 147.237.8.24 |e.lifestyle.idf.il Geo- | ocati on enf or cenent onf or coment drop 2
141.212.122. 161|nited Sates [147.237.8.24 |e.lifestyleicf.il  [Geo-1ocation enf or cenent ifo'r ggix”  nbound drop 1
93.186.182.35 |[Netherlands |[147.237.77. 176 |natpash.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |1
65. 55. 218. 42 Lhited Sates [147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 1
141.212.122. 171|Uited Sates |147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
131.253.24.146 |Uited Sates [147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
81. 101. 206. 244 LK!i“r:gegom 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
176. 13. 5. 147 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber aert 1
141.212.122. 161|Wnited Sates |147.237.72. 167 |i shuri maka. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 1
112.198.90. 63  |Phili ppines 147.237.72. 166 |aka.idf .il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 1
141.212.122. 172|wnited Sates |147.237.0.34 [tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.96 |Uited Sates [147.237.72. 156 |aman.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
81.169. 237. 146 |Ger many 147.237. 76. 148 |gqcent er. aka. i df .i | drop drop 1
46.19.86.173  |Israel 147.237.77. 226 | "} chanatz.aka. 1df 1paq TOP sequence Inval i d ACK number moni tor |1
176. 13. 5. 147 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber monitor |1
141.212.122. 162|Wnited Sates [147.237.8.24 |e.lifestyleidf.il  [Geo-1ocation enfor cenent Geo-1 ocati on i nbound drop 1
enf or cenent
128.127.107. 123|Netherl ands ~ [147. 237. 77. 216 |dover.i df .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
71. 6. 165. 200 Uhited Sates |147.237.76. 177 |ncore.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 1
141.212.122. 111 |wited Sates |147.237.72. 156 |aman.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
84.109. 40. 71 I srael 147.237.72. 167 |i shurimaka. i of . i | Bad TCP sequence I'nval i d AGK nunber alert 1
141. 212. 122. 168|Uhited Sates |147.237.0.15 |kosher-kravi.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
79.178.0. 198 I srael 147.237. 72. 156 |aman. i df .i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
208.115.113.84 |Whited Sates |147.237.77.74 |lawidf.il dr op SAMrul e drop 1
141. 212. 122. 160|United Sates |147.237.72. 167 [i shurimaka.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
65. 55. 212. 65 Lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
141.212.122. 169|nited Sates |147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
79.183.111. 161 |lsrael 147. 237. 76. 147 |chi nuch. aka. i df . i|Di stri buted Suspi ci ous Response Code_Qust om Tenpor ary B ock 7
66. 249. 66. 16 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Di stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
207.46.13.109 [hited Sates |147.237.76.147|chi nuch. aka. i df . i|Di stributed Suspicious Response Code_Qust om Tenporary B ock 2
66. 249. 78. 97 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ yohal an/ mai n/ mai n. asp  |Bl ock 1
207.46.13.117 |lthited Sates |147.237.76. 147 |chi nuch. aka. i df . i|Distributed Suspicious Response Code_Qust om Tenporary B ock 1
] . . Unaut hori zed URL Access to
157.55.39.162 |Wited Sates |[147.237.77.74 [lawidf.il v g, | df i |/ 592- 4071- en qr i nage. aspx B ock 1
94. 136. 40. 75 Ei“'ntgegom 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua. atal .idf.il/bl og/ wp-adnin/ B ock 1
66.249.78.234 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ mai n/ gi yus/ gener al . aspx |Bl ock
64.71.32.32 Lhited Sates [147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua.atal .idf.il/wordpress/wp-adnin/ B ock
] - - D stributed Lhaut hori zed URL Access on
204.13.200.200 |thited Sates [147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
. . DO stributed Unaut hori zed URL Access on
150. 70. 97. 84 Japan 147.237.77. 216 |dover . i df . i | v i dff i 1/ 1133- 22461 he/ dover . aspx. B ock 1
79.177.161.48 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
207.46.13.134 |[whited Sates |147.237.76.147|chi nuch. aka. i df . i|Di stributed Suspici ous Response Code_Qust om Tenporary B ock
. . Unaut hori zed URL Access to
66.249. 78. 104 |Israel 147.237.72. 166 |aka. i df . i | 147.237.72. 166/ mai 1/ gi yus/ gi yus/ gener al . aspx Bl ock 1
157.55.39. 239 |Uited Sates |147.237.77.170|maarachot.idf.il |Ostributed PHP A tenpt B ock 1
40.77.167. 25 Lhited Sates [147.237.76. 147 |chi nuch. aka. i df . i|Mil ti pl e Unaut hori zed URL Access from 40. 77. 167. 25 B ock 1
107.150.56.90 |[Uhited Sates |[147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua.atal.idf.il/wp/ wp-admn/ B ock 1
68.180.229.173 |lLnited Sates |147.237.72.166|aka.idf.i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
] . . DO stributed Unaut hori zed URL Access on
204.13.200.200 [Wwited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
- - D stributed Lhaut horized URL Access on
150. 70. 97. 84 Japan 147.237.77. 216 |dover.i df . il Wi i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
79.180.229.24 |[israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Gonnection - Cpen Mde None 1
207.46.13.134 |lnited Sates [147.237.76. 147 |chi nuch. aka. i df . i[Mil ti pl e Uhaut hori zed URL Access from 207.46. 13. 134 B ock 1
66.249.78.109 [Israel 147.237.77.216|dover.idf . il Unaut hori zed URL Access to 147.237.77. 216/ 1133- he/ dover . aspx B ock 1
’ . . Unaut hori zed URL Access to
157.55.39.239 |Wited Sates [147.237.77. 170 |maarachot . i df.il maar achot . i df .1 1/ typo3conf / ext / nbe2f ef pi 1/ aj ax_soci al | i nks. php B ock 1
40.77.167.25  |Unted Sates |[147.237.76. 147 |chi nuch. aka. i df . j|-1aut hori zed URL Access to Bl ock 1
o ) ) T ) " " fwwe chi nuch. aka. i df . i |/ cl ouddri ve/ | ear nnor e
] . . DO stributed Unaut hori zed URL Access on
107.178.194.79 |Wnited Sates |147.237.77.216|dover. i df.il v i dff i 1/ 1133- 22638 he/ dover . aspx. Bl ock 1
69.89.31.141  |lhited Sates |147.237.77.176 |nat pash. i df .i | Distributed PP Attenpt B ock 1
66. 249. 66. 22 I srael 147.237. 76. 147 |chi nuch. aka. i df . i|Di stri but ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
157. 55. 39. 55 Lhited Sates [147.237.72.166aka.idf.il D stributed Unauthorized URL Access on 147.237. 72. 166/ robot s. t xt Bl ock 1
208.113. 155. 237|thited Sates [147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal.idf.il/wp-admn/ B ock 1
66.249.78.146 |[Israel 147.237.72. 166 [aka. i df . i | Illegal Byte Gode Character in LR /nai n/giyus/[[#11]]general . aspx B ock 1
180. 76. 15. 16 Chi na 147. 237. 76. 147 |chi nuch. aka. i df . i|Di stri buted Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
50. 87. 230. 51 Lhited Sates [147.237.77.216|dover.idf.il Dstributed PHP Attenpt B ock 1
] . . D stributed Lhaut hori zed URL Access on
107.178.194.83 |Wnited Sates |147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22461 he/ dover . aspx. Bl ock 1
69. 89. 31. 141 Lhited Sates |147.237.77.176|nmat pash. i df.il Dstributed Unaut hori zed URL Access on ww cogat.idf.il/xmrpc.php |B ock 1
. - . Unaut hori zed URL Access to
66. 249. 66. 83 | srael 147.237.76.30 fhi nush. i df . i wn chi nush. atal .idf.il/tenpl ates/ contactus/ cont act us. aspx Bl ock !
207.46.13.109 |Wited Sates |147.237.76.147|chi nuch. aka. i df . i|Uaut hori zed URL Access to waw chi nuch. aka.idf.il/gp/ b/ B ock 1
157. 55. 39. 98 Lhited Sates [147.237.72.166|aka.idf.il D stributed Suspicious Response Code_Cust om Tenpor ary B ock 1
82.98. 160. 77 Spai n 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/ol d/wp-admn/ B ock 1
208.115.113.82 |Wiited Sates |147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to tikshuv.idf.il/sitelunsel ecatbl e. aspx B ock 1
66.249.78.159 |Israel 147.237.77.216|dover.i df . il Lhaut hori zed URL Access to v idf.il/error. htm B ock 1
50. 87. 230. 51 Uited Sates [147.237.77.216|dover.idf.il Distributed Whaut hori zed URL Access on waw i df . il /xmrpc. php B ock 1
180. 76. 15. 22 Chi na 147. 237. 76. 147 |chi nuch. aka. i df . i|Di stri buted Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
117. 202. 40. 5 I ndi a 147.237.77.216|dover.i df . il Lhaut hori zed URL Access to waw idf.il/anan B ock 1
79.170. 44. 85 LK!i“r:gegom 147.237.76.42 |refuah.idf.il Lhaut hori zed UR. Access to refua. atal .idf.il/test/w-admn/ B ock 1
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