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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 3142
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

Ste

Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
151.217.178. 88 147.237.77. 176 nat pash. i df . il ET SCAN Potential VNC Scan 5900- 5920 1
151. 217. 178. 55 147. 237. 77. 205 prisha idf.il ET SCAN NVAP -sS wi ndow 1024 1
67.17. 36. 190 147.237.0. 19 Lhited Sates nedi matal .idf.il SERVER- VEBAPP sear ch. cgi access 1
151.217.178. 88 147.237.8.14 e.orchot.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
151.217.178.55 147. 237.76. 39 nobi | e. nei tav. i df.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker . Devi ce

Attacker Address count ry Target Address |Ste Signature Acti on

41.33.231.90 Egypt 147.237. 77. 216 |dover.idf il dr op SAMrule drop 32

208.72.139.181 [lhited Sates |147.237.77.216|dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 13
Vb Server Enf orcenent HITP Deni

207.241. 226. 206|Wni ted Sates |147.237.72. 166 |aka i df .l . Véb Servers S ow Denial of o oot 12
Mol ation Servi ce

208.115.111. 68 |lhited Sates |147.237.77.74 |lawidf.il drop SAMrule drop

212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop

2.54.181. 250 I srael 147. 237.77. 216 |dover.idf .il SYN Attack rej ect
Sreaning Engine: TGP Invalid i i ssi

176.13. 9. 57 I'srael 147. 237. 77. 243 |nubi 1 e. i of . i1 9 =9 Invalid segnent retransmssion. | 4
Ret r ansni ssi on Packet dropped.

195.34.150.18 |Austria 147.237.77. 216 |dover.idf. il Bl ock HITP Non Conpl i ant Failed to handl e connection data  [nonitor 4
Sreaning Engine: TCP Invalid i i ssi

109.30.25.19  |wited Qates |147. 237.72. 166 |aka i of il g =g Invalid segnent retransmssion. g 4
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

66.249. 74. 6 Lhited Sates |[147.237.76.86 |[navy.idf.il 9 =g Invalid segnent retransission. drop 4
Ret r ansmi ssi on Packet dr opped.

2.54.181. 250 I srael 147.237. 77. 216 |dover.idf . il Bad TCP sequence Inval i d ACK nunber moni t or

2.54.181. 250 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d sequence nunber noni t or
Sreaning Engine: TGP Invalid i i ssi

79.182. 152. 204 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segment retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

31.168.197.41 | srael 147. 237. 72. 166 |aka. i f . i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

80. 178. 189. 121 |Israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =9 Invalid segment retransmssion. drop 3
Ret r ansm ssi on Packet dropped.

5.22.131. 102 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreanming Engine: TCP Invalid i i ssi

31.168.144.98 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi

207.46.13.10  |Wited Sates |147.237.77. 243 |nobile.i of i g =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.

79.179.152.34 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop

46. 19. 86. 87 | srael 147.237.77. 170 |marachot. i df .il [Bad TCP sequence Inval id ACK nunber noni t or
Sreaning Engine: TGP Invalid i i ssi

207.46.13.134 |Uited Sates  |147.237. 72. 166 |aka.i of i 9 =g Invalid segnent retransmssion. | 2
Ret r ansni ssi on Packet dropped.

41.33.232.66 Egypt 147. 237. 77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor

41. 42. 159. 42 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop

2.54.181. 250 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TGP Invalid i i ssi

157.55.39.98  |Wited Sates |147.237.72. 166 |aka.idf.il 9 =9 Invalid segment retransmssion. drop 2
Ret ransm ssi on Packet dropped.

37.26.149.154 |l srael 147.237.72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
Sreanming Engine: TCP Invalid i i ssi

109. 253. 129. 110|i srael 147. 237. 77. 243 |robi 1 e. i of . i | 9 =g Invalid segnent retransnssion. drop 2
Ret r ansmi ssi on Packet dr opped.

167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.idf . il SYN At t ack SYN -> SYN-ACK -> RST rej ect 2

2.54.181. 250 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber aert 2

77.126. 62. 43 I srael 147.237.72. 156 |aman. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 2

41.42.159. 42 Egypt 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber noni t or 2
Sreanming Engine: TCP Invalid i i ssi

85. 250. 109. 46 || srael 147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. g 2
Ret r ansni ssi on Packet dr opped.

141.212.122.96 |lWhited Sates 147.237.76. 44 |e.refuah.idf.il |Geo-| ocati on enfor cenent Geo-1 ocation i nbound enf or cenent |drop 1

194.72. 238. 241 Ei“'ntgegom 147. 237. 77. 216 |dover . i df .| B ock HTTP Non Conpl i ant Failed to handle connection data  [monitor |1

141.212.122. 171|Whited Sates 147.237.77. 178 |e.mat pash.i df .il |Geo-| ocat i on enf or cenent Geo-1 ocation i nbound enf or cerent |drop 1

31.168. 152. 150 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid sequence nunber noni t or 1

141.212.122. 108|Uhited Sates [147.237.77.233|atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1

212.47.229.34 |France 147.237.76. 199 |e. nakchal .idf .il |Geo-| ocati on enf or cenent Geo-| ocati on i nbound enf or cenent [drop 1

93. 115. 95. 202 g”&;ymus 147. 237. 77. 216 |dover . i of . i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1

70. 49. 150. 153  [Canada 147.237.77. 216 |dover. i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 1

141.212.122. 167|Uited Sates |147.237.8.46 |e.chinuch.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1

220. 181. 108. 185|Chi na 147.237.0.19 |nadi matal.idf.il[SYN Att ack SYN - > SYN-ACK -> Ti meout rej ect 1

141.212.122.99 |Wited Sates |147.237.77.176|matpash.idf.il [SYN At tack SYN -> SYN-ACK -> RST rej ect 1

212.47.229.34 |France 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1

46.19. 86. 177 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber aert 1

141.212.122. 172|United Sates  |147.237.77.178|e.matpash.idf.il |Geo-| ocati on enf or cenent Geo-| ocati on i nbound enf or cenent [dr op 1

141.212. 122. 109|Wnited Sates |147.237.77.233|atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1

212.47.229.34 |France 147.237.76.200|eitan. aka.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 1

104. 156. 240. 143|Wited Sates [147.237.0.34 |tikshuv.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 1

207.46.13.134 |Wited Sates |[147.237.76.200|eitan. aka.idf.il [SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
176.13.14.0 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspi ci ous Response Code B ock
176.13.9. 57 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
2.54.54. 100 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: si gal gs DS Attack None
} . . D stributed Unaut hori zed URL Access on
107.178.194. 79 |Wited Sates |[147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22638 he/ dover . aspx. B ock 2
176. 12. 144. 193 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None
5.22.131. 102 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None
104. 131. 147. 112|Uhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waw i df.il/newsite/english/nain asp [B ock
194. 72. 238. 241 LK!i“r:ge(cijom 147.237.77.216|dover . i df .i | Mil tipl e Uhaut hori zed URL Access from 194. 72, 238. 241 B ock 1
83.11. 251. 16 Pol and 147.237.77.216|dover . i df .i | Mal formed URL B ock 1
. . D stributed Unaut hori zed URL Access on
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ nai n/ kapat 2/ cont act us. aspx Bl ock 1
40.77.167.8 Lhited Sates |147.237.77.216|dover.idf .il Uhaut hori zed LRL Access to wawidf.il/error. htm B ock
121.58.203. 130 |Phili ppines 147.237.77.216|dover . i df . i | Dstributed PHP Attenpt B ock
83.166. 234. 5 RJSf;:I”ion 147.237.77.74 |lawidf . il Unaut hori zed URL Access to 147.237.77.74/ B ock 1
} . . D stributed Unaut hori zed URL Access on
204.13.200.200 |thited Sates |147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
75.98. 9. 254 Uhited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
. m ny- kosher - kravi . i . -
185. 35.62. 11 Sntzerl and 147.237.0. 17 df il Untraceabl e SS. Sessi ons: Lhknown Server Certificate None 1
157. 55. 39. 98 Lhited Sates [147.237.72.166|aka.idf .il D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
50.87.207.154 |lnited Sates |147.237.77.216|dover.idf.il Ostributed PHP At tenpt B ock 1
} . . D stributed Unaut hori zed URL Access on
107.178.194.79 |lhited Sates |147.237.77.216|dover.idf il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
198. 46.81.6 Whited Sates |147.237.77.176|nmat pash. i df.il Distributed PHP Attenpt Bl ock 1
. . Mil tiple Uhtraceabl e SS. Sessions from83.11. 251. 16 (Prot ocol
83.11.251. 16 Pol and 147.237.77.216|dover.i df .| vi ol ati on (SSL CONN APPLI CATI ON DATA EXCHANGE)) None 1
. . D stributed Unaut hori zed URL Access on
66.249.78.246 |[lsrael 147.237.72. 166 |aka. i df . i | 147 237 72. 166/ T obot s. £ xt Bl ock 1
176.13.9. 57 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Gode B ock 1
: ] ; D stributed Unaut hori zed URL Access on
46.229.164.99 |Lhited Sates |147.237.72.166|aka.idf .il 147 237 72. 166/ 1 obot 5. t xt Bl ock 1
121. 58. 203. 130 |Phili ppi nes 147.237.77.216|dover. i df . il Distributed Waut hori zed URL Access on v i df .i|/xnrpc. php B ock 1
83. 166. 234. 5 R‘SIS:;”i o 147. 237.77. 170 |maar achot . i df . i | Unaut hori zed URL Access to 147.237.77. 170/ B ock 1
: . . D stributed Unaut hori zed LRL Access on
204.13.200.200 |thited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
83.11.251. 16 Pol and 147.237.77.216|dover . i df . i | Abnormal |y Long Request et hod Bl ock 1
. . D stributed Unhaut hori zed URL Access on
185. 104. 217. 216 147.237.77.216|dover . i df .i | Wi i df i 1/ newsi t e/ engl i Sh/ nai n. asp Bl ock 1
162.144.117.76 |lLnited Sates [147.237.77.216|dover.idf.il Ostributed PHP Attenpt B ock 1
50.87.207.154 |wnited Sates |147.237.77.216|dover.idf.il Dstributed Lhaut hori zed URL Access on waw i df . il/xnrpc. php B ock 1
2. 54.54. 100 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
198. 46.81. 6 Lhited Sates |147.237.77.176 |mat pash. i df . i | Unaut hori zed URL Access to v cogat . i df.il/xnrpc. php B ock 1
. . S Unhtraceabl e Gonnection - Protocol violation
83.11. 251. 16 Pol and 147.237.77.216|dover . i df .i | (SSL_CONN APPLI CATI ON_ DATA EXCHANGE) None 1
68.180.229.173 |lnited Sates |147.237.72.166|aka.idf.i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None
46.229.164.99 |Lhited Sates |147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt Bl ock
132. 74. 244. 134 |l srael 147. 237.72. 156 |anman. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
Russi an wWwv. chanmat z. aka. i d )
83.166.234.5 ) 147.237.77. 226, . Unaut hori zed URL Access to 147.237.77. 226/ B ock 1
Federation f.oil
: ; ] D stributed Unauthori zed URL Access on
208.184.112.74 |lhited Sates |147.237.77.216|dover.idf il v i df i | / 1133 22461- he/ dover . aspx. B ock 1
192.232.254.4 |uited Sates [147.237.77.216|dover.idf .il Ostributed PHP At tenpt B ock 1
83.11.251. 16 Pol and 147.237.77.216|dover. i df . i | I11egal Byte (de Character in Header Nane Bl ock 1
162.144.117.76 |lLnited Sates |[147.237.77.216|dover.idf.il Dstributed Lhaut hori zed LRL Access on waw i df . il/xnrpc. php B ock 1
66.102.9. 13 Lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed LRL Access to ww aka. i df.il/main/ B ock 1
} . . D stributed Unaut hori zed URL Access on
107.178.194.87 |lhited Sates |147.237.77.216|dover.idf il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
198.50.193.17 |Canada 147.237.77.216|dover. i df . il Ostributed PHP At tenpt B ock 1
. . Unknown HTTP Request Method AceAvxA?AAfA*
83.11.251. 16 Pol and 147.237.77.216|dover.i df . i | o ALA. K[ [#19]][[#2]] B ock 1
74.114.206.202 |thited Sates [147.237.77.216|dover.idf.il Dstributed PHP Attenpt B ock 1
180. 76. 15. 14 Chi na 147.237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
141.212.122.97 |hited Sates |147.237.77.176 |nat pash. i df . i | Unaut hori zed URL Access to /x B ock 1
50. 87. 3. 235 Lhited Sates |147.237.77.216|dover.idf .il Dstributed PHP Attenpt B ock 1
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