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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

| site

|Signature

|Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3303
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
117. 85. 26. 44 Chi na 147.237. 76. 44 e.refuah.idf.il |Bock UWp Al Nets drop 1
23.95.248. 111 Lhited Sates 147.237.76. 177 ncore.idf.il B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site |Sgnature Devi ce Action |Oount |

216.17.111.245 |whited Sates 147.237.76.39 |nobile.neitav.idf.il [16634: HITP. Apache HITP Server nod_status Request B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
151.217.178.88 |147.237.77.121 e navy.idf.il ET SCAN Potential VNC Scan 5900- 5920 2
66.249.93.113 |147.237.76.86 |Wiited Sates [navy.idf.il ET SCAN NVAP -sA (2) 2
66.249.66. 125 [147.237.77.74 |Whited Sates [lawidf.il ET SCAN NVAP -sA (2) 1
46.172.71.251 |147.237.76.34 |Wkraine yohal an. i df .| ET SCAN NMAP -sS wi ndow 1024 1
, L ET SCAN Behavi oral Uhusual 'y fast inbound Tel net Gonnecti ons,
221.214. 146. 135|147. 237. 76. 201 |Chi na e.atal .idf.il . 1
Potential Scan or Brute Force
212.47.229.34 [147.237.76.39 |France nobi | e.nei tav.idf.i |[ET SCAN NVAP -sS wi ndow 1024 1
168. 62. 238. 153 |147.237.8.46 [Wited Sates [e.chinuch.idf.il |ET SCAN NVAP -sS w ndow 1024 1
151.217.178.88 |147.237.76.34 yohal an.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
151.217.176. 25 |147.237.8.50 e.tikshuv.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
85. 93. 5. 66 147. 237. 76. 197 |Ger many e. hinush.idf.il ET SCAN Potential SSH Scan 1
. e SERVER APACHE Apache nod_ssl non- SSL connection to SSL port
66.249.66. 177 [147.237.72.166 |Lhited Sates |aka idf.il , . 1
deni al of service attenpt
. L C5-WNDOMS M crosoft Forefront UAG javascript handler in UR XSS
52.91.24.1 147.237.77.216|Wited Sates |dover.idf.il 1
at t enpt
46.151.52. 16 147. 237. 72. 156 |Wkr ai ne anan.idf.il ET SCAN NVAP -sS w ndow 1024 1
. . L ET SCAN Behavi oral Uhusual |y fast Terminal Server Traffic, Potentia
218.104. 49. 211 |147.237.76.30 |China hi nush. i df . i | ) 1
Scan or Infection
151.217.178.88 [147.237.0.15 kosher-kravi.idf.il [ET SCAN Potential VNC Scan 5900- 5920 1
104. 219. 238. 10 |147.237.8.28 e.nobile-ks.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

count ry ‘Target Address |Ste Signature
109. 253. 192. 24 |Israel 147.237.72. 166 |aka.i df .i Bad TCP sequence S retransmt with different monitor (345
w ndow scal e

84.109. 0. 50 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 30

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
Sreaning Engine: TGP Invalid i i ssi

213.8.204.66  |Israel 147. 237. 77. 243 |mobi l e. i f . i 9 =9 Invalid segnent retransmssion. dr op 21
Ret r ansni ssi on Packet dropped.

77.126. 213. 227 | srael 147.237. 77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 16
Sreamng Engine: TCP Invalid i i sSi

46.19.85.201 |Israel 147.237.77. 243 |nobi l e.i df .| 9 =g Invalid segnent retransmssion. drop 15
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

2.52.63.135  [Israel 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmission. drop 12
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i SSi

2.54.55.199  [Israel 147. 237.77. 243 |nobi l e. i df . i1 9 =g Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dropped.

77.126.213. 227 |Israel 147.237. 77. 216 [dover. i df .i Bad TCP sequence noni t or 11
Sreaning Engine: TQP Invalid i i ssi

176. 12. 144. 110 |I srael 147. 237. 77. 243 |nobi | e. i of . i | 9 =g Invalid segnent retransmssion. drop 8
Ret r ansni ssi on Packet dr opped.

sl SWNretransnmit wth different .

77.126.117.21 |israel 147.237.77. 233 |atal .idf. il Bad TCP sequence wi ndow scal e noni t or 8

61.90. 11. 10 Thai | and 147.237.77. 216 |dover.idf .| Bad TCP sequence Invalid ACK nunber noni t or

94. 230. 86. 197 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi

46.19.85.68  |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmssion drop 6
Ret r ansni ssi on Packet dropped.

62. 0. 197. 205 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
Sreaning Engine: TGP Invalid i i ssi

66.249.78.254 |Wited Sates |147.237.72. 166 |aka i df il 9 =g Invalid segnent retransnssion drop 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi

2.54.54. 66 I srael 147.237.72. 167 |i shuri maka. i df . i g =g Invalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

109. 67.147.59 |Israel 147.237.72. 166 |aka i f .| 9 =g Invalid segnent retransnssion drop 6
Ret r ansni ssi on Packet dropped.

77.126. 213. 227 |1 srael 147.237. 77. 216 |dover . i df . | Bad TCP sequence SNAQC retransmt with different | pnitor |5

w ndow scal e

77.126. 213. 227 |I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber aert 5

77.126.213. 227 |I srael 147.237. 77. 216 [dover. i df .i Bad TCP sequence Invalid ACK nunber noni t or 5

5.29.174.162 |Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 5

212.143. 142. 56 [l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5

195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf .| Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor 4

46.19.86.173  |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 4
Sreaning Engine: TCP Invalid i i ssi

85. 250. 253. 211 |l srael 147.237.76. 200 |6i tan. aka i df .i 9 =9 Invalid segnent retransnission drop 4
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi

80. 246. 139. 83 |Israel 147.237.77. 243 |nobi l e. i df . 9 =g Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.

46.19.86.146 |[Israel 147.237.72.167 |ishurimaka. i df .il |Bad TCP sequence I'nval i d ACK nunber noni t or 3
Sreaming Engine: TGP Invalid i i ssi

77.127. 214. 245 |1 srael 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransnission. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

66.249.78. 230 |Wited Sates |147.237.77. 243 |nobile.icf il 9 =9 Invalid segnent retransmssion. dr op 3
Ret r ansni ssi on Packet dropped.

79. 182. 222. 239 |I srael 147.237. 72. 156 |anan.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 3
Sreanming Engine: TCP Invalid i i sSi

207.46.13.134 |Wited Sates |147.237.72. 166 |aka.idf.il 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

79.178.5.6 I srael 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion drop 3
Ret r ansni ssi on Packet dropped.

94. 230. 86. 160 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 3

84.109. 192. 142 |I srael 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 3

31.154.19.210 |[Israel 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3

5.22.134.155 |[Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 3

46.19.85.138  |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaming Engine: TGP Invalid i i ssi

77.125.72.7  |israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

79.179.213.37 |Israel 147. 237. 72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. dr op 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

66.249.74.12 |Wnited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. drop 2
Ret r ansni ssi on Packet dropped.

5.102. 254. 154 |Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or

176.13.11.32 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or

46.120. 82. 106 |lIsrael 147.237.72.166 |aka.i of .i | Bad TCP sequence Invalid ACK nunber noni t or

128. 232. 110. 28 E;";;gom 147.237.0.15 |kosher-kravi.idf.i|SYN At tack SYN - > SYN-ACK -> Ti meout rej ect 2

91.200. 12. 141 |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop

54.152.198. 112 |Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop

84.109. 192. 142 |I srael 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber aert

128. 232. 110. 28 z';gegom 147.237.77. 205 |prisha.idf .l SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 2

54.173.223.58 |lWhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 2
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|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address

Site

Sgnature

Devi ce

‘Count

Count ry Action

87.69.113.121 | srael 147.237.0.34 |tikshuv.idf.il ;‘;f’g:nlylgléze Sane Response Code (404) in Session from g 15
2.54.143. 174 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unknown HTTP Request Method from 2. 54. 143. 174 B ock 9
212.199. 57.204 |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code Qust om Tenpor ary B ock 7
207.46.13.117 |Wited Sates |147.237.76.147|chi nuch. aka.idf.il D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 6
213. 8. 204. 66 I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 4
84.228.238.175 |[Israel 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary Bl ock 3
84. 94. 46. 253 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
37.142.64.57  |israel 147.237.77. 243 |nobi | e. i df . i | m;ult :?r(;fz‘f? , tg‘eggrcﬁim;es/l tehi | ddocunent s/ 1362 Bl ock 3
46. 19. 85. 201 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code Bl ock 3
176.13.14.0 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 3
5.102. 247. 93 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 3
2.52.63.135 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 3
176.12. 144. 110 |l srael 147.237.77.243|nobi | e.i df . i | DO stributed Suspici ous Response Qode B ock 2
40.77.167.105 |lhited Sates |[147.237.0.17 rr:lny- kosher-kravi .i df Untraceabl e SSL Sessions: Uhknown Server Certificate None 2
107.178.194.87 |Wited Sates |147.237.77. 216 |dover. i df .i | D stri utec 1ng_t;§éi3§?ﬁe%\gclf;p£” Bl ock 2
207.46.13.109 [lnited Sates [147.237.76.147|chi nuch. aka.idf.il Distributed Suspicious Response Code_Qust om Tenpor ary B ock 2
46. 19. 85. 100 I srael 147.237.76.42 |refuah.idf.il Mil tiple Abnormal |y Long Request from 46. 19. 85. 100 B ock 2
109. 253. 204. 94 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 2
2.54.55. 199 I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 2
46.19.85.138 | srael 147.237.72. 166 |aka. i df . i | mugﬁsri';‘?? |ﬁ‘mpn‘;°s:‘if]a:7un e ned B ock 2
46.19. 85. 100 I srael 147.237.76.42 |refuah.idf.il Miltiple Illegal HITP Version from46. 19. 85. 100 B ock
79.177.19.249 |[israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None
204.13.200. 200 [United Sates |147.237. 77. 216 |dover . i df . | D stri utec 1?55—?3223?&%&??;;)? Bl ock 2
85. 65. 86. 54 I srael 147.237. 76. 147 [chi nuch. aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock
207.46.13.139 |lhited Sates |[147.237.76.147|chi nuch. aka. i df .i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock

46. 19. 85. 100 I srael 147.237.76.42 |refuah.idf.il Mil tiple Ml formed URL from 46. 19. 85. 100 B ock
204.13.200.200 |Uited Sates |147.237.77. 216 |dover. i df .i | D stri buted 1‘?;;‘;%'3;926%\/?25;‘;” B ock 2
84.109. 108. 205 |l srael 147.237.0.16  |ny-kosher-kravi.idf.i| [intraceable SSL Sessions: Lhknown Server Gertificate None 2
46.19. 85. 100 I srael 147.237.76.42 |refuah.idf.il Ml tipl e Unknown HTTP Request Met hod from 46. 19. 85. 100 B ock 2
80. 246. 133. 141 |[Israel 147.237.72. 166 [aka. i df . i | Ostributed I11egal Byte Qode Character in URL Bl ock 2
213.151.47.14 |lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 2
46.19. 86. 100 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 2
46.19.85.100  |israel 147.237.76.42 |refuah.idf.il iﬁg’xg ﬂg': dﬁi‘fe“ Method 1256870. 1451256870 in LR g oo 1
80. 246. 136. 247 |Israel 147.237.72.166 |aka. i df . i | ?ﬂtkinf)'mi usgacsjg'gn)ss‘ Sessi ons from 80. 246. 136. 247 None 1
66.249.78.234 I srael 147.237. 72. 166 |aka. i df . i | o e ;Ze‘iﬁgf‘naﬁf‘;fi utsj’gener . aspx Bl ock 1
89.138. 170. 198 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
66.249.66. 131 I srael 147.237.76.42 |refuah.idf.il ﬂ?”;g?’;gefzﬁlﬁcsi? o ayout dev. css Bl ock 1
5.29.174. 162 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Atack None 1
83.145. 246.174 |Fnland 147.237.77. 216 |dover.i df .i | O stributed Waut horized URL Access on waw i df.il/xmrpc. php |B ock 1
46.19. 86. 173 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
184. 168. 200. 85 |Wnited Sates |147.237.77.216|dover.idf.il D stributed Unhaut hori zed URL Access on wwwidf.il/xnrpc. php  |B ock 1
77.127.78.98 | srael 147.237.0. 17 ITlllny- kosher-kravi .i df Untraceabl e SSL Sessi ons: Unhknown Server Certificate None 1
31.168.208.53 |[lIsrael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS At ack None 1
94.159. 144. 140 i srael 147.237.72.166 |aka. i df . i | \?Wit ;J'(g_“itgf. iqu#;hslr;:::arﬁn (fcefﬁfd on B ock 1
66.249.78.97  |Israel 147.237. 72. 166 |aka. i df . i | e et for ;e;uﬁeﬁgf:lffa‘s’gx Bl ock 1
66.102. 9. 13 Wited Sates |147.237.72.166(aka.idf.il Lhaut hori zed URL Access to www aka.idf.il/main/ B ock 1
198. 154. 252. 207 |Uhited Sates |147.237.77.216|dover.idf.i | D stributed Wnaut horized URL Access on waw i df.il/xmrpc. php |B ock 1
176.12. 145. 182 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e S3. Sessi ons: sigal gs oS At ack None 1
80. 246. 136. 247 |l srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Gonnection - Uhknown SSL Sessi on None 1
66.249.78.254 |[Israel 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
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