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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action  |Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 3534
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 3

124. 76. 90. 147 Chi na 147.237.72. 166 aka.idf.il Frk _Under Attack Con Tcp drop 2

134. 147. 203. 115 Ger nany 147. 237. 76. 202 ehalag.idf.il [Bock Np Al Net drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address ‘Site |Sgnature Devi ce Action |Oount

69. 30. 211. 2 Lhited Sates 147.237. 72. 166 aka.idf.il C1000106: HTTP. naj estic bot B ock 1
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|Top Attackers In |D|

Target Address

A tacker
Count ry

Signature
ET DO5 Large anount of TCQP Zer oWndow - Possible Nkiller2

80. 246. 130. 152 [147. 237. 77. 233l srael atal.idf.il Doos at t ack 5
195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW wth fake user agent 4
151. 217. 178. 88 |147.237.8.24 elifestyleidf.il ET SCAN Potential VWNC Scan 5900- 5920 1
59.45.79.117 |147.237.8.46 |China e.chinuch.idf.il ET SCAN Potential SSH Scan 1
151. 217. 63. 152 |147. 237. 77. 226 wwwv chanat z. aka. i df . il |ET SCAN Potential VNC Scan 5900- 5920 1
46.172.71.251 |(147.237.72. 166 |krai ne aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
151. 217. 63. 152 |147. 237. 72. 14 dover.idf.il (ol d) ET SCAN Potential VWNC Scan 5900- 5920 1
31.168. 172. 145 [147. 237. 76. 201 |l srael eatal.idf.il ET SCAN NVAP -sS w ndow 1024 1
151.217.26.35 |147.237.77.178 e. mat pash. i df i | ET SCAN Potential VWNC Scan 5900- 5920 1
151.217.26.35 |147.237. 76. 198 e.yohal an.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
222.170. 70. 222 [147. 237. 76. 31 |Chi na nakchal . i df.il ET SCAN Potential VWNC Scan 5900- 5920 1
59.45.79.117 [147.237.77.212|Chi na e. dover.idf.il ET SCAN Potential SSH Scan 1
151. 217. 178. 88 |147. 237. 77. 233 atal.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
59.45.79.117 |147.237. 76. 176 |Chi na test.ncore.idf.il ET SCAN Potential SSH Scan 1
151. 217. 178. 88 |147. 237. 76. 38 eengitav.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
59.45.79.117 [147.237.76.31 |China nakchal . i df il ET SCAN Potential SSH Scan 1
151.217. 178. 88 |147. 237. 0. 34 tikshuv. i df.il ET SCAN Potential VWNC Scan 5900- 5920 1
46.172.71.251 |(147.237.77.179|Wkrai ne e.nazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
151. 217. 63. 152 |147. 237. 76. 199 e. nakchal .idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
46.19.86.156  [147.237.77. 216 (I srael dover.idf.il portscan: TCP D stributed Portscan 1
151. 217. 63. 152 |147. 237.0. 16 ny-kosher-kravi.idf.il |[ET SCAN Potential VNC Scan 5900- 5920 1
5.39.222.253 [147.237.77.121|Netherlands  |e.navy.idf.il ET SCAN NMAP -sS wi ndow 1024 1
151.217.26.35 |147.237.77.74 lawidf.il ET SCAN Potential VWNC Scan 5900- 5920 1
o1 10391 112 147 237 76.30 |naita hivmsh i df | ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
222.170. 70. 222 |147. 237. 76. 177 |Chi na ncore.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
59.45.79.117 |147.237.77.216|Chi na dover.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
151. 217. 178. 88 |147. 237. 77. 205 prishaidf.il ET SCAN Potential VNC Scan 5900- 5920 1
59.45.79.117 |147.237.76.44 |China erefuah.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Country

Sreaning Engine: TGP Invalid

Inval id segnent retransmssion. Packet

2.54.62. 68 I srael 147.237.0.19 |nadimatal .idf.il - drop 141
Ret r ansni ssi on dr opped.
Sreamng Engine: TCP Invalid i i ssi
79.179.169.3  |Israel 147. 237. 76. 200 |ei tan. aka. i df .| 9 =9 Invalid segnent retransmssion. Packet . 90
Ret r ansni ssi on dr opped.
77.125.119.94 [ srael 147.237.76.42 |refuahicf.il  [Bad TCP sequence z;‘;e”ansmt with different wndow Jopniior |61
80. 246. 130. 152 I srael 147.237.77. 233 |atal .i . Bad TCP sequence iz;e“ansr"'t with different wndow 1 onitor |39
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
46.19. 86. 231 I srael 147. 237. 72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 36
Sreamng Engine: TCP Invalid i i ssi
2.52.142. 96 I'sr ael 147.237.0.19 |madimatal .idf.il 9 =g Invalid segnent retransmssion. Packet . 33
Ret r ansni ssi on dr opped.
Sreaning Engine: TGP Invalid i i ssi
2.54.191. 42 I'srael 147.237.0.19 |nadimatal .idf.il 9 =9 Invalid segnent retransmssion. Packet 30
Ret r ansni ssi on dr opped.
84.229.49.97  |israel 147.237.76.42 |refuah.idf.il  [Bad TOP sequence fggge”ansm't with different wndow | oivor |23
46. 19. 85. 49 I srael 147.237.72. 167 |i shurimaka. i df .il|Bad TCP sequence I'nval i d ACK nunber noni tor |19
46. 19. 86. 231 I srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d ACK nunber monitor |12
Sreanming Engine: TCP Invalid i i ssi
5.22.129.161  |Israel 147. 237. 77. 243 |robi l e. i df . i 9 =g Invalid segnent retransmssion. Packet . 12
Ret ransmi ssi on dr opped.
Sreaning Engine: TQP Invalid i i ssi
109. 160. 241. 1731 sr ael 147.237.77. 243 |mbile.i o i1 9 =9 Invalid segnent retransmssion. Packet . 12
Ret r ansni ssi on dr opped.
37.26.146.194 |lIsrael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
188. 120. 148. 149! srael 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi
46.19. 85. 38 I srael 147. 237. 77. 243 |nobi | e. i of . i 9 =9 nvalid segnent retransmssion. Packet . 9
Ret r ansni ssi on dr opped.
2.54.27.227 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 8
2.54,27.227 | srael 147.237.72. 166 |aka.idf.il SYN Attack rej ect 8
2.54.27.227 I srael 147.237.72. 166 |aka.i of .i1 Bad TCP sequence I'nval i d ACK nunber alert 8
2.54.27.227 I srael 147.237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber monitor |8
2.54.27.227 I srael 147.237. 72. 166 [aka.i of .i | Bad TCP sequence Invalid sequence nunber nonitor |8
80. 246. 130. 152 [l srael 147.237.77.233|atal .idf.il Bad TCP sequence Inval i d ACK nunber monitor |8
46.19. 85. 113 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
46.19. 85. 77 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber aert 6
79.178.5. 242 I srael 147.237.72. 166 |aka.i of .i1 Bad TCP sequence I'nval i d ACK nunber alert 6
213.57.224. 248 |lsrael 147.237.72. 156 |anan. i df .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
S reamng Engi ne: TCP i
61.216.2.13  |Taivan 147.237.77.74 |lawidf. il 9 =g TCP segnent out of naxi mumalloved |, 6
Segrent Limt Enforcenent sequence. Packet dropped.
109. 253. 212. 95 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber alert 6
Sreamng Engi ne: TCP i
61.216.2.13  |Tai van 147. 237. 76. 147 |chi nuch. aka. i df .| 9 =9 TCP segment out of naxi mmalloved |, 6
Segnent Limt Enforcenent sequence. Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19.85.166  |Israel 147. 237. 77. 243 |nobi le.i df .1 9 =g Invalid segnent retransmssion. Pecket . 6
Ret r ansni ssi on dr opped.
. . SYNVACK retransmt wth different .
213.57.224. 248 |lsrael 147.237.72. 156 |anan.idf . il Bad TCP sequence i ndow scal e noni t or 6
46.19. 85. 77 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d ACK nunber monitor |6
79.178. 5. 242 I srael 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber monitor |6
5.102.254.133 |Israel 147.237. 72. 166 [aka.i of .i | Bad TCP sequence Invalid AGK nunber nonitor |6
109. 253. 212. 95 |l srael 147.237.77.233|atal .idf.il Bad TCP sequence Inval i d ACK nunber monitor |6
Sreamng Engine: TCP Invalid i i ssi
79.182.165.7 |l srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. Packet . 6
Ret r ansni ssi on dr opped.
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
46. 19. 85. 113 I srael 147.237.0.34 |tikshw.idf.il  |Bad TCP sequence I'nval i d ACK nunber alert
79.178.25.158 |Israel 147. 237. 72. 166 |aka.i of .i | Bad TCP sequence I'nval i d ACK nunber alert
Sreamng Engine: TCP Invalid i i ssi
132.66.51.82  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. Packet . 6
Ret r ansni ssi on dr opped.
Sreaming Engine: TCP Invalid i i ssi
79.183.175.22 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. Packet . 6
Ret r ansni ssi on dr opped.
31.168.149.92 |[lIsrael 147.237.72. 156 |anan. i df .i | Bad TCP sequence Invalid sequence nunber monitor |6
79.178.25.158 |l srael 147.237.72. 166 |aka.i of .i 1 Bad TCP sequence I'nval i d ACK nunber monitor |6
5.29.174. 162 I srael 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber monitor |6
85.130. 136.59 |l srael 147. 237. 77. 176 |nat pash. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
213.57.143. 107 [Israel 147.237.72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
85. 130. 136. 59 | srael 147.237.77. 176 |nat pash. i df . i | dr op Frst packet isn't SN drop 5
80. 246. 130. 152 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d AGK nunber alert 5
S reaning Engi ne: TCP i
61.216.2. 13 Tai van 147.237.77. 235 |sviva.i df .il 9 =g TCP segnent out of naxi numalloved 1, ) 5
Segrent Limt Enforcenent sequence. Packet dropped.
85.130. 136.59 |Israel 147.237.77. 176 |nat pash. i of . i | Bad TCP sequence Invalid AGK nunber nonitor |5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
5.102. 254. 245 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Too Many of the Same Response Code (404) B ock 258
2.54.62. 68 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 223
2.54.191. 42 I srael 147.237.0.19 |[madimatal .idf.il Distributed Suspici ous Response Code B ock 186
2.52.142.96 | srael 147.237.0.19 |nadimatal .idf.il Distributed Too Many of the Same Response Code (404) B ock 169
2.54.62. 68 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 155
5.102. 254. 245 [Israel 147.237.0.19 [madimatal .idf.il Dstributed Suspici ous Response Code B ock 121
2.52.142.96 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 119
176.13.6.4 I'srael 147.237.0.19 |nadimatal .idf.il Eg '\gn)écj the Same Response Code (404) in Session from Bl ock 70
46. 19. 86. 84 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode B ock 68
176.13.6. 4 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 62
46.19. 85. 175 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Code B ock 34
46.19. 85. 34 I srael 147.237.77.216|dover . i df .i | Mil tiple Unaut horized URL Access from 46. 19. 85. 34 B ock 19
89.138.229. 132 |[Israel 147.237.77.243|nobi | e.i df . i | Paraneter Type Mol ation Password in nobile.idf.il/sachar/login B ock 19
2.54.191. 42 I srael 147.237.0.19 |[madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 8
. . Mul tiple Waut horized Method for Known URL from
46.120. 153. 231 [Israel 147.237.72. 166 |aka. i df . i | 46. 120, 153. 231 B ock 6
176.13.10. 21 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 4
. . Unaut hori zed URL Access to
217.132.9.107 |l srael 147.237.72. 166 |aka. i df . i | voww aka, i o i |/ nai v sachar / r egi st rat i onvi zar d undef i ned B ock 3
46. 19. 86. 160 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspi ci ous Response Code B ock
217.160. 63. 130 |Ger many 147.237.72. 166 [aka. i df . i | Ml ti pl e Uhaut horized URL Access from 217. 160. 63. 130 B ock
2. 54. 169. 230 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode B ock
m ny- kosher -kravi . id . .
66. 249. 74. 85 | srael 147.237.0. 17 £l Uhtraceabl e SSU Sessi ons: Lhknown Server Certificate None 3
46.19. 85. 138 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Code B ock 3
. . . Unaut hori zed URL Access to
89.139.31.116 |Israel 147.237.0.19 |nadimatal .idf.il madi matal i df i |/ shar ed! aj ax/ updat enakat qaunt i ty. aspx Bl ock 2
- . Unaut hori zed URL Access to
79.176.120.87 I srael 147.237.72.156 |anan. i df . i | wan anan. i df . i |/ nodi i n/ resour ces/ i mages/ f avi con/ f avi con. png Bl ock 2
m ny- kosher-kravi .id _ e
109. 253. 196. 18 |l srael 147.237.0. 17 £l Uhtraceabl e SSL Sessi ons:  Lhknown Server Certificate None 2
m ny- kosher - kravi . id , .
66. 249. 74. 83 | srael 147.237.0. 17 £l Untraceabl e SS. Sessi ons: Lhknown Server Certificate None 2
89. 139. 139. 107 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
- - - D stributed Lhaut hori zed URL Access on
79.179.170.80 |[Israel 147.237.0.19 |nadimatal .idf.il nadi matal i df .i 1/ shar ed aj ax/ updat enakat gaunt i ty. aspx Bl ock 2
46. 19. 85. 38 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response CGode B ock 2
. . Lht raceabl e SS. Sessions: Protocol viol ation
109. 64. 171.89  |Israel 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 2
79 178.133. 9 | sragl 147.237.72. 156 |lanan. i df .i | Ml ti ple_ Untraceabl e SSL Sessi ons from 79.178. 133. 9 (Uhknown None 2
S Sessi on)
188. 120. 148. 149l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS Atack None 2
m ny- kosher - kravi . id , .
109. 253. 197. 24 |l srael 147.237.0. 17 £l Untraceabl e SS. Sessi ons: Lhknown Server Certificate None 2
89. 139. 139. 107 |l srael 147.237.77.243|nobi | e. i df . i | Mil ti pl e Wnaut horized URL Access from 89.139. 139. 107 B ock 2
] - . D stributed Lhaut horized URL Access on
204.13.200. 200 |thited Sates |147.237.77.216(dover.idf.il v i df i | / 1133 22461- he/ dover . aspx. Bl ock 2
89.138.165.18 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
; . . D stributed Lhaut horized URL Access on
107.178.194.83 |lhited Sates [147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22638 he/ dover . aspx. Bl ock 2
109. 160. 241. 173]I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspici ous Response Code B ock
80. 246. 136. 244 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock
] - . D stributed Lhaut hori zed URL Access on
204.13.200. 200 |thited Sates |147.237.77.216(dover.idf.il v i df i | / 1133 22638- he/ dover . aspx. Bl ock 2
66. 249. 66. 16 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i | Lhaut hori zed URL Access to waw chi nuch. aka. i df . i1/404. htm B ock 2
61.216.2.13 Tai wan 147.237.76.39 |nobile.neitav.idf.il [illega Bite Gde Character in Mthod B ock
84.229.53.254 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
’ . . Unaut hori zed URL Access to
192.241.179. 165|thited Sates |147.237.77.234|hal ag.idf.il vw | ogi st cs. atal i df .i |/t enpl at es/ shar ed/ user cont r ol s/t raj ector/ B ock 1
m ny- kosher -kravi . i d . .
79.176.16.152 |lsrael 147.237.0. 17 £l Uhtraceabl e SS. Sessi ons: Lhknown Server Certificate None 1
111.67.11.193 |Austraia 147.237.77. 170 |maar achot . i df . i | Distributed hauthori zed LR. Access on Bl ock 1
naar achot . i df . i1/ xnhrpc. php
5.29. 74.149 | sr ael 147.237.0.16  [ny-kosher-kravi .idf.il|untraceabl e SS. Sessions: Uhknown Server Gertificate None 1
77.125.119.94 [israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135-he/ atal . aspx |Bl ock 1
] . . D stributed Unaut hori zed URL Access on
107.178.194.87 |lhited Sates [147.237.77.216 |dover.idf.il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
213.151.35.216 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
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