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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
197. 27. 79. 47 Tuni si a 147.237.77. 216 dover.idf.il DC5- HTTP-fi ref | ood dest - reset 12143
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3140
0.0.0.0 147.237.77. 216 dover.idf.il network flood | Pv4 TCP- FI N ACK dr op 1026
197. 27. 79. 47 Tuni si a 147.237.77. 216 dover.idf.il SYN H ood out of context drop 469
81. 218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ation-A i dest - reset 149
197. 9. 253. 62 Tuni si a 147.237.77. 216 dover.idf.il HTTP- M SC- WebLogi c- Str - BO dest - reset 93
197. 27. 79. 47 Tuni si a 147.237.77. 216 dover.idf.il network flood | Pv4 TCP-FI N ACK drop 24
197.27.79. 47 Tuni si a 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 23
2.54.32.229 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 18
66. 249. 78. 159 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 11
85. 64. 86. 208 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
37.26. 146. 231 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
173. 252. 90. 230 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
40.77.167. 8 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 1
185. 106. 120. 54 147.237.76. 31 nakchal .idf.il B ock Udp Al Nets dr op 1
41.41.74. 22 Egypt 147.237. 76. 202 e halag.idf.il B ock Udp Al _Nets drop 1
41.41.74. 22 Egypt 147.237.76. 199 e. nakchal .idf.il ock Wp Al _Nets drop 1
192. 116. 218. 146 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
41.41.74. 22 Egypt 147.237. 76. 200 eitan aka idf.il ock_Udp All _Nets drop 1
41.41.74. 22 Egypt 147.237.76. 201 e atal.idf.il Bl ock Wp Al Nets dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |S gnat ure Devi ce Action |Oount
197. 9. 253. 62 Tuni si a 147.237.77.216  |dover.idf.il [Cl000203: HITP. Thorshammer - Post to root dir B ock 105
79.177.191. 17 I srael 147.237.77. 216 dover.idf.il |13840: TLS QpenSSL Heartbeat Packet B ock 1
84.108. 139. 66 | srael 147. 237. 72. 166 aka.idf.il 13840: TLS: (penSSL Heartbeat Packet B ock 1




12-27-2015-17:04:04 to 12-27-2015-18:04:04

|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
197. 27.79. 47 147.237.77. 216 |Tuni sia dover.idf.il portscan: TCP Distributed Portscan 1
94.159. 152, 254 |147.237.72. 166 || srael akaidf.il portscan: TCP D stributed Portscan 1
94.102.48.195 |147.237.76.30 |Netherlands hi nush. i df.i ET SCAN NVAP -sS wi ndow 1024 1
193. 105. 134. 220|147. 237. 77. 176 |Sweden nat pash. i df i | ET SCAN NVAP -sS w ndow 1024 1
89.248.167. 131 |147.237.8.24 |Netherlands elifestyle.idf.il [ET SCAN NVAP -sS w ndow 1024 1
183. 60. 48. 25 147.237.76.34 |Chi na yohal an. i df .i | ET SCAN Potential VNC Scan 5900- 5920 1
84.229. 184. 154 |147.237.72. 166 |l srael aka.idf.il portscan: TCP Distributed Portscan 1
162. 222. 185. 165(147. 237. 76. 196 |Lhited Sates  [e.sviva.idf.il ET SCAN Potential SSH Scan 1
80. 246. 133. 146 [147.237. 77. 233 |l srael atal.idf.il ET DCB Large anount of TCP ZeroWndow - Possible N ller2 Dhos 1
attack
162. 222. 185. 165|147. 237.76. 39 |Lhited Sates nobi l e.nei tav.idf.i [ET SCAN Potential SSH Scan 1
79.177.109. 36  |147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
162.222. 185. 165|147. 237.0.35 |Lhited Sates  |akavs.idf.il ET SCAN Potential SSH Scan 1
151.217.178. 36 |147.237.76.196 e.sviva.idf.il ET SCAN Potential SSH Scan 1
217.132.126.39 |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
109. 64. 162. 156 |147.237. 77. 216 |I srael dover.idf.il portscan: TCP Distributed Portscan 1
196.47.173.21 [147.237.76.201|Qte Dlvoire |e.atal .idf.il ET SCAN NVAP -sS w ndow 3072 1
94.102.48.195 |147.237.76. 147 |Net her| ands chinuch.aka.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
194. 8.88. 10 147.237.77. 216 |I srael dover.idf.il portscan: TCP Distributed Portscan 1
89. 248. 167. 155 |147.237.0.35 |Netherlands akavs. i df il ET SCAN NVAP -sS wi ndow 1024 1
183. 60. 48. 25 147. 237. 76. 197 |Chi na e. hi nush. i df .i ET SCAN Potential VNC Scan 5900- 5920 1
85. 65. 71. 200 147.237. 72. 166 |I srael aka idf.il portscan: TCP Distributed Portscan 1
162. 222. 185. 165(147. 237. 76. 200 |Lhited States  |eitan.aka.idf.il |ET SCAN Potential SSH Scan 1
84.111.225.78 |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
162. 222. 185. 165(147. 237. 76. 148 |Lnited Sates  |gocenter.aka.idf.il [ET SCAN Potential SSH Scan 1
79.181.27.220 |[147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
162. 222. 185. 165|147. 237.0. 200 |Lhited Sates . i of i | ET SCAN Potential SSH Scan 1
5. 29. 200. 186 147.237. 72. 166 |I srael aka idf.il portscan: TCP Distributed Portscan 1
151.217.178. 36 |147.237.77.233 atal.idf.il ET SCAN Potential SSH Scan 1
109. 64. 184. 198 |147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1




12-27-2015-17:04:04 to 12-27-2015-18:04:04

|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |dte Signature Acti on ‘Count
197.27.79. 47 Tuni si a 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 939
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 163
46.19. 86. 243 | srael 147.237.72. 167 |ishurimaka.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 55
46. 120. 5. 59 I srael 147.237. 72. 166 |aka.i df .i | Bad TCP sequence moni tor |46
46. 120. 5. 59 | srael 147.237.72. 166 |aka.i df . il drop Frst packet isn't SN drop 42
46.19.86. 75 I 'srael 147.237.72. 167 |ishurimaka.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 39
95.35.132.71  [Israel 147.237.0.15  |kosher-kravi.idf.i|Bad TCP sequence SWretransmt wth different oo |36
w ndow scal e
197.27.79. 47 Tuni si a 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 32
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 30
Sreamng Engine: TCP Invalid i i ssi
185.32. 179. 217 |Israel 147. 237.77. 243 |mobi l e. i . i 9 =g Invalid segnent retransmssion. |, 30
Ret ransn ssi on Packet dr opped.
80.178.134.53 I srael 147.237.76.42 |refuah.idf.il Bad TOP sequence SWretransmt wth different oy o |28
W ndow scal e
. . SWNretransmit wth different .
212.179. 220. 37 |lsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 28
46.120. 5. 59 I srael 147. 237. 72. 166 |aka.i of .i | SYN At tack SYN -> SYN-ACK -> Tineout |reject 26
Sreamng Engine: TCP Invalid i i SSi
176.13.7. 74 I'srael 147. 237. 77. 243 |nobi l e.i df . i1 9 =g Inval id segnent retransmssion. |, 24
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
46.19.85.126  |Israel 147.237.76.31 |nakchal .idf. il 9 =9 Invalid segnent retransmssion. |, 24
Ret r ansm ssi on Packet dr opped.
46. 120. 5. 59 | srael 147.237.72. 166 |aka. i df . i Bad TCP sequence Invalid ACK nunber noni t or 22
46. 120. 5. 59 I srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Invalid AGK nunber aert 19
Sreaming Engine: TGP Invalid i i sSi
79.181.21.17  |israel 147.237.77. 243 |nobil e.i df i 9 =g Invalid segnent retransmssion. |, 15
Ret ransnm ssi on Packet dr opped.
84.108.15.130 |Israel 147. 237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout |reject 15
31.168. 239. 154 |l srael 147.237.76.42 |refuah.idf.il drop First packet isn't SYN drop 14
37.26.148.183 |l srael 147.237.77. 216 |dover.idf il Bad TCP sequence nonitor |12
. . SWNretransmit wth different .
79.183. 60. 67 | srael 147.237.77. 233 |atal .idf.il Bad TCP sequence wi ndow scal e noni t or 12
Sreaming Engine: TGP Invalid i i sSi
213.57.247. 100 |Israel 147. 237. 72. 156 |anan. i df .| 9 =g Invalid segnent retransmssion. |, 12
Ret ransnm ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
46.19. 86. 44 I'srael 147. 237. 77. 243 |mobi l e. i . i 9 =g Invalid segnent retransmssion. |, 12
Ret ransnm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
109. 253. 205. 250|1 srael 147.237.77. 243 |nobil e.i df i 9 =g Invalid segnent retransmssion. |, 12
Ret ransnm ssi on Packet dr opped.
37.26.148.183 |Israel 147.237. 77. 216 |dover..i df .i | Bad TCP sequence aert 11
2.54.20.213 I srael 147. 237. 72. 166 |aka.i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
185. 120. 126. 111 147. 237. 72. 166 |aka i of .i drop SAMrul e drop 10
. ) SYNtAXK retransmt with )
46. 120. 5. 59 | srael 147.237.72. 166 |aka. i df . il Bad TCP sequence di fferent v ndow scal e noni t or 10
Sreaming Engine: TGP Invalid i i sSi
191.38.38.229 |prazl 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 9
Ret ransnm ssi on Packet dr opped.
37.26.148.183 |Israel 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid AGK nunber noni t or
176.13.1. 236 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or
2.52.53. 208 I srael 147.237. 72. 166 |aka.i df . il SYN At tack SYN -> SYN-ACK -> RST rej ect
. . SWNretransmit wth different .
46.120.71.126 |[Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 8
213.57.137.128 |[Israel 147. 237. 72. 166 |aka.i of .i | SYN At tack SYN -> SYN-ACK -> Tineout |reject
2.52.144. 29 I srael 147.237.76.42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect
Sreamng Engine: TP Invalid i i ssi
66.249.66. 145 |United Sates 147. 237. 76. 200 |6 tan. aka i of . i1 9 =g Inval i d segnent retransmssion. |, 8
Ret ransnm ssi on Packet dr opped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
81.218. 241. 26 | srael 147.237.72. 166 |aka. i df. il dr op Frst packet isn't SWN drop 8
84.108. 181. 214 |Israel 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Tinmeout [reject 8
176.13. 1. 236 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber alert 7
94. 230. 86. 177 |Israel 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid AGK nunber moni tor |7
37.26.148.183 |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
85. 130. 238. 170 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber nonitor |7
Sreamng Engine: TCP Invalid i i ssi
79.178.59.86 | srael 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransnm ssi on Packet dr opped.
87.68. 81. 149 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber nonitor |6
Sreamng Engine: TCP Invalid i i SSi
79.179. 221.188 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval id segnent retransmssion. |, 6
Ret ransm ssi on Packet dropped.
80. 246. 133. 146 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber nonitor |6
Sreanming Engine: TCP Invalid i i SSi
185.3.144.69 | srael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. |y 6
Ret ransm ssi on Packet dr opped.
188. 161, 246. 51 |FA Estinian Tervitoryl, oo 537 77 216 |dover. i . i1 dr op First packet isn't SWN drop 6

Qccupi ed
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |[Site Sgnature Action ‘Count
46. 19. 85. 156 | srael 147.237.0.19 |nadimatal .idf.il|{DOstributed Suspicious Response Code B ock 91
46.19. 85. 14 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 66
46.19.85.156 | srael 147.237.0.19 | matal . i df.i1[j00 " O e Sae Fesponse (e (404) i Session from Jg ooy 29
185. 32.179. 215 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 29
46.19. 85. 108 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 22
176. 13. 14. 96 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 21
197. 9. 253. 62 Tuni si a 147.237.77.216|dover. i df . i | Mil tiple Abnormal |y Long Request from 197. 9. 253. 62 Bl ock 20
84.229. 158. 235 |Israel 147.237.77. 243 |nobi | e. i df . i | E{)ﬁff&f _Ti%"/esxck?;f;tlio(;? npasswd n Bl ock 16
176.13.7.74 | srael 147.237.77.243|nobi | e.i df . i | D stributed Suspici ous Response Code B ock 9
157. 55. 39. 98 Lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i|Mil ti pl e Waut hori zed URL Access from 157. 55. 39. 98 B ock 8
185. 32. 179. 217 |Israel 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code Bl ock 6
46. 19. 86. 178 | srael 147.237.0.19 |nadimatal .idf.il|{DOstributed Suspicious Response Code B ock 6
2. 54. 56. 100 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 6
41.238.106. 134 |Egypt 147.237.77. 216 |dover.i df .i | Ml tipl e Unaut horized URL Access from 41.238. 106. 134 Bl ock 4
2.52.23.15 | srael 147.237.0.19 |nadimatal .idf.il|{DOstributed Suspicious Response Code B ock 3
66.249.78.159 |[Israel 147.237.77. 216 |dover.i df .i | Ostributed Whaut hori zed URL Access on ww i df.il/error. htm|B ock 3
185. 32. 179. 217 |Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
2.54.174.194 | srael 147.237.0.19 |nadimatal .idf.il|{DOstributed Suspicious Response Code B ock 3
82.166. 122. 247 |Israel 147.237.77. 216 |dover.i df .i | Unhaut hori zed LRL Access to wwwidf.il/' B ock 3
176.13.13.225 |Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
176. 13. 4. 160 | srael 147.237.0.19 |nadimatal .idf.il|{DOstributed Suspicious Response Code B ock 3
2.54.42. 100 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
185. 32. 179. 229 |Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
176. 13. 6. 235 | srael 147.237.0.19 |nadimatal .idf.il|{DOstributed Suspicious Response Code B ock 3
98.218.127.89 [hited Sates 147.237.77. 216 |dover.i df .i | Ostributed Whaut hori zed URL Access on ww i df.il/error. htm|B ock 3
176.13.2.32 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
109. 253. 205. 2501 srael 147.237.77.243|nobi | e.i df . i | D stributed Suspici ous Response Code B ock 3
79.181.4.195  [Israel 147.237.77.176 |nat pash. i df . i | m“é:go;ti.f? H?sipgfsfsosra;;ﬁ | es/914629. pg Bl ock 2
2.54.135. 39 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 2
171.25.193.132 |Sneden 147.237.0.34 |tikshuv.idf.il \;Twa?ﬂz[]ujyf’;\f ﬂ:ﬂ;nf;zgp;n Bl ock 2
197. 9. 253. 62 Tuni si a 147.237.77. 216 |dover.idf .i | Ml tiple Ml formed URL from 197. 9. 253. 62 Bl ock 2
37.26.148.137 |israel 147.237.77. 243 |nobi | e. i df . i | %E:Ir;.tzuéf‘??lﬁzihzg{; izr?ge)'(ﬂ‘ Access on Bl ock 2
46.19. 86. 44 I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 2
197. 9. 253. 62 Tuni si a 147.237.77. 216 |dover . i df .i | Mil tipl e Unknown HTTP Request Method from 197. 9. 253.62 |B ock 2
109. 253. 142. 213|I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46.19. 85. 14 I srael 147.237.0.19 |madimatal .idf.il|Untraceabl e SSL Sessions: (pen Mbde None 2
2.54.151. 52 I srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary Bl ock 2
5.102.246.116 | srael 147.237.72. 166 |aka. i df . i | maﬁfi gfﬂdl /O'r:aﬁ'n\fso(;f;;f?f Oirgot passuord, asp None 2
2.54. 45,132 I srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary Bl ock 2
37.187.129. 166 [France 147. 237.77. 216 |dover . i df . i | D stri bt ec 1?;;}2;;5?&%&??:&” Bl ock 1
84.94. 41. 206 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
109. 253. 133. 210]I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
109. 65. 197. 209 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs S Attack None

217.78. 62. 97 gcf;iig;a” Territory, 147, 237.77. 176 |mat pash. i df . i1 |Unauthori zed URL Access to vaw cogat . i df . il/894-ar Bl ock 1
37.26.147.254 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs DS At ack None 1
80.230.24.131 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S At ack None 1
46.121.92. 46 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
46. 19. 86. 25 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: Lhknown SSL Sessi on None 1
93.173. 60. 21 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
208. 84. 202. 19 Zaje';‘tac}i":g:m adthe 1147 237.76.42 |refuah.idf.il Uhaut hor i zed Method PCST for 147. 237. 76. 42/ Bl ock 1
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