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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3572

66. 249. 64. 181 | srael 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 57

80. 246. 130. 125 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 16
79.182. 39. 58 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
5.22.134. 166 | srael 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 4
212.179. 64. 162 | srael 147.237. 72. 166 aka.idf.il B ock Wp Al _Nets drop 3

60. 240. 66. 125 Australia 147.237.76. 198 e.yohal an.idf.il B ock_UWp Al _Nets drop 1

109. 66. 192. 31 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 1
134.147. 203. 115 Ger nany 147.237.76. 39 nobi l e.neitav.idf.il|Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

|Signature

195. 34. 150. 18 147. 237. 77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 3
212.47.229. 34 147.237.72. 14 France dover.idf.il(old) ET SCAN NVAP -sS wi ndow 1024 1
199. 191. 56. 188 147.237.76. 34 Lhited Sates yohal an. i df .| ET SCAN NVAP -sS w ndow 1024 1
172. 98. 200. 238 147.237.8. 45 eeitanidf.il ET SCAN NVAP -sS w ndow 2048 1
89. 248. 167. 155 147.237.77. 243 Net her | ands nobi | e.idf.il ET SCAN NVAP -sS wi ndow 1024 1
79.179. 49. 157 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
50. 204. 188. 142 147. 237. 72. 156 Lhited Sates aman. i df .il ET SCAN NVAP -sS w ndow 3072 1
46.172.71. 251 147.237.0. 33 Wkrai ne idf.il ET SCAN NVAP -sS wi ndow 1024 1
213.8.204.6 147.237.72. 166 I srael akaidf.il portscan: TCP D stributed Portscan 1
37.26.149. 201 147.237.72. 166 I srael aka.idf.il portscan: TCQP D stributed Portscan 1
212. 47.229. 34 147.237. 8. 14 France e.orchot.idf.il ET SCAN NVAP -sS wi ndow 1024 1
195. 160. 240. 11 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
176.13.13. 79 147.237.72. 166 I srael aka.idf.il portscan: TCQP D stributed Portscan 1
172. 98. 200. 238 147.237.8. 45 e.eitanidf.il ET SCAN NVAP -f -sS 1
80. 246. 133. 115 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
79.177. 185. 109 147.237.77. 216 I srael dover.idf.il portscan: TQP D stributed Portscan 1
46.172.71. 251 147.237. 76. 200 Wkrai ne eitan aka idf.il ET SCAN NVAP -sS wi ndow 1024 1
46.120. 128. 124 147.237.72. 166 I srael akaidf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
15. 90. 166. 12 Lhited Sates |147.237.0.34 |tikshuv.idf.il dr op First packet isn't SYN drop 294
46. 19. 85. 57 I srael 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence Invalid ACK nunber noni t or 54
79.176.198.28 | srael 147.237.77. 233 |atal i cf i Bad TCP sequence SNretransmt with di fferent monitor |52
w ndow scal e
46.19. 85. 75 I srael 147.237.72. 167 |ishurimaka.idf .i|Bad TCP sequence Invalid ACK nunber noni t or 43
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 34
reamng BEngi ne: TCP Invali i i ssi
62.219.41.125 |israel 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid  invalid segnent retransnission drop 24
Ret ransmi ssi on Packet dropped.
80. 246. 130. 125 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 20
37.130. 227. 133 LK!i“r:gegom 147.237. 77. 216 |dover.i df . i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 18
Sreamng Engine: TCP Invalid i i ssi
46.19.85.141  |israel 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. drop 18
Ret r ansmi ssi on Packet dropped.
2.54.1.139 I srael 147. 237. 77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 18
5.29.244.251  [israel 147.237.77. 234 |hal ag.i f i Bad TCP sequence SNretransmt with different moni tor |17
w ndow scal e
Sreanming Engine: TCP Invalid i i ssi
199. 203. 63. 217 | srael 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. drop 15
Ret ransmi ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
37.26.149.243 | srael 147, 237.76. 200 [ei tan aka. i o i1 || €A NG Engine: TQP Invalid  Jinvalid segnent retransnission drop 15
Ret ransni ssi on Packet dropped.
212.76.127.10 |[lIsrael 147.237.77. 234 |hal ag.idf .i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data moni t or 15
reamng BEngi ne: TCP Invali i i ssi
37.26.146.207 | srael 147.237.77. 203 |mobi e i1 | &M NG Bngine: TQP Invalid Jinvalid segnent retransnissi on drop 15
Ret ransmi ssi on Packet dropped.
213.57. 140. 142 |Israel 147.237.72. 166 |aka.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 14
185. 120. 125. 5 147. 237. 72. 166 |aka.i of .i drop First packet ismt SYN drop 12
reamn ine: TCP Invali i i ssi
62. 219. 234. 247 |Israel 147.237.72. 166 |aka. i df .i | Stream g Engine @ Invalid invalid segnent retransnission drop 12
Ret ransni ssi on Packet dropped.
s SN retransmit wth different .
79.176.198.28 |lIsrael 147.237.77. 234 |hal ag.idf . il Bad TCP sequence i ndow scal @ noni t or 11
85.64.191. 133 |[Israel 147. 237. 72. 156 |anan.i df .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 10
Sreamng Engine: TCP Invalid i i ssi
109. 64. 15. 205  |Israel 147. 237.72. 166 |aka. i of .11 g =g Invalid segnent retransnission. drop 9
Ret r ansmi ssi on Packet dropped.
reamng BEngi ne: TCP Invali i i ssi
84.108.233.57 | srael 147.237.77. 203 |mobi e i1 | &M NG Engine: TQP Invalid invalid segnent retransnissi on drop 9
Ret r ansmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.54.152.166 | srael 147. 237. 77. 243 |nobi l e.i df .i | g =g Invalid segnent retransnission. drop 9
Ret r ansmi ssi on Packet dropped.
46. 19. 85. 141 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or 8
43.255.176.89 |Japan 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 8
212.235.98.139 |lsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 7
2.54.16. 89 I srael 147.237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST rej ect 7
Sreamng Engine: TCP Invalid i i ssi
132.70.66.13  |Israel 147. 237. 77. 243 |mobi l e, i of . i | 9 =g Invalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
79. 180. 26. 8 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 6
37.26.149.145 |[Israel 147.237. 77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
Sreamng Engine: TP Invalid i i ssi
37.26.146.248 |Israel 147. 237.72. 166 |aka. i of .11 g =g Invalid segnent retransnission drop 6
Ret r ansmi ssi on Packet dropped.
212.235.98.139 |lsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber alert 6
Sreamng Engine: TCP Invalid i i ssi
84.228.251.74 |israel 147. 237.72. 166 |aka. i of . i1 9 =g Invalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
46. 19. 85. 29 I srael 147. 237. 77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
Sreamng Engine: TP Invalid i i ssi
79.178.183. 254 |israel 147. 237.72. 166 |aka. i of .11 g =g Invalid segnent retransnission. drop 6
Ret r ansmi ssi on Packet dropped.
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
46.19. 85. 198 I srael 147.237.72. 156 |anan. i of .i | Bad TCP sequence Invalid ACK nunber noni t or 6
Sreaming Engine: TCP Invalid i i ssi
109. 67. 175.40 | srael 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion drop 6
Ret ransmi ssi on Packet dropped.
79.181.222.14 |lsrael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
188. 120. 148. 180]I srael 147.237.72. 166 |aka.i df . il Bad TCP sequence Inval id ACK nunber noni t or 5
185. 120. 126. 34 147.237.72. 166 |aka. i df . Bad TCP sequence SINAXK retransmt with different |, iior s
w ndow scal e
89. 130. 203. 113 [Fpain 147. 237. 72. 166 |aka.i of .il SYN At t ack SYN -> SYN-ACK -> RST rej ect
5.102.254.179 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or 5
79.180. 26. 8 I srael 147.237.72. 166 |aka.i of .i Bad TCP sequence Inval i d ACK nunber aert
o SN retransmit wth different .
109. 160. 164. 145|| srael 147.237.76.42 |refuah.idf.il Bad TCP sequence i ndow scal @ noni t or 4
80. 246. 130. 125 |l srael 147.237.77. 216 |dover. i df .il SYN Attack SYN -> SYN-ACK -> Ti nmeout alert
84.108. 180. 147 |l srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect
213.57.139.84 |[Israel 147. 237. 77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
2.54.31.50 I srael 147.237.0.19 |madimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 161
2.54.31.50 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 104
2.54.31. 50 I srael 147.237.0.19 |nadi matal .idf.il ;024'\%?’ S%f the Sane Response Code (403) in Session from g 59
176.13.6.173 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 49
37.26.148.251 |[Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 36
79.178.139. 135 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 31
109. 253. 158. 157|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 23
46. 19. 86. 69 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 15
. . Mil ti pl e Wnhaut hori zed Method for Known URL from
79.176.112. 129 |l srael 147.237.72. 166 |aka. i df . i | 29.176. 112. 129 B ock 10
176.13.18.109 |[lIsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock
109. 253. 222. 163|I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock
176.228.48.15 |l srael 147.237.72. 166 |aka. i df . i | thauthorized LR. Access to - Bl ock 4
ww aka. i df . i |/ mai n/ sachar/ undef i ned
176.13.6.173 I srael 147.237.0.19 |[nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock
37.26.146.207 |Israel 147.237.77.243|nobi l e.i df . i | Distributed Suspicious Response Code B ock
. . Mil ti pl e Uhaut hori zed Method for Known URL from
79.179.183. 139 |Israel 147.237.72. 166 |aka. i df . i | 9. 179. 183. 139 Bl ock 3
79.177.174.191 [israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 3
176.13.11.8 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
132. 70. 66. 13 I srael 147.237.77.243|nobi l e.i df . i | Distributed Suspicious Response Code B ock 2
46.19. 85. 112 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
176.228.36.5 | srael 147.237.77.74 |lawidf.il Mil tipl e Unaut horized URL Access from 176.228. 36.5 B ock 2
- . Unaut hori zed URL Access to
46. 19. 86. 37 I srael 147.237.72. 166 |aka. i df . i | v aka. i of i |/ mai v sachar/ tf asi m aspx. B ock 2
79.181.222.14 |[israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
. . Paraneter Type Molation search in
176.12. 146. 229 |l srael 147.237.77.233|atal . i df . il ww atal i df .11/ 1440- hel at al . asp Bl ock 2
91.228. 196. 139 |Pol and 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to ww cogat . idf.il/auth/ B ock
84.108.233.57 |lsrael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Gode B ock
m ny- kosher-kravi . i d
176. 13. 19. 38 | srael 147.237.0. 17 f Inly Ostributed |11 egal Paraneter Encoding None 2
2.54.152. 166 I srael 147.237.77.243|nobi l e.i df . i | Distributed Suspicious Response Code B ock
213.151.53.59 |[lIsrael 147.237.72. 166 |aka. i df . i | DOstributed I11egal Byte Gode Character in LR B ock
] . . DO stributed Whaut horized URL Access on
204.13.200.200 |thited Sates (147.237.77.216|dover.idf.il v i dff . i |/ 1133- 22638- he/ dover . aspx. Bl ock 2
149. 78. 49. 28 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
46.19. 85. 185 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
2.52.175. 179 I srael 147.237.77.243|nobi l e.idf . i | Uhaut hori zed URL Access to nobi | e.idf.il/nekudot/i ndex B ock 2
46. 19. 85. 102 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
109. 253. 133.58 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 2
. . Unaut hori zed URL Access to
46.120.71.126 |israel 147.237.76.42 |refuah.idf.il 147 237.76. 42/ styl el shar ed/ r eset . css B ock 1
109. 65. 197. 209 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Attack None 1
5. 29. 244. 251 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx |Bl ock 1
82. 81. 38. 194 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: sigal gs oS Attack None
. . O stributed Whaut horized URL Access on
176.13.15.148  [Israel 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
46.19. 86. 109 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None 1
103.18. 6. 33 \i et nam 147.237.77.216|dover. i df . il Dstributed PHP Attenpt Bl ock 1
213. 8. 90. 169 I srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Qode Character in LR from213.8.90.169  |B ock 1
2.54.139. 105 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: sigal gs DS Attack None 1
79.181.110. 181 |l srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Qonnection - Unknown SSL Sessi on None 1
. . - URL is Above Root Directory
176.10. 99. 208  [Swtzerland 147.237.77.216|dover . i df . i wwi o i1/ ./ shared/cl i entscri pts/j queryj query-1 4.2.nin. | s B ock 1
. . DO stributed Uhauthorized URL Access on
79.176.198.28 [Israel 147.237.77.233(atal .idf.il 147, 237.77. 233/ 1134- hel at al . aspx Bl ock 1
91.121.93.7 France 147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to refua. atal.idf.il/bl og/ wo-adm n/ B ock 1
. . O stributed Whaut hori zed URL Access on
198.50. 145. 72 [Canada 147.237.77. 216 (dover . i df . il v i dff i | / 1133- 22638- hel dover . aspx. Bl ock 1
. . O stributed Whaut horized URL Access on
84.228.85.144 |Israel 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
65.208.151. 116 [lhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/894-en/idf gdover.aspx |B ock 1
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