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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
167. 114. 156. 16

|Target Address  |Site

|Signature |Device Action  |Count |
Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3104
193. 109. 199. 105 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il SYN H ood out of context drop 24
46.20.15.11 Tur key 147.237.76. 197 e. hinush.idf.il Bl ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

151.217.178. 88 |147.237.8. 46 e. chi nuch. i df .i ET SCAN Potential VNC Scan 5900- 5920 1
62.219.99.130 |[147.237.77. 216l srael dover.idf.il portscan: TCQP D stributed Portscan 1
151.217.178.56 |[147.237.0. 17 mny-kosher-kravi.idf.il [ET SCAN Potential VNC Scan 5900- 5920 1
46. 19. 86. 65 147.237.77. 216 (I srael dover.idf.il portscan: TGP O stributed Portscan 1
109. 66. 133.97  |147.237. 72. 166 |I srael aka. idf.il portscan: TP D stributed Portscan 1
31.210. 186. 146 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
89.248. 167. 162 |147.237.77. 227 |Netherlands  |e. hanaz. i df .i | ET SCAN Potential VNC Scan 5900- 5920 1
89.248. 167. 162 |147.237.77. 121 [Net her | ands e navy.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
89.248.167. 162 |147.237.76.38 |Netherlands [e.e neitav.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
212.235.98. 139 |147.237.77. 216 |I srael dover.idf.il portscan: TGP O stributed Portscan 1
89.248.167. 162 |147.237.0.33 |Netherlands  |idf.il ET SCAN Potential VNC Scan 5900- 5920 1
193. 105. 134. 220(147. 237.8.45  |Sweden eetanidf.il ET SCAN NVAP -sS w ndow 1024 1
L SERVER APACHE Apache nod_ssl non- SSL connection to SSL
84.110.110. 95 |147.237. 72. 166 |l srael aka.idf.il . i 1
port denial of service attenpt
176.13.17. 55 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
82.80.119.194 |[147.237.77. 216l srael dover. i df .il portscan: TCP D stributed Portscan 1
151.217.178.56 |147.237.77.205 prisha.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
46. 19. 86. 216 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
151.217.178.31 |147.237.76. 34 yohal an. i df.il ET SCAN NMAP -sS wi ndow 1024 1
46.19. 85. 11 147.237. 72. 166 |I srael aka idf.il portscan: TGP O stributed Portscan 1
89.248. 167. 162 |147.237.77.243|Netherlands  [nobile.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
2.52.46.17 147. 237. 72. 166 I srael aka.idf.il portscan: TCP DO stri buted Portscan 1
89.248. 167. 162 |147.237.77.212|Netherlands  |e. dover.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
89.248. 167. 162 |147.237.76. 177 |Netherlands  [ncore.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
89.248.167. 162 |147.237.72.217 |Netherlands  |e.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 1
89. 139. 181. 235 |[147.237. 72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
185.32.179.21 |147.237.72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
84.108. 108. 9 147.237.77. 216 |I srael dover.idf.il portscan: TCQP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
41.33.231. 90 Egypt 147. 237. 77. 216 |dover.i df .i | drop SAMrul e drop 34
Sreamng Engine: TCP Invalid ' i ssi
132. 64. 208. 152 |Israel 147. 237. 76. 200 |6 tan. aka i of . i 9 =g Invalid segnent retransmssion. |, 33
Ret r ansmi ssi on Packet dr opped.
84.228.12.120 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence SN retransnt wih different monitor |23
W ndow scal e
sl SYNretransmt wth different .
80. 246. 130. 87  [lIsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence vi ndow scal e noni t or 21
80.246.133.52 I srael 147.237.77. 233 |atal i il Bad TCP sequence S retransmt wih different —opnitor |21
W ndow scal e
193. 109. 199. 105 E?Ir:ggegom 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 14
2.54. 47. 247 I srael 147.237.72. 166 |aka.idf .il SYN Att ack SYN -> SYN-ACK -> RST rej ect 11
. . SWNretransmt wth different .
79.181. 160. 118 |lIsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 10
84.94.193. 21 | srael 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 10
212.235.98.139 |[Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d sequence nunber noni t or 10
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 9
Sreaning Engine: TGP Invalid i i sSi
79.177.34.226  |Israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. |, 9
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid ' i ssi
2.54.183.248  |israel 147. 237. 72. 167 |i shuri maka. i df .i | 9 =g Invalid segnent retransmssion. |, 9
Ret r ansmi ssi on Packet dr opped.
79.180. 164. 179 [lIsrael 147.237.72. 166 |aka.i df . i1 SYN At ack SYN -> SYN-ACK -> Ti meout rej ect 8
79.180. 164. 179 [ srael 147. 237.72. 166 |aka i of . i Bad TCP sequence SINFACK retransmt wth moni tor (8
different w ndow scal e
46.19. 85. 51 I srael 147.237.77. 216 |dover. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 7
193. 109. 199. 105 z";;gom 147. 237. 77. 216 |dover. i df . i | SYN At t ack SYN -> SYN-ACK -> Timeout  |reject 7
46.19. 85. 144 I srael 147.237.72. 166 |aka.idf .il SYN At ack SYN -> SYN-ACK -> RST rej ect 6
Sreaning Engine: TGP Invalid i i sSi
2.54. 154. 89 I'sr ael 147.237.72. 167 |i shuri maka. i df . i | 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansm ssi on Packet dr opped.
62. 90. 202. 185 | srael 147.237.76. 42 |refuah.idf.il dr op Frst packet isn't SWN drop 6
79.183.129.24 |lsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber alert 6
5.102. 254. 45 I srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor (6
81.218.101. 3 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
79.183.129.24 |lsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber nonitor (6
5.102. 254. 45 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
2.54.174.15 I srael 147. 237.77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreanming Engine: TCP Invalid i i ssi
46.19.85.116  |Israel 147. 237. 77. 243 |robi 1 e, i of . i | 9 =9 Invalid segnent retransmssion. |, 6
Ret ransmi ssi on Packet dr opped.
Sreaning Bngine: TQP Invalid i i SSi
94.230.86.136 |l srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dr opped.
213. 8. 204. 46 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
62.219. 165. 242 |l srael 147.237.77. 216 |dover. i df .i SYN Att ack SYN -> SYN-ACK -> Ti nmeout rej ect 6
84.94.193. 22 | srael 147.237.72. 167 |i shurimaka.i df . il dr op Frst packet isn't SWN drop 6
46.117.20.200 |[Israel 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
212.235.98.139 |[lsrael 147.237.72. 166 |aka.idf .il SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
5.22.134.73 I srael 147. 237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 5
85.130.189.81 |l srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d ACK nunber nonitor  [5
213.57.140. 142 |l srael 147.237.72. 166 |aka.idf .il SYN Att ack SYN -> SYN-ACK -> Ti nmeout rej ect 5
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 5
167. 114. 156. 16 |Canada 147.237.77. 216 |dover. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5
213. 8. 204. 46 I srael 147.237. 72. 166 |aka.i df . i1 SYN At ack SYN -> SYN-ACK -> RST alert 5
46.19. 85. 51 I srael 147. 237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 5
46.19.85.186  |[israel 147.237.77. 226 "} chanatz. aka. 1df |paq TOP sequence Inval i d ACK nunber aert 4
85.130.189.81 |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
46.19.85.186  |Israel 147.237.77. 226 | "}" chamatz.aka.1df g4 TOP sequence Inval i d ACK nunber moni tor 4
62.219.110.87 |[lIsrael 147.237.77. 216 |dover. i df .i SYN At ack SYN -> SYN-ACK -> Ti nmeout rej ect
195.34.150.18 |Austria 147. 237. 77. 216 |dover . i df . | Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nenitor
Sreanming Engine: TCP Invalid i i ssi
109. 253. 144. 247 | srael 147.237.0.19 |nadimatal .idf.il 9 =9 Invalid segnent retransmssion. |, 4
Ret ransmi ssi on Packet dr opped.
85. 130. 189. 81 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
31.210. 186. 136 |l srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d ACK nunber nonitor |4
2.54.128. 127 | srael 147.237.77. 216 |dover.idf.il SYN Att ack rej ect 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46.19. 86. 43 I srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 229
109. 253.195. 30 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 194
109. 253. 195. 30 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 142
46.19. 86. 43 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Same Response Code (404) B ock 77
109. 253. 144. 247 |1 sr ael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 28
109. 253.195.30 |Israel 147.237.0.19 |nadimatal .idf.i Igg_'\g”g_ f;s_tgg Sane Response Code (403) in Session from Bl ock 25
109. 253. 133. 58 |Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 20
176. 13. 10. 93 I srael 147.237.0.19 |[nadimatal .idf.i|Dstributed Suspicious Response Code B ock 11
95. 108. 132. 178 g;z:;nl on 147.237.77.74 |lawidf .il DO stributed Suspici ous Response Qode B ock 8
109. 253. 144. 247 |1 sr ael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 7
79.179.183.139 [Israel 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 79. 179. 183. 139 B ock 6
176.12.137.92  |Israel 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 4
2.54.159. 12 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 4
80. 246. 136. 176 |Israel 147.237.77. 243|nwbi l e i df i1 [agPorized t‘;‘eggfyim e/l <t chi | dlocument o/ 1362 Bock |3
46. 19. 86. 220 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
109. 253. 214. 60 |l srael 147.237.0.19 |[nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
176.13.18.109 |[lsrael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 3
2.52.172.131 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
46.19. 85. 232 I srael 147.237.0.19 |[nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
95. 86. 125. 63 I srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed Method PCST for wawu aka. i df.il/mai n/ gi yus/ Bl ock 3

Dstributed Paraneter Type Mol ation on
2.54.28. 36 I srael 147.237.76.42 |refuah.idf.il waw ref ua. atal . idf.il/1518-hel ref uah. aspx par anet er B ock 2

ct | 00$Cont ent Pl aceHbl der 1$t xt Last Nane
81.218.116. 129 |[lIsrael 147.237.77.243|mobi l e. i df . i | Paranet er Type M ol ati on Password in nobil e.idf.il/sachar/login B ock
213.57.43.106 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Whaut horized URL Access on nobi | e. i df . i|/sachar/i ndex B ock
204.13.200.200 [United Sates  |147.237. 77. 216 |dover. i df .i | D stri bt oc 1?;;};;;2?%%&??;&” Bock |2
87. 68. 34. 139 I srael 147.237.0.19 |[nadimatal .idf.i|Dstributed Suspicious Response Code B ock
84.108.102. 216 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None
204.13.200. 200 |wited States  [147.237. 77. 216 |dover. i df . i | Distributed thauthorized URL Access on B ock 2

waw i df . i | /1133- 22638- he/ dover . aspx.

80. 246. 137. 100 |[lIsrael 147.237.77.243|nobi l e.i df . i | Ml ti pl e Unaut horized URL Access from 80.246. 137. 100 B ock 2

46. 19, 86. 43 lsrael 147.237.0.19 |madimatal .idf i Parmter Type Vol atl_on ct| 00$Cont ent Pl acetHbl der 15t xt Mbbi I e in B ock 2
nadi matal .idf.il/nobil e/ 1088- he/ ner et z. aspx

46.19.86.173  |Israel 147.237.77.243|nobi | e. i df . j|  |2.Stributed Paraneter Type Mol ation on nobile.idf.il/sachar/login B ock 2

par anet er Passwor d
158.69.52.102 |[Uited Sates [147.237.72.166|aka.idf.il PHP Attenpt B ock 2

65.208. 151. 116 [Lhited Sates |147.237.77.216|dover. i df . il shauthori zed LR, Access Lo wnidf. 11/ shared/clientscriptsfj queryl™ =+ url g op) 1
. . O stributed Unaut hori zed URL Access on
37.26.148.181 |Israel 147.237.76.42 (refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
. . S3. Lhtraceabl e Gnnection - Protocol violation
84.110.110.95 |[Israel 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
184.105. 139. 67 |Lhited Sates [147.237.77.243|nobil e.idf.il Unaut hori zed URL Access to 147.237.77.243/ B ock 1
31.13.109.117 |ireland 147.237.72.166|aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS Attack None 1
. . Distributed Uhaut hori zed URL Access on
46.166. 186. 202 |Netherlands  [147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
] . . O stributed Uhaut hori zed URL Access on
107.178.194.83 |lnited Sates |[147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- hel dover . aspx. Bl ock 1
149. 78. 184. 199 |l srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e SI. Sessi ons: si gal gs DoS Attack None 1
94.159. 144. 247 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
208.67.183.198 |lLnited Sates [147.237.77.170|n@ar achot . i df. il |Dstributed Unhauthorized URL Access on maarachot.idf.il/xnhrpc. php B ock 1
46.19. 85. 74 I srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e SI. Sessi ons: si gal gs DoS Attack None 1
85.64.188.136 | srael 147.237. 72. 166 |aka. i df . i | thaut hori zed LR. Access to Bl ock 1
vwwn aka. i df . i |/ resour ce/ userf ol | ow esour ce/ creat e/
. - Unknown Paraneter _ VI EASTATEENCRYPTED i n
194.90.76.213 |lIsrael 147.237.72. 166 |aka. i df . i | v aka. i df . |/ nai v sachar / nar ki veysachar . aspx None 1
68.180.228.112 [nited Sates |147.237.77.216|dover.idf.il Paranet er Type M ol ati on PageNumin v i df . i|/1384-he/ dover. aspx B ock 1
109. 253. 202. 2291 srael 147.237.72.166|aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
109. 186. 172. 168]I srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e SI. Sessi ons: si gal gs DoS Attack None 1
37.26.146.189 |[Israel 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
176.13.15.6 | srael 147.237.72.166|aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS Attack None 1
65.208. 151. 112 [whited Sates  [147.237. 77. 216 |dover . i df .i | thaut hor i zed LRL Access to Bl ock 1

wan i df . i |/ tenpl at es/ shar ed/ user cont r ol s/ header upper /
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