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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

Signature

Device Action |Count|

37.26.146. 182 | srael 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 5011
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3442
66. 249. 66. 75 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 1566
212.199.112. 144 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 116
84.108. 0. 36 | srael 147.237.0. 19 nadi matal .idf.il|Anonal y-TLS renegotiation-d i dest - r eset 101
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2
71.6.165. 200 Lhited Sates 147.237.76. 38 eeneitav.idf.il|B ock Wdp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Slgnalure

151. 252. 100. 178 [Pal estinian Territory, Qecupied147.237.77.176 |mat pash. i df .i1{14170: HITP. B ank Wser-Agent (descriptor but no string) |Bl ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

|Signature

46.120. 73. 241 147.237.72.166 |l srael aka.idf.il PQLI CY- OTHER TCP packet with urgent flag attenpt 4
87. 68. 156. 213 147.237.72.166 |lsrael aka.idf.il portscan: TCP D stributed Portscan 1
80. 178. 220. 42 147.237.72.166 |lsrael aka.idf.il portscan: TCP D stributed Portscan 1
195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 1
77.125.141.0 147.237.72.166 |lsrael aka.idf.il portscan: TCP D stributed Portscan 1
192.114.23.209  [147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
59. 45. 79. 117 147.237.8.28 Chi na e.mobi le-ks.idf.il |ET SCAN Potential SSH Scan 1
176.13.7. 250 147.237.72.166 |lsrael aka.idf.il portscan: TCP D stributed Portscan 1
46.117.58. 32 147.237.72.166 |lsrael aka.idf.il portscan: TCP D stributed Portscan 1
151. 217. 178. 56 147.237. 72. 167 ishurimaka.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
31.154. 190. 29 147.237.72.166 |lsrael aka.idf.il portscan: TCP Distributed Portscan 1
146. 185. 250. 2 147.237. 8. 27 Russi an Federation [e.nadimatal.idf.il |ET SCAN NVAP -sS w ndow 1024 1
109. 253. 145. 183 [147.237.72.166 |Israel akaidf.il portscan: TCP D stributed Portscan 1
89.248.167.131  [147.237.76.201 |Netherlands e.atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
85. 65. 71. 225 147.237.72.166 |lsrael aka.idf.il portscan: TCP D stributed Portscan 1
79.180. 112. 48 147.237.72.166 |lsrael akaidf.il portscan: TCP D stributed Portscan 1
193. 105. 134. 220 [147.237.76.34  [Sweden yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
59. 45. 79. 117 147. 237. 76. 86 Chi na navy.idf.il ET SCAN Potential SSH Scan 1
185. 32. 179. 84 147.237.72.166 |lIsrael akaidf.il portscan: TCP D stributed Portscan 1
151.217.178.88  |147.237.77.235 sviva.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
37.26.148. 179 147.237.77.216 |[lsrael dover.idf.il portscan: TCP D stributed Portscan 1
146. 185. 250. 2 147.237.8.28 Russi an Federation [e.mobile-ks.idf.il |ET SCAN NMVAP -sS w ndow 1024 1
2.54.184. 47 147.237.77.216 |[Israel dover.idf.il portscan: TCP Distributed Portscan 1
113. 59. 33. 61 147.237.76.31  [China nakchal .i df.il ET SCAN NVAP -sS wi ndow 3072 1
104. 192. 0. 226 147.237.77.234 |lLhited Sates hal ag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

U gent Data Enforcenent

sk36869.

count ry Target Address |Ste Signature
46.147. 121, 111 |SSI N 147.237.77.176 |matpash.icf.il  |dro Frst packet isn't SN dro 50
) ) ) Federation ) o pash. 1dr. P pac P
128. 72. 156. 223 |1SS1 & 147. 237. 77. 176 |nat pash. i df . i | drop First packet isnt SN drop 50
Federati on
41.33.231.90 |Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Russi an sl .
95.25.113.241 | - 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SN drop 20
reamng Engi ne: T i i ssi
46.19.85.191 |Israel 147. 237.77. 243 |mobil e. i f .1 Streamng Engi ne: TCP nvalid segnent retransmssion. Packet drop 18
Inval i d Retransmission dr opped.
46. 120. 5. 59 I srael 147.237.72. 156 |anan. i df . i Bad TCP sequence Invalid AGK nunber aert 15
109. 67. 71. 192 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence SYNretransmt wth different wndowscale [nonitor (12
reamn ine: T i i ssi
37.26.148.162 |Israel 147.237.72. 166 |aka.i df . i Streamng Engi ne: TCP Invalid segment retransmssion. Packet drop 12
Inval i d Retransmssion dr opped.
84.228.12.120 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence SYNretransmt wth different wndowscale [monitor (11
reamng Engi ne: T i i ssi
77.126.21.107 |Israel 147. 237.72. 166 |aka.i df . i Streamng Engi ne: TCP Inval i d segnent retransmssion. Packet dr op 9
Inval i d Retransmission dr opped.
S reamng Engi ne: TCP i i ssi
46.19.85.230 |israel 147.237.0.19  |nadi matal .idf. il mNng Engine: 1 nvalid segnent retransmssion. Packet drop 9
Inval i d Retransmission dr opped.
reamng Engi ne: T i i ssi
46.19.86.23  |Israel 147. 237. 72. 166 |aka.i df . i Streamng Engi ne: TCP Inval i d segnent retransmssion. Packet drop 9
Inval i d Retransmission dr opped.
213.8.204. 46 |Israel 147.237.72. 166 |aka.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 8
2.52.53.73 I srael 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 8
31.210. 186. 149 |l srael 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid ACK nunber noni tor |8
46.19.85.173  |[Israel 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval i d AGK nunber moni tor |8
80. 177. 113. 64 E:'rf;gom 147.237.77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST reject |7
46.19. 85.173 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
213.57.137. 132 |I srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 7
46.19.85.173  |Israel 147.237.76.31 |nakchal .idf.il Bad TCP sequence I'nval i d ACK nunber alert 7
31.154. 166. 27 |[Israel 147.237.72. 166 |aka. i df i SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 7
82.80.29.186 |lsrael 147.237.72. 156 |anan.idf .il drop First packet isn't SYN drop 7
S reaning Engi ne: TCP i
192. 118. 48. 248 [ srael 147.237.72. 167 |i shurimaka. i of . i g =g TCP segnent out of naxi num al | oved drop 7
Segnent Limt Enforcenent [sequence. Packet dropped.
46.19.85.173  |[Israel 147.237.77. 216 |dover. i df . il Bad TCP sequence Inval i d AGK nunber aert 7
82.166. 93. 161 |l srael 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SYN drop 6
46. 19. 85. 83 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber moni tor |6
46. 120. 5. 59 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid AGK nunber aert 6
St reaning Engi ne: TCP i i ssi
79.182.221.26 |Israel 147. 237. 72. 166 |aka. i of . i | mng tngihe. 7 Invalid segnent retransmssion. Packet drop 6
Inval i d Retransmission dr opped.
S reamng Engi ne: TCP i i ssi
2.54.132.69  |Israel 147. 237. 76. 200 |ei tan. aka.i of .| mng tngine- 1 Invalid segnent retransmssion. Packet dr op 6
Inval i d Retransmnission dr opped.
St reaning Engi ne: TCP i i ssi
195. 212. 29. 170 |Eur ope 147. 237. 72. 166 |aka. i of . i | mng tngihe. 7 Invalid segnent retransmssion. Packet drop 6
Inval i d Retransmission dr opped.
S reamng Engi ne: TCP i i ssi
79.176.56.188 |Israel 147. 237. 72. 166 |aka. i f . i1 mng tngine- 1 Invalid segnent retransmssion. Packet dr op 6
Inval i d Retransmnission dr opped.
St reaning Engi ne: TCP i i ssi
213.8.41.69  |Israel 147. 237. 72. 166 |aka. i of . i | mng tngihe. 7 Invalid segnent retransmssion. Packet drop 6
Inval i d Retransmission dr opped.
46.19. 85. 141 | srael 147.237.72. 156 |anan. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
176.13.5.192  [Israel 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber alert
2.54.150. 149 |lIsrael 147. 237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect
S reamng Engi ne: TCP i i ssi
37.26.148.173 |Israel 147. 237. 77. 243 |nubi 1 e. i of . i1 mng tngine- 1 Invalid segnent retransmssion. Packet dr op 6
Inval i d Retransmnission dr opped.
St reaning Engi ne: TCP i i ssi
79.178.31. 245 |Israel 147. 237. 72. 166 |aka. i of . i | mng tngihe. 7 Invalid segnent retransmssion. Packet drop 6
Inval i d Retransmission dr opped.
46. 120. 5. 59 I srael 147.237.72. 166 |aka. i df i Bad TCP sequence noni t or
176.13.5.192  [Israel 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber noni t or
Sreaning Engi ne: TCP i i SSi
176. 13.20. 213 [ srael 147.237.77. 243 |nobil e, i df . i1 mng Ehgine: 1 Invalid segnent retransmssion. Packet drop 6
Inval i d Retransmission dr opped.
46. 19. 85. 83 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid AGK nunber aert
207.46.13.69 |Lhited Sates [147.237.0.15 |kosher-kravi.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or
S reaning Engi ne: TCP TCP segnent with urgent pointer. U gent
46.120.73.241 |lsrael 147.237.72. 166 |aka. i df .il 9 9 data indication was stripped. P ease refer tddrop 5
WU gent Data Enforcenent
sk36869.
212.143.142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
2.54.34. 144 I srael 147.237.72. 166 |aka. i df il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
46.19.85.217  |Israel 147.237.77. 216 [dover.idf . il Bad TCP sequence I'nval i d ACK nunber alert 5
46.19. 86. 13 I srael 147.237.72. 166 |aka. i df i SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
46.19.85.217 |l srael 147.237.77. 216 [dover. i df . il Bad TCP sequence I'nval i d ACK nunber nonitor |5
213.57.129.56 |lsrael 147. 237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
o S reani ng Engi ne: TCP TCP gegqent 'Wth ur ger!t poi nter. U gent
46. 120.73. 241 |l srael 147.237.72. 166 |aka. i df .i | data indication was stripped. Hease refer tdalert 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
37.26.148.179 |lIsrael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 96
84.108. 0. 36 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 93
46.19. 85. 230 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 65
84.108.0.36 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Same Response Code (404) B ock 59
176. 13. 10. 69 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 53
37.26.148.246 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 36
2.54.154. 102 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Too Miny of the Same Response Code (404) B ock 32
176. 13. 10. 69 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 31
2.54.154. 102 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 23
46. 19. 85. 230 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Same Response Code (404) B ock 16
46.19. 85. 191 I srael 147.237.77.243|nobi l e.i df . i | DO stributed Suspici ous Response Qode B ock 10
95.108. 132.178 :32::1”' on 147.237.77.74 [lawidf.il O stributed Suspicious Response Qode B ock 9
Ostributed Paraneter Type Mol ation on
2.54.28. 36 I srael 147.237.76.42 |refuah.idf.il waw ref ua. atal . idf.il/1518-he/ ref uah. aspx par anet er B ock 8
ct | 00$Cont ent P aceHbl der 1$t xt Last Nare
149.78.97.129 |lIsrael 147.237.77.243|nobi l e.i df . i | Mil ti pl e Unaut horized URL Access from 149. 78. 97. 129 B ock 4
80. 246. 136. 234 [Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
185.32.179.69 |Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
213. 8. 204. 68 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
46.19. 85. 91 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
Ostributed Paraneter Type Mol ation on
79.179. 28. 20 I srael 147.237.76.42 |refuah.idf.il wan refua. atal . idf.il/1518-he/ ref uah. aspx par anet er B ock 3
ct | 00$Cont ent A aceHbl der 1$t xt Last Nane
212.199. 130. 50 |l srael 147.237.77. 216 |dover . i df . i | Distributed Uhauthorized URL Access on wawidf.il/error.htm B ock 3
79.177.41.166 I srael 147.237.72. 166 |aka. i df . i | m”;:giif?lt’:‘mﬁf;f;js/té’omol o ot udal A B ock 2
46. 19. 85. 30 | srael 147.237.72.166|aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs DoS Attack None 2
212.143.36.81 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/sip storage/files/8/ B ock 2
84.228.30.224 |[israel 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod PCST for www aka. i df.il/mai n/ sachar/ nmas. aspx B ock 2
176.13.20.213 |Israel 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code B ock 2
176.13. 4. 141 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 2
149.78.97.129  |Israel 147.237.77. 243|nwbi l e idf i1 [agPorized t‘;‘eggfyim e/ <t chi | delocunent o/ 1432 Bock |2
176.13.12. 69 I srael 147.237.72.166|aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock
46.19. 86. 23 I srael 147.237.0.19 |[nadimatal .idf.i|Dstributed Suspicious Response Code B ock
85.17.25.22  [Netherlands  [147.237.77.216dover i df il [0 So UL TR eoess on Bock |1
199.16.156. 125 |Uhited Sates |147.237.77. 216 |dover. i df .i | mult gfolriilzli? pﬁof‘;;;sfsi L o<l 2e220x0) 17765 pg Bl ock 1
2.52.142. 109 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
109. 160. 158. 103|I srael 147.237.72.166|aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS Attack None 1
84.109.178.114 [israel 147.237.72. 166 [aka. i df . i | Uhtraceabl e SI. Sessi ons: si gal gs DoS Attack None 1
185. 3. 146. 241 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
66.249.78.159 |[lsrael 147.237.77.216|dover. i df.i |l Unaut hori zed URL Access to wawidf.il/error. htm Bl ock 1
46.166.137.204 |Netherlands  |147.237.77.216|dover. i df .i | D stri uted lfﬁgfggzgfﬂeﬁﬁc_fpzn Bock |1
37.26.148.253 |lIsrael 147.237.72. 166 [aka. i df . i | Unt raceabl e S Sessi ons: sigal gs oS Atack None 1
82.80.198.164 | srael 147.237.72. 166 |aka. i df . i | ?"rjlotn']%; ggf 'l‘ggc.‘tlrg 4Ha] fwi dth Uhi code Encodi ng on LR/ Faranet er (+) B ock 1
79.181.175. 169 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None
149. 88.183. 7 | srael 147.237.72.166|aka. i df . i | Lhaut hori zed URL Access to waw aka. i df.il/nain/giyus/ ww navy.idf.il B ock
46.19.86.139  |[Israel 147.237.76.42 |refuah.idf.il [0 57 buted haut horized é&aﬁcgispi on Bock |1
89. 138. 98. 45 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs DoS At ack None 1
68.180.228.112 |[hited Sates [147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin waw i df . il/1153- he/ dover . aspx B ock 1
109. 253. 203. 39 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
46. 19. 85. 120 | srael 147.237.72.166|aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
192. 0. 113. 50 Lhited Sates [147.237.72.166|aka.idf .il Untraceabl e S3. Sessions: sigal gs S Attack None 1
37.142.213.32 |[israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
84.95.226.189 |[lsrael 147.237.72. 156 |aman. i df . i | Mil tiple Untraceabl e SSL Sessions from 84. 95. 226. 189 (Qpen Mde) None 1
66. 249. 64. 160 [l srael 147.237.76.31 |nakchal .idf.il ﬁ?&;ggﬁ;é?gﬂ?pﬁcgsjgéﬁi | es/ 1 1641, pcf Bl ock 1
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