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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action |Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3070

46. 19. 85. 73 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 11

66. 249. 78. 254 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 10

109. 66. 174. 29 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 8

80. 246. 133. 47 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
134.147. 203. 115 Ger nany 147.237.76. 148 ggcenter.aka.idf.il|B ock Udp Al _Nets drop 3

134. 147. 203. 115 Ger nany 147.237.76. 148 gocenter.aka.idf.il|B ock Np Al _Net drop 2

107. 150. 98. 125 Lhited Sates 147.237.76. 86 navy.idf.il B ock_Udp Al _Nets dr op 1
23.95.248.111 Lhited Sates 147.237.76. 176 test.ncore.idf.il |Block Np All Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature

Devi ce Action |Oount
194, 88. 154. 138 Pol and 147.237.77. 216 dover.idf.il [5670: HITP. SQ Injection (SELECT) B ock 1
195. 74. 38. 14 Sweden 147.237.77. 74 lawidf.il 5670 HTTP. SQ Injection (SALECT) B ock 1
73.179. 208. 124 Lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ I njection (SALECT) Bl ock 1
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|Top Attackers In |D|

Attacker Address
195.74.38. 14

| Target Address
147.237.77.74

Attacker Gountry
Sweden

lawidf.il

|Signature
A Injection - Select From

195. 34. 150. 18

147.237.77. 216

Austria

dover.idf.il

Tehila - Perl LWP with fake user agent

146. 185. 250. 2

147.237.0.19

Russi an Federation

nadi matal .idf.il

ET SCAN NVAP -sS w ndow 1024

5.29. 165. 29

147.237.77. 216

| srael

dover.idf.il

portscan: TCQP Distributed Portscan
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|Top Attackers In FW |

At acker

ountry Target Address |Ste Signature
212.199. 34. 114 |l srael 147.237.76.42 |refuah.idf.il drop First packet isn't SN drop 111
138.32.12.6 Lhited Sates |147.237. 77. 176 |nat pash. i df .i | drop Frst packet isn't SYN drop 56
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
Sreaning BEngine: TCP Invalid i i ssi
37.26.149.220 |israel 147. 237. 77. 243 |nobi | e. i of . | g =g Invalid segnent retransmssion. |, 27
Ret r ansmi ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
2.54.62. 77 I srael 147.237. 77. 243 |robi | e. i of . | 9 =g Invalid segnent retransmssion. |, 27
Ret r ansmi ssi on Packet dr opped.
Sreaning Bngine: TQP Invalid i i ssi
199.30.24.116 |Wnited Sates |147.237.77. 234 |nal ag.idf . g =g Invalid segnent retransmssion. |, 24
Ret r ansmi ssi on Packet dr opped.
95. 35. 54. 99 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 22
Sreaning BEngine: TQP Invalid i i ssi
176.13.5.244 |Israel 147.237.0.19 |nadimatal .idf.il g =g Invalid segnent retransmssion. | 22
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
176.13. 20. 247 |Israel 147.237.77. 243 |nubi | e.i df .i 9 =g Invalid segnent retransmssion. |, 16
Ret r ansni ssi on Packet dr opped.
23.01.70.94  |United Sates |147.237. 72. 166 |aka i df il Bad TCP sequence SNretransmt wth different monitor |15
w ndow scal e
37.26.149. 146 |l srael 147.237.72. 166 |aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 13
Sreaning Engine: TCP Invalid i i ssi
2.54.50. 71 I'srael 147.237.77. 243 |nobi le.i df .i1 9 =g Invalid segnent retransmssion. o 12
Ret ransm ssi on Packet dropped.
46.19.86.127 |Israel 147.237.77. 216 |dover. i df il SYN Att ack SYN -> SYN-ACK -> RST rej ect 12
Sreanming Engine: TCP Invalid i i ssi
5.28.189.36  |Israel 147. 237. 72. 167 |i shuri maka. i df . i | 9 =g Invalid segnent retransmssion. |, 12
Ret r ansmi ssi on Packet dr opped.
185. 89, 217. 232 147.237.0.34 [tikshuv.idf.il drop First packet isn't SN drop 12
Sreamng Engine: TCP Invalid i i ssi
82. 80. 196. 44 | srael 147.237.72. 167 |i shurimaka.i df .il g _g Inval i d segnent retransnission. drop 12
Ret r ansni ssi on Packet dr opped.
176.13.21.70  |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber nonitor |12
109. 66. 206. 219 |l sr ael 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid ACK nunber noni t or 12
82.80.196.44  |lsrael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |12
46.19.85.137  [lIsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber monitor |11
185. 89, 217. 230 147.237.0.34 [tikshuv.idf.il drop First packet isn't SN drop 10
Sreanming Engine: TCP Invalid i i ssi
87.68.249. 189 |Israel 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. |, 9
Ret r ansmi ssi on Packet dr opped.
95.35.54.99  |Israel 147. 237. 77. 216 |dover. i df .i Bad TCP sequence SINACK retransmt with different loonivor — fo
w ndow scal e
79. 182. 115. 243 |l srael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 9
95. 35. 54. 99 I srael 147. 237.77. 216 |dover.idf .il SYN At ack SYN -> SYN-ACK -> Ti neout rej ect 8
185. 89. 217. 231 147.237.0.34 |tikshuv.idf.il dr op First packet isn't SN drop 8
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 8
31.154.149.77 |israel 147.237.77. 226 |\ chanatz. aka. 1df gy TP sequence Inval i d ACK nunber aert 8
Sreamng Engine: TCP Invalid i i ssi
176.13.9.123  |Israel 147.237.77. 243 |nobi le.i o . i1 9 =g Invalid segnent retransmssion. |, 8
Ret r ansni ssi on Packet dr opped.
31.154.149.77 |israel 147.237.77. 226 || chanatz. aka. 1df gy TP sequence Inval i d ACK nunber monitor |8
s SYN+AXK retransmit with different .
37.26.149.146 |lIsrael 147.237.72. 166 |aka. i dof .i | Bad TCP sequence i ndow scal & monitor |8
81.218.143.30 |lsrael 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SYN drop 8
77.125.13. 144 |l srael 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid ACK nunber nmonitor |8
46.19.85.172 |Israel 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 8
82.80.28.7 | srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval i d sequence nuniber noni t or 8
31.154.149.77 |israel 147.237.77. 226 |\ chamatz.aka. 1df- a4 TOP sequence Invalid sequence nunber moni tor |8
185. 89. 217. 225 147.237.0.34  |tikshuv.idf.il drop First packet isn't SYN drop 8
46.19. 85.187 |[lsrael 147.237.72. 156 |anan.i df . il Bad TCP sequence Inval i d ACK nunber noni t or 7
79.177.155. 178 |l srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 7
82.80.196.44  |lsrael 147.237.72. 167 |i shuri maka. i of . i | Bad TCP sequence Inval i d ACK nunber nonitor |7
147. 235. 185. 74 |l srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 7
46.19.86.130 |Israel 147. 237.72. 156 |anan. i df .i| SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
79.180.62.83 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence S retransmt with different moni tor |7
w ndow scal e
149. 88. 220. 123 |l srael 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid ACK nunber monitor |6
Sreanming Engine: TCP Invalid i i ssi
31.168. 181. 109 |Israel 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Bngine: TQP Invalid i i ssi
109. 65. 150. 144 |I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dropped.
46. 19. 86. 12 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
37.26.149. 146 |l srael 147. 237. 72. 166 |aka.i df . i1 SYN At ack SYN -> SYN-ACK -> Ti neout alert
Sreaming Engine: TCP Invalid i i ssi
79.176. 124. 220 |I srael 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dropped.
5.29.228.182 |[lsrael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |6
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|Top Attackers In V\AF|

A tacker

Devi ce

Count ry Target Address |Site Sgnature Action ‘Count
46. 19. 86. 34 | srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Same Response Code (404) Bl ock 582
46. 19. 86. 34 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 362
149. 88. 69. 169 [l srael 147.237.76.200(ei tan. aka. i df . i | [Dstributed Too Many of the Sane Response Code (404) B ock 181
176.13.5.244  |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) Bl ock 108
176.13.5.244  |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 98
46.19.86.34  [Israel 147.237.0.19 |nadimatal .idf.i 12?1':%_0; 4the Sane Response Code (403) in Session from Bl ock 49
46. 19. 86. 68 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 24
176. 13. 16. 255 [l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 14
2.54.154.102 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 13
37.26.149.220 |[lIsrael 147.237.77.243|nobi l e. i df . i | Distributed Suspici ous Response Code Bl ock 7
46.19.85.118 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 6
2.54.62.77 I srael 147.237.77.243|nobi l e.i df . i | Distributed Suspicious Response Code B ock 5
176. 13. 20. 247 |Israel 147.237.77.243|nobi l e. i df . i | Distributed Suspici ous Response Code Bl ock 4
124. 146. 201. 2 [Japan 147.237.72. 166 [aka. i df . i | Mil tipl e Uhaut hori zed URL Access from 124. 146. 201. 2 B ock 4
2.54.188.198 |Israel 147.237.76.42 |refuah.idf.il Suspi ci ous Response Code B ock 4
176.13.9.123  |Israel 147.237.77.243|nobi l e. i df . i | Distributed Suspici ous Response Code Bl ock 3
46.19.86.220 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.54.50.71 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Gode B ock 3
46.19.85.188 |[Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
204.13. 200. 200 |Lhited Sates  [147.237. 77. 216 |dover . i df . i | Dstri uted 1T§;f;§g;g?ﬂeﬁv’:‘f?;p£” Bl ock 2
109. 253. 134. 27 |l srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
37.26.148.183 |l srael 147.237.77. 243 |nobi 1 e. i df . i | ﬁ;ﬂt eh ci’rd'le‘f?/ lc";egpgrcy‘isem e/l st chi | cdocument s/ 1071 Bl ock 2
5.29.228.182 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None 2
46.19.86.172 |[Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
5.102.216. 136 |Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed LRL Access to vwwn aka. i df .il/sip_storage/files/ B ock 2
80.246.139. 76 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 2
107. 178.194. 87 |Uited Sates  [147.237.77.216|dover. idf i1 |0 o Med 1%’;“2‘;22;?&%\/2‘??2;” B ock 2
176.13.2.53 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None
46.19.85.181 |[Israel 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code Bl ock
5.22.134.41  |israel 147.237.72.166 |aka. i df . i | m“;grii;f?lﬁmﬁf;f;jslt:omml o ot uelal A Bl ock 2
79.181.184.32 |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to wan aka.idf.il/sip storagel/files/2/ Bl ock 2
66.249. 73.137 |Israel 147.237.77. 216 |dover . i df . i | Distributed Unauthorized URL Access on 147.237.77. 216/ B ock 1
37.26.148.169 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DS Attack None 1
46.116. 129. 234 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None 1
5.29.197.140 | srael 147.237.72. 166 |aka. i df . i | \Amm:v“;?gii ;??I%;mhz?rﬁu: locrom act s, aspx B ock 1
87.69.109.90 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
2.54.58. 151 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
80.246.136.8 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
46.19. 86. 34 I srael 147.237.0.19 |[madimatal .idf.i|Too Many 403: Response Code per Session B ock 1
176. 12. 139. 123 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
109. 253. 210. 43 |I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
68.180.230. 244 [Lhited Sates |147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
46. 19. 85. 80 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
23.91.70.94 Lhited Sates [147.237.72.166|aka.idf .il Mil tipl e signatures from23.91.70.94 B ock 1
109. 65. 97. 164 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
62.90.76.185 |lsrael 147.237.72. 166 [aka. i df . i | DOstributed I11egal Bite Qode Character in LR B ock 1
185. 32. 179. 124 |I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
46.19.86.139  |Israel 147.237.76.42 |refuah.idf.il  [057 buted thau horized o ot e B ock 1
2.54.175.204 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None
82.80.198. 164 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
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