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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
167. 114. 156. 16

|Target Address |Site

|Signature |Device Action |Count |
Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3411
134. 147. 203. 115 Ger many 147.237.76. 176 test.ncore.idf.il |Block Wdp All Nets drop 3
212.109. 216. 112 Russi an Federation 147.237.77.178 e. nat pash. i df .il Frk _Under Attack Con Tcp drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

‘ Target Address

Attacker Qountry

Ste

|Signature

213.8.204. 35 147.237. 72. 166 I srael aka.idf il portscan: TCP D stributed Portscan 1
185. 32. 179. 139 147.237.77.216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
151.217.178. 88 147.237.77. 74 lawidf.il ET SCAN Potential VNC Scan 5900- 5920 1
151. 217. 178. 56 147.237.76. 197 e hinush.idf.il ET SCAN NVAP -sS wi ndow 1024 1
151, 217.178. 31 147.237. 8. 28 e. nobi | e-ks.idf.il ET SCAN NVAP -sS wi ndow 1024 1
94.188. 161. 41 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
84.228. 62. 211 147.237.77. 216 | srael dover.idf.il portscan: TCP DO stri buted Portscan 1
2.54.169. 181 147.237.77.216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
220.231. 195. 122 147.237.76. 199 Chi na e.nakchal .idf .il ET SCAN NVAP -sS wi ndow 3072 1
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 1
176.12. 142. 18 147.237.77.216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
151.217.178. 88 147.237.76. 177 ncore.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
151.217.178. 31 147.237.77. 227 e hamaz.idf.il ET SCAN NVAP -sS wi ndow 1024 1
114. 215. 111. 222 147.237.76. 44 Chi na e.refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
91.201. 236. 114 147.237.8.27 krai ne e.madi matal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
46. 19. 85. 146 147.237. 72. 166 I srael aka.idf il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
195. 250. 33. 251 |l srael 147. 237. 72. 166 |aka.i of .i drop SAMrule drop 61
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 34
79.182.56.210 | srael 147.237.76.42 |refuah.idf.il  |Bad TCP sequence \,?:dro?,t\,rsaézngt wth different monitor |26
46.19. 86. 176 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval id ACK nunber noni t or 26
2.52.142.109 I srael 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 24
109. 128. 238. 147|Bel gi um 147.237.77. 216 |dover.idf il Bl ock HTTP Non Conpli ant Failed to handl e connection data  |nonitor 23
2.54.29. 116 I'srael 147, 237, 72. 167 i shurimaka i o [ @M NG Bngine: TP Invalid invalid segnent retransnission drop 21
Ret r ansni ssi on Packet dr opped.
195. 160. 240. 11 |I srael 147.237.76.42 |refuah.idf.il  |Bad TCP sequence \,?:dro?,t\,rsaézngt wth different monitor  [18
46. 19. 85. 95 | srael 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence Inval id ACK nunber noni t or 16
192.118. 22. 242 |l srael 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 15
2.54.181.58 I srael 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 13
46.19.85.177  |israel 147. 237.72. 166 |aka i of . i Streaning Engine: TCP Invalid invalid segnent retransnission drop 12
Ret r ansni ssi on Packet dr opped.
80. 246. 130. 110 i srael 147.237.76.42 |refuah.idf.il  |Bad TCP sequence \,?:dro?,t\,rsaézngt wth different monitor |12
109. 253. 158. 108|l srael 147.237.72. 166 |aka.i of .i Bad TCP sequence I'nval id ACK nunber noni t or 11
46. 19. 85. 27 | srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 11
79.183.131.11 |lsrael 147.237.72. 166 |aka. i df.il drop SAMrul e drop 11
46. 19. 85. 132 | srael 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence Inval id ACK nunber noni t or 11
2.52.142. 109 I srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 10
80. 246. 130. 104 I srael 147.237.76.42 |refuah.idf.il  |Bad TCP sequence mdroiflrsa:asl”gt wth different monitor |10
2.52.142. 109 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid sequence nunber noni t or 10
80. 246. 139. 215 [l srael 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
109. 253. 158. 108|l srael 147. 237. 72. 166 |aka. i df .i Bad TCP sequence I'nval id ACK nunber alert 9
109. 64. 67. 249 |l srael 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
185. 120. 126. 111 147.237.77. 176 |mnetpash.icf.il  [drop SAMrule drop 8
128.127. 107. 123|Net her | ands 147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SN drop 8
2.52.142. 109 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber alert 8
82.80.198. 164 |[lIsrael 147.237.72. 166 |aka.i df . il Bad TCP sequence Inval i d ACK nunber noni t or 7
212.179.21.194 [israel 147.237.76.202|e.halag.idf.il  |Bad TCP sequence mdﬁr:cf;rit Wth different monitor |7
46. 19. 85. 97 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
82.80.198. 164 |[lIsrael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber alert 7
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
46. 19. 85. 187 I 'srael 147.237. 72. 156 [anan. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 7
84.228.188.66 |l srael 147.237.72. 166 |aka.i df . Streaning Engine: TCP Invalid  invalid segnent retransnission drop 6
Ret ransni ssi on Packet dr opped.
146.185.61. 46 |l srael 147. 237.72. 166 |aka i f .11 Streamng Engine: TCP Invalid  invalid segnent retransnission drop 6
Ret r ansmi ssi on Packet dr opped.
46. 19. 85. 233 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber aert 6
31.168.138. 173 |[Israel 147.237.72. 166 |aka.idf.il dr op Frst packet isn't SN drop 6
5.102. 254. 14 I srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 85. 233 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 6
2.54.40. 71 I'srael 147. 237.72. 166 |aka i of . i Streaning Engine: TCP Invalid invalid segnent retransnission drop 6
Ret r ansmi ssi on Packet dr opped.
176.13.5. 92 I srael 147.237.77. 233 |atal i cf i Bad TCP sequence \,?:dr;,t\,rsaézngt wth different monitor |6
176.13.1.175  |Israel 147,237, 77. 243 |mbit e i i1 |2 S NG Bngine: TP Invalid invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
212.199. 185.50 |[lsrael 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 6
46.19. 85. 58 I sr ael 147.237.77. 203 |rwbi e i1y | €AM NG Engine: TCP Invalid  invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
2.52.58.99 I srael 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
2.54.62.50 I srael 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
41.33.232.66 Egypt 147.237.77. 216 |dover.i df il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 5
46. 19. 85. 233 I 'srael 147.237. 77. 216 [dover. i df . il Bad TCP sequence Inval i d ACK nunber alert 5
46. 19. 85. 180 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
46. 19. 85. 233 I srael 147.237.77. 216 |dover . i df . i | Bad TCP sequence Invalid ACK nunber noni t or 5
46. 19. 85. 232 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address [Site Sgnature Acti on ‘Count
2.54.26.39 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 97
82.80.192.100 |[Israel 147.237.72.167|i shurimaka. i df . il Dstributed Too Miny of the Same Response Code (404) B ock 91
176.13.16. 237 |Israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 60
176.12.151. 187 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 56
176.12.151. 187 |[lsrael 147.237.0.19 |nadimatal .idf.il D stributed Too Miny of the Same Response Code (404) B ock 50
80. 246. 139. 151 [Israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 47
176.13.2.193 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 30
41.102.74.200 |Ageria 147.237.76.200|ei tan. aka. i df . i | H’l'\(gydfzgge Same Response (ode (404) in Session from B ock 25
46. 19. 85. 180 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode Bl ock 17
80. 246. 139. 151 |l srael 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 12
2.54.26.39 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 11
82.81.160.245 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode Bl ock 6
193. 108. 195. 249l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to v aka. i df.il/mai n/scripts/css3pie. htc|B ock 4
5.102. 222. 20 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 3
197. 134. 254. 87 |Egypt 147.237.77.216|dover . i df . il D stributed PHP A tenpt Bl ock 3
102.116.55. 253 |Israel 147.237.77. 226 }AM:AI/ chanat z. aka.id mué:;;tzfikﬁdfpffﬁsssi ;_Ost o agel {11 519/ 2475, pg Bl ock 3
128.127.107. 123|Netherl ands ~ [147. 237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 3
197. 134. 254. 87 |Egypt 147.237.77.216|dover. i df . il Unaut hori zed URL Access to www i df.il/xmrpc. php B ock 3
80.246.136.29 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 3
62.219.187.94 [Israel 147.237.77.243|nobi [ e.i df . i | D stributed Whaut hori zed URL Access on nobi | e.idf.il/sachar/index |B ock 3
109. 253.216.8  |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
95. 86. 94. 7 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 95. 86.94. 7 B ock 3
176.13.19. 213  |Israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 3
80. 246. 136. 118 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
62.219.24.52  |israel 147.237.76.42 |refuah.idf.il mafz: o ;y;e. i\'idfo.' ialt /' fglgt;§2$ecfb$;h‘a_rgs'?)xacem' der 1StxtLasthame in fo o 2
213. 8. 204. 40 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None
2.54.40.71 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to waw aka. idf.il/gius B ock

46.19. 86. 35 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock
84.109.64.103  |Israel 147.237.76.42 |refuah.idf.il Paranet er Type Mo ﬁt};’;‘&ﬁ;’(’fﬁ’;‘rggmem derISxtArsthane in g oy |2
176.13. 4. 187 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 2
192. 115. 130. 253l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka. i df.il/val tam B ock 1
109. 186. 119. 137|I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mode None 1
2.52.142. 109 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 1
80. 246. 130. 110 |1 srael 147.237.76.42 |refuah.idf.il oot ated Lt hori zed of v e Bock |1
73.136.215.236 |lLhited Sates [147.237.77.74 |lawidf.il eMai | Hoarding Bl ock 1
176.13.5.92 I srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/1136-he/ atal . aspx  |Bl ock 1
37.26.147.247 |israel 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
85. 250. 237. 212 |[lIsrael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
82.166.77.241 |[Israel 147.237.72. 156 [aman. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
208.184.112. 74 |United Sates [147.237.77. 216 |dover. i df .il w1 L1 1155, 25461 el dover. aue Bock |1
66.249.66. 131 I srael 147.237.76.42 |refuah.idf.il ﬂ?”;;o r;ée‘f’z/lgl ineﬁz/ |t§ngst o cos Bl ock 1
2.54.37.122 I srael 147.237.72. 156 [anan. i df . i | SSL Untraceabl e Connection - Qpen Mde None

80. 246. 136. 188 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None

195. 60. 232. 66 |l srael 147.237.72. 166 |aka. i df . i | m”;‘";iz?f ?ne;;rn/g\é'hgf;ﬁﬁm@a;pz None 1
124.146.201.2 |Japan 147.237.72. 166 |aka. i df . i | Unhaut hori zed LRL Access to aka.idf.il/wp-adnmin/ B ock 1
37.26.149.163 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
101. 100. 0. 41 New Zeal and [147.237.77.216|dover.idf.il Unaut hori zed URL Access to wawi i df . il/894-en/i df gdover. aspx B ock 1
79.182.56.210 [Israel 147.237.76.42 |refuah.idf.i| o ted et rorized éﬁaﬁczz‘;i on Bl ock 1
185. 32. 179. 124 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
176. 13. 4. 248 I srael 147.237.77.243|nobi l e. i df . i | Illegal HITP \ersion Bl ock 1
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