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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3397
0.0.0.0 147.237.77.216 dover.idf.il HITP Page H ood Attack drop 2

186. 46. 221. 70 Ecuador 147.237.76. 42 refuah.idf.il ock Wp Al Nets drop 1

219.78. 116. 122 Hong Kong 147. 237.76. 201 eatal.idf.il Block Udp All Nets drop 1

186. 46. 221. 70 Ecuador 147.237.76. 39 nobi | e.nei tav.idf.il Bl ock_Udp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In ID|

A tacker

Target Address ount ry ‘Ste ‘Slgnature
109. 67. 132. 51 |147.237.77. 216 I srael dover.idf.i|portscan: TCP O stributed Portscan 1
. .. |ET SCAN Behavi oral Unhusual |y fast inbound Tel net Gonnections, Potential
27.220.188. 217 (147.237.77. 74 |China lawidf.il 1
Scan or Brute Force
o |SERVER APACHE Apache nmod_ssl non-SSL connection to SSL port denial of
192.115.67.2  |147.237.72. 166 |l srael aka.idf.il - 1

servi ce attenpt
46.19.85.123  |147.237.72. 166 |I srael akaidf.il |portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
79.183.131.11 |israel 147.237.72. 166 |aka.i df .i | drop SAMrule drop 39
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 34
109. 160. 167. 28 |l srael 147.237. 72. 167 |i shurimaka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 26
109.160. 167. 28 |Israel 147.237.72. 167 |ishwimakaidf.il  |Bad TOP sequence SYNRACK retransmt W th monitor |24
di fferent w ndow scal e
R SYN+ACK retransmt with .
109. 160. 167. 28 |l srael 147. 237. 77. 216 |dover. i df .i | Bad TCP sequence ditferent window scal e monitor |23
109. 160. 167. 28 |l srael 147.237.77. 216 |dover.idf i1 SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 23
2.54.1.232 | srael 147.237.72. 167 |ishuri maka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 21
46. 19. 85. 95 I srael 147.237.72. 167 |i shuri maka. i of . i | Bad TCP sequence Inval i d ACK nunber nonitor |17
r eam n ine: TCP Invali i i ssi
5.102.254.95  |israel 147,237, 72. 167 |i shurimaka icr.i1 | @M NG Engine: TCP Invalid finvalid segnent retransnission drop 15
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
176.13.21.94  [israel 147.237.0.19 |nadimatal .idf.il 9 =9 Invalid segnent retransmssion. g 14
Ret ransni ssi on Packet dr opped.
r eam n ine: TCP Invali i i ssi
82.80.14.189 | srael 147.237.72. 167 |i shurimaka icr.i1 | @M NG Engine: TCP Invalid |imvalid segnent retransmission. | op 12
Ret r ansni ssi on Packet dropped.
195. 160. 240. 11 |Israel 147. 237.72. 167 |ishurimaka.i df .i | Bad TCP sequence Invalid sequence nunber noni t or 9
109. 253. 146. 61 |l srael 147.237.77.233 |atal .idf. il Bad TCP sequence Invalid ACK nunber alert 9
109. 253. 146. 61 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Invalid ACK nunber nonitor |8
46. 19. 86. 143 I srael 147.237.72. 167 |i shuri maka. i of . i | Bad TCP sequence Inval i d ACK nunber nonitor |8
85.130.216.49 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber nonitor |8
192. 0. 81. 57 Wited Sates |147. 237. 77. 176 |nat pash. i df . | drop First packet isn't SN drop 7
212. 235. 103. 203 |l srael 147. 237.72. 166 |aka. i df . i | Bad TCP sequence Invalid sequence nunber noni t or 7
46.121.92.48  |israel 147.237.76.42 |refuah.idf.il Bad TCP sequence SN retransnit with different monitor |6
w ndow scal e
46.19. 85. 96 I srael 147. 237. 77. 226 WI"‘IW chamat z. aka. 1df |\ af t ack SYN -> SYN-ACK -> RST rej ect 6
reamng Engi ne: TCP Invali i i ssi
80.178. 150. 201 |israel 147.237. 72. 166 |aka. i df . i Streaming Engi ne: TCP Inval id invalid segnent retransnission. drop 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TP Invalid i i ssi
46.19.85.109  |Israel 147.237.77. 243 |nobi le. i o . i1 9 =9 Invalid segnent retransmssion. g 6
Ret ransn ssi on Packet dropped.
46.120. 228. 112 [israel 147.237.77. 226 [ " chamatz. aka.idf g TCP sequence Invalid ACK nunber monitor |6
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 6
Sreamng Engine: TCP Invalid i i ssi
79.182.96.179 | srael 147. 237.72. 167 |i shuri maka. i f . i 9 =g Invalid segnent retransmssion. . 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
82. 80. 196. 44 | srael 147.237. 72. 167 |i shurimaka. i df . il g .g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
5.102. 254. 14 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |6
Sreamng Engine: TCP Invalid i i ssi
79.178.60.80 |l srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
62. 0. 200. 166 | srael 147.237.72.166 |aka. i df .il dr op First packet isn't SYN drop
212.199.71.118 |[lsrael 147.237.72. 166 |aka. i df . i | SYN Attack rej ect
2.52.173.234 I srael 147.237.72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
Sreamng Engine: TCP Invalid i i ssi
41.102.74.200 |Ageria 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =9 Invalid segnent retransmssion. g 6
Ret ransni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
82.80.178.39  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
46. 19. 86. 227 I srael 147.237.72. 156 |anan. i df . i | Bad TCP sequence Inval i d ACK nunber nonitor |6
46. 19. 85. 91 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
79.179. 119. 148 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid ACK nunber monitor |5
85.130.216.49 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber alert 5
46. 19. 86. 95 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber monitor |5
109. 128. 238. 147|Bel gi um 147.237.77. 216 |dover. i df i | Bl ock HTTP Non Conpl i ant Failed to hand e connection data [monitor |5
138. 134.102. 16 |Israel 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5
46.121.92.48  |israel 147.237.76.42 |refuah.idf.il Bad TCP sequence SN retransnit with different dert 5
W ndow scal e
195. 34.150. 18  |Austria 147.237.77. 216 |dover. i df .| Bl ock HTTP Non Conpl i ant Failed to handl e connection data [monitor |4
62. 0. 200. 198 | srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 4
91.200.12. 106  |krai ne 147.237.77. 233 |atal .idf.il drop SAMrule drop 4
82. 80. 14. 189 I srael 147.237.72. 167 |i shuri maka.i df .i | Bad TCP sequence Inval i d AGK nunber aert 4
46. 19. 85. 123 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |4
Sreamng Engine: TCP Invalid i i ssi
176.13.15.209 |Israel 147. 237.77. 243 |nobi l e.i df .| 9 =g Invalid segnent retransmssion. o 4
Ret ransni ssi on Packet dr opped.
82. 80. 14. 189 | srael 147.237.72. 167 |ishurimaka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 86. 250 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
212.179. 162. 114/l srael 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |[Site Sgnature Action ‘Count
176.13.11.8 | srael 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 311
2.54.26.39 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 277
46.19. 85. 118 I srael 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 268
2.54.26.39 | srael 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 228
46.19. 85. 118 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 197
176.13.11.8 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 161
46. 19. 85. 118 | srael 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (403) B ock 91
46. 19. 85. 10 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 70
176.13.11.8 I srael 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (403) B ock 63
41.102.74.200 |Ageria 147.237.76. 200 |ei t an. aka. i df . i | E‘l’l'\(gfy?ifzége Sane Response (pde (404) in Session from Bl ock 60
37.26.149.187 [Israel 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 59
2.54.26.39 I srael 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (403) B ock 48
37.26.149.178 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 47
176.13.21. 94 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 46
185. 32.179. 126 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 38
37.26.149.187 |lIsrael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 25
80. 246. 139. 151 |[Israel 147.237.0.19 |nmadimatal .idf.il O stributed Suspicious Response Code B ock 21
79.183.131.11 [Israel 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 79.183.131.11 B ock 13
176.13.3. 86 I sr el 147.237.77. 243 |nobi | e. i df . i | Eﬁa){)?rf ?Lﬁ’?‘fs\;c‘:aﬁicﬂ;nggai?ﬁs;wd n B ock 8
46.19. 85. 49 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 8
80. 246. 139. 151 |l srael 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 6
193. 106. 54. 34 |lIsrael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 6
186. 202. 153. 185|Brazil 147.237.72. 166 [aka. i df . i | Ml ti pl e Unhaut hori zed URL Access from 186. 202. 153. 185 B ock 5
176.13.13.199 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 4
103.106.54.34 |Israel 147.237.77. 243 |nobi | e. i df . i | LAt : cl’r(;fz'f? } Cu;esgrcﬁim oo/ st chi | ddocurent &/ 1071 Bock |4
109. 253. 222. 158|1 sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 4
46.19. 85. 224 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
37.26.146.169 |[Israel 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 3
185. 32. 179. 154 |l srael 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 3
80. 246. 139. 252 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
2.52. 165. 60 I srael 147.237.0.19 |nmadimatal .idf.il O stributed Suspicious Response Code B ock 3
185. 32.179. 160 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 3
213.57.192.19 [ srael 147.237.77. 243 |nobi l e. i df . i | ﬁ;”lt : ?r(;fz‘f? , (L:J:tLesgrcyetzsnptl e/ i st ohi | ddocurent s 1465 Bl ock 3
46.19. 85. 109 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock
79.177.228. 240 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs DoS At ack None
204.13.200. 200 [United Sates |147. 237. 77. 216 |dover . i df . i | Dstri utec 1?;;}2;;25:?&%&?2?‘)2” Bock 2
185. 32. 179. 154 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock

79. 178. 60. 80 | srael 147.237.72. 166 |aka. i df . i | Mil tiple Unaut hori zed URL Access from 79. 178. 60. 80 B ock
37.26.147.215 |[Israel 147.237.77. 216 |dover.idf .i | Unt raceabl e SSL Sessi ons: (pen Mbde None
72.9.148.10  |United States |147. 237.76.86 [navy.idf.il e (1] 904 813 wel navy. asp. ASDX Bock |2
208.184.112. 74 |United Sates [147. 237. 7. 216 |dover . i df . i | Dstri utec 1?;;}2%;;?&%&?2?‘)2” Bock |2
79.181.49.183 |Israel 147.237.76.42 |refuah.idf.il Paraneter Type Mol /ig;&c;('eloro;%’;:.e:st; acetplderlstxt@ntent in g o |2
93.172. 160. 165 |Israel 147.237.77. 176 |nat pash. i df . | m”é:;;ti.fzfl ﬁsipg_‘;fzfa;gm | s/ &/ 4625, | Bl ock 2
37.26.148.214 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None
2.54.177.31 I srael 147.237.72. 166 |aka. i df . i | Uhtraceabl e S Sessi ons: sigal gs oS Atack None
121.54.58.137 |Philippines |147.237.77.216|dover.idf.il \;P;rwa?ztfri IT/yfg&\;_ g'n"/"tdioc\’/r;rc_t;sogfmm ent A acerbl der 15t xt Enai | in Bl ock 1
2.52.173.234  |israel 147.237.72. 166 |aka. i df . i | gsrffg%b\lﬁ_gl‘ HS(\eIsTiiénl_quﬁotocol violation None 1
107.178.194. 83 Uited Sates [147.237. 77. 216 [dover . i df . i | m:id?f’ti?‘; lfﬁgfggg;;?ﬂeﬁﬁc_fpzn Bock |1
185. 104. 157. 252 147.237.77.216|dover. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
176.13.23.231  [Israel 147.237.0.17 g; n|y| kosher-kravi .| Ll:;gli orameer E'f‘cf’?'/ ;.ga;fg f:tega';'ih'; 'n';gi?‘;)sg”m TN INone 1
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