12-27-2015-08:04:06 to 12-27-2015-09:04:06

@
1"PT SwNn ()

oV

www.gov.il

IDF Under Attack

Daily Report

|Top Target s |
2, 000"
1, 500+"
1, 000"
Nunber
a
Attacks
S N & - 5 .
N N 3 (b\b Q’\é R &\.’\6 & 4\6 A\& @\&
& & ol > ¥ SN N N
S & AP I &
& S <
& S
Top Tar get

[Top Attackers |

M dover.idf.il

M nadi matal .idf.il

M aka.idf.il

M i shuri maka.idf.i

Watal.idf.il

M refuah.idf.il

I aman. i df . il

M tikshuv.idf.il
navy.idf.il

M nobi le.idf.il

2, 000

1, 000-
Nunber
(6]
At acks 500+

o Q . (o} NN‘ O
NI N - S P, LS SN N
A e Y e T Y o e
\9 o) @Q‘ @QY R v

Top Attackers

M 167. 114. 156. 16
46. 19. 85. 224

I 37.26.149. 178
176.13.0. 92

Il 109. 253. 194. 161

M 46. 19. 86. 35

I 109. 253. 222. 163

M 176.13.11.8
176. 13. 12. 202

M 109. 64. 160. 93




12-27-2015-08:04:06 to 12-27-2015-09:04:06

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3128
222.186.21. 181 Chi na 147.237. 76. 148 ggcenter.aka.idf.il |IJILMPurple Gon Limt Htp dr op 3

104. 208. 33. 140 Lhited Sates 147.237.72. 156 anan. i df.il Frk _Under Attack Con Tcp drop 2
222.186.21.181 Chi na 147.237.76. 148 gogcenter.aka.idf.il |[JLM Under Attack Con Htp drop 2

62.219. 229. 81 | srael 147.237.72. 167 i shurimaka.idf.il Bl ock_Udp All _Nets drop 2
82.220.91. 76 Sntzerl and 147.237.76. 201 eatal.idf.il JLMPurple Gon Limt Htp drop 1
82.220.91. 76 Sntzerl and 147.237.76. 197 e. hinush.idf.il JLMPurple Gon Limt Htp drop 1

185. 106. 120. 54 147.237. 76. 38 e.eneitav.idf.il Bl ock_Udp All _Nets dr op 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgna1 ure Devi ce Action ‘Count

109. 64. 203. 44 I srael 147.237.77. 216 dover.idf.il Q008: HTTP. Xenu User Agent B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
151. 217. 178. 56 147.237.72. 156 aman. i df il ET SCAN Potential SSH Scan 1
149. 88. 197. 194 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
80. 246. 136. 194 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP DO stributed Portscan 1
70. 119. 164. 7 147.237.77. 216 Lhited Sates dover.idf.il portscan: TCP DO stri buted Portscan 1
1.93.51.221 147.237.0. 35 Chi na akavs. i df .i | ET SCAN Potential SSH Scan 1
193. 201. 227. 7 147.237.8. 14 krai ne e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
176. 12. 148. 104 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
151, 217. 178. 56 147.237.77. 233 atal .idf.il ET SCAN Potential SSH Scan 1
151. 217. 178. 56 147.237.0. 19 nadi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
104. 208. 33. 140 147.237.72. 14 Lhited Sates dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
77.127.144. 111 147.237.72. 166 I srael aka idf.il portscan: TCP O stributed Portscan 1
62. 90. 163. 73 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP DO stributed Portscan 1
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 1
176.13. 11. 105 147.237.72. 166 I srael aka idf.il portscan: TCP O stributed Portscan 1
151, 217. 178. 88 147.237.76. 31 nakchal . i df. il ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

At acker

Ret ransm ssi on

Packet dropped.

count ry Target Address |Ste Signature

41.33.231.90 |Egypt 147.237.77. 216 |dover.i df .i | drop SAMrule drop 34

176.13.12. 202 |[lIsrael 147.237.77. 233 |atal .idf il Bad TCP sequence Invalid AGK nunber aert 21

2.52.56. 246 I srael 147.237.77. 216 |dover.idf il SYN At tack SYN -> SYN-ACK -> RST rej ect 20

176.13.12. 202 |lIsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 20

46.19.85.72 I srael 147.237.72.167 |ishurimaka. i of .i [Bad TCP sequence Invalid ACK nunber noni t or 19
Sreaming Engine: TGP Invalid i i ssi

66.249. 64. 163 |Lnited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segent retransmssion. drop 10
Ret ransnm ssi on Packet dropped.

199.203.215.1 |[Israel 147.237.72. 166 [aka. i f .i | Bad TCP sequence Inval i d ACK nunber noni t or 10

46.19.85.181  [Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or

212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
Sreamng Engine: TCP Invalid i i ssi

2.54.26.95 I srael 147. 237.72. 166 |aka i of . i 9 =g Inval i d segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dr opped.

46.19.85.7 I srael 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect

213.57.137. 117 |I srael 147.237.0.34 |tikshuv.idf.il [SYN Attack SYN -> SYN-ACK -> Ti neout rej ect

. . SYNHAK retransmit with different .

46.19.86.224 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence vi ndow scal @ noni t or 7

212. 235. 98. 139 [l srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Inval i d sequence nunber noni t or

213.57.137. 117 |I srael 147.237.77. 216 |dover.i df il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
Sreaming Engine: TCP Invalid i i ssi

46.19.86.35  |Israel 147.237.0.19 |madimatal .idf.il 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

2.54.25.169  |Israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.

46.19.85.181  [Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert

41.33.232.66  |Egypt 147. 237. 77. 216 |dover . i df . i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or
Sreamng Engine: TP Invalid i i ssi

79. 180. 170. 130 |l sr ael 147. 237, 72. 166 |aka i of . i 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi

77.127.199. 71 |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.

2.54.171.7 I srael 147.237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect

80. 246. 136. 133 |I srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
Sreanming Engine: TCP Invalid i i ssi

109. 66. 24. 163 |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.

46. 19. 85. 95 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
Sreaming Engine: TGP Invalid i i ssi

79.178.15.9  [israel 147.237. 72. 167 |i shuri maka. i of . i 9 =g Invalid segent retransmssion. dr op 6
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi

81. 218. 135. 167 |l srael 147. 237, 72. 166 |aka i of . i 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.

46.19.85.152  [Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 5

167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5

46.120. 115. 54 |l srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Invalid AGK nunber noni t or 5

2.54.145.183 |Israel 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5

46.19.86.145 |Israel 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid AGK nunber noni t or 5

62.219. 160. 93 [l srael 147.237.72. 167 |i shuri maka.i of . i [dr op Frst packet isn't SYN drop 5

94.230. 86. 170 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 5

46.19. 86.253 |Israel 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5

185. 3. 146. 249 |l srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Invalid AGK nunber noni t or 4

46.120. 115. 54 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber alert 4

37.26.149.169 |Israel 147.237.72. 156 |anan. i df .i| SYN Attack SYN -> SYN-ACK -> RST rej ect 4

5.102.254.51 |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber noni t or 4
Sreaming Engine: TGP Invalid i i ssi

66.249. 64. 172 |Wnited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segent retransmssion. drop 4
Ret ransm ssi on Packet dropped.

46.19. 86. 12 I srael 147.237.72. 166 [aka. i f .i | Bad TCP sequence Invalid ACGK nunber noni t or 4
Sreamng Engine: TCP Invalid i i ssi

66.249. 66.39 |Wited Sates |147.237.77.234|halag.idf. il 9 =g nval i d segnent retransmssi on. drop 4
Ret r ansnm ssi on Packet dr opped.

46.19. 86.253 |lsrael 147.237.72. 166 |aka.idf .il SYN At tack SYN -> SYN-ACK -> Ti nmeout aert 4
Sreamng Engine: TCP Invalid i i ssi

157.55.39. 167 |Wited Sates |147.237.76.200 |ei tan aka idf.il 9 =g nval i d segnent retransmssi on. drop 4
Ret r ansn ssi on Packet dr opped.

195. 34.150. 18 |Austria 147.237.77. 216 |dover.i df .il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or

46.19.86.224 |Israel 147.237.72. 166 [aka. i f .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
Sreaming Engine: TCP Invalid i i ssi

79. 182, 143. 143 |I srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

109. 64. 11. 234 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi

2.54.138.229 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

46.19.85.24  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46.19. 85. 224 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 327
46. 19. 85. 224 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (403) Bock |206
37.26.149.178 [Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 182
46. 19. 85. 224 I srael 147.237.0.19 |[nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 148
109. 253. 194. 161l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 100
46.19. 86. 35 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 97
109. 253. 222. 163|I srael 147.237.0.19 |[nadimatal .idf.il|Dstributed Suspicious Response Code B ock 76
176.13.11.8 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bock |74
176.13.0. 92 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 71
109. 64. 160. 93 |l srael 147.237.0.19 |[nadimatal .idf.il|Dstributed Suspicious Response Code B ock 37
37.26.149.178 |[Israel 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) Bock |36
176. 13. 15. 56 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 35

Gooki e Tanpering on cooki e Logi n: Expect ed

S

Jk ko ko kR kb ko kb kot ko ko ko
176.13.0. 92 I sr ael 147.237.0.19 |[nmadi matal .idf.il[****** Cbserved None 30

ok ko ko kR ko kR ko

Jk ko ok kR kR ko ko koo ok kb ok ko ko

:**************************************************************************
109. 253. 194. 161 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Miny of the Sane Response Code (404) Bl ock 14
80. 246. 136. 194 |[Israel 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 12
176.13.12.202 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 11
176.13.13.199 |l srael 147.237.0.19 |[nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 9
176.13.0. 92 I srael 147.237.0.19 |[nadimatal .idf.il|Dstributed Too Miny of the Sane Response Code (404) B ock 8
176.13. 2. 213 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bock [6
212.179. 245. 11 |lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method CPTI ONS for waw aka. i df.il/ Bock |4
176.12. 138. 222 |Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.52.136. 233 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bock |3
176.13.21. 77 I srael 147.237.0.19 |[nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
2.54.26.39 I srael 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
66. 249. 66. 16 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i |Uhaut hori zed LRL Access to waw chi nuch. aka. i df .il/404. htm Bock |2
176.13. 3. 86 I srael 147.237.77.243|nobi l e.idf . il Lhaut hori zed LRL Access to nobil e.idf.il/sachar/index B ock 2
109. 253. 208. 112]I srael 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
80. 246.136.93 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 2
46.19. 86. 19 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
37.26.148.221 |[israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
176.12.144. 4 I srael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code Bock [2
180. 249. 10. 182 |Indonesia  |147.237.77.216|dover.idf.il Dstributed PHP At enpt B ock 2
46.19.86.35  |Israel 147.237.0.19  |madi matal .idf.il[a e e Tf"c’;’\lﬁl 7%&?1/?(')%”;5?;5?;:&' der 1Stxt R rsthane in Bock |2
109. 253. 202. 126 |1 srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
180. 249. 10. 182 |[Indonesia  |147.237.77.216|dover.idf.i | Unaut hori zed URL Access to waw i df.il/index. php Bock |2
213.8.204.19 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
37.26.149.218 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
109. 253. 203. 39 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
195. 154. 146. 225|France 147.237.77.216|dover.idf.il I11egal HITP \ersion HITH B ock 1
46.121.92.242 |israel 147.237.72. 166 |aka. i df . i | mngkv:lﬁr?ﬁ;: nf;;g?:f/tp'angicEzfis;fmhsamar$°t' 17in None |1
2.54.143. 66 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
107.178.194. 79 |11 147.237. 77. 216 |dover . i df . i | b st bt oc 1?;;};;&;;?&%@??:&” Bock |1
79.178.49.149 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
66.249.78.146 |[Israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter anp; doci d i n waw aka.idf.il/rights/asp/info.asp None 1
208. 184. 112,74 [J11€C 147. 237.77. 216 |dover . i df . i | b stri bt oc gsgfgggsg_eﬁeﬁvﬁfzs:p;” Hock |1
46.19. 85. 109 I srael 147.237.77.74 [lawidf.il Abnormal |y Long Request net hod B ock 1
157.85.39. 42 g;tt:: 147.237.77. 176 |nat pash. idf.il vL\:/]\:\lu(t:gg;tl .Zied?‘ Lﬁ] cﬁ?le:;n: 2i strati on/ gover nment / pages/ t anas2. aspx Bl ock !
37.26.148.194 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None
109. 253. 141. 92 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None
46.166.190. 174 |Nether| ands [147. 237. 7. 216 |dover . i df . i | b stri bt oc llfs?;_tgggsg_eﬁeﬁvﬁfzsssp;” Bock |1

12-27-2015-08:04:06 to 12-27-2015-09:04:06



