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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
167. 114. 156. 16

|Target Address |Site

|signature |Device Action |Count |
Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3179
81.218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 255
185. 106. 120. 54 147.237.76. 198 e.yohalan.idf.il |Block Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry |Target Addr ess |Site |Sgnature Device Action |Oount |

216.17.111.245 [Wnited Sates 147.237.77.170 |nmarachot.idf.i| |16634: HITP. Apache HTTP Server nod_status Request B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
123193, 156. 197|147, 237. 76. 30 |Tai van hirsh i df i | ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
218.1.31.135 147. 237. 77. 176 |Chi na nat pash. i df .i | ET SCAN Potential SSH Scan 1
94.102.48.195 |147.237.76. 200 |Net her | ands eitan aka idf.il ET SCAN NMAP -sS wi ndow 1024 1
012 164. 227 36 |147. 237 850 |USSian o tikshuv. idf il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Federation Potential Scan or Brute Force
60.3. 25, 251 147 237 76.30 |chi na i vmsh i df i | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
5. 39. 222. 253 147. 237. 72. 167 |Net her | ands i shuri maka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
167. 114. 156. 16 |147.237. 77. 216 |Canada dover . idf.il portscan: TCP O stributed Portscan 1
151.217.178. 88 |147.237.77.212 e.dover.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
151.217.178. 88 [147.237.8.46 e. chinuch.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
151.217.178.56 |147.237.76.198 e.yohal an.idf.il ET SCAN Potential SSH Scan 1
218.1.31.135 147. 237.77. 212 |Chi na e.dover.idf.il ET SCAN Potential SSH Scan 1
151.217.178. 31 |147.237.76. 176 test.ncore.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
218.1.31.135 147.237.77. 178 |Chi na e. nat pash. i df . i1 ET SCAN Potential SSH Scan 1
94.102.48.195 [147.237.77. 121 |Net her| ands e.navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
218.1.31.135 147.237.77. 61 |China e.cogat.idf.il ET SCAN Potential SSH Scan 1
84.228.11.215 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
207. 241. 237. 166|147.237. 77. 216 |Wited Sates  |dover.idf.il portscan: TCP O stributed Portscan 1
07 293 144. 8 147 237.76. 31 |oni na vekehal idf il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
168. 62. 238. 153 |147.237.77. 243 |Wnited Sates nobi | e.idf.il ET SCAN NMAP -sS wi ndow 1024 1
151.217.178.88 |147.237.77.234 hal ag.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
151. 217.178. 88 |147.237. 76. 202 e halag.idf.il ET SCAN Potential WWNC Scan 5900- 5920 1
151.217.178. 56 |147. 237. 76. 200 eitan aka. idf.il ET SCAN Potential SSH Scan 1
218.1.31.135 147. 237. 77. 226 |Chi na wae chanat z. aka. i df .i | [ET SCAN Potential SSH Scan 1
151.217.178.56 |147.237.76. 177 ncore.idf.il ET SCAN Potential SSH Scan 1
218.1.31.135 147. 237. 77. 205 [Chi na prisha.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
66. 249. 93. 91 Lhited Sates |147.237.77.233|atal .idf.il dr op Frst packet isn't SN drop 55
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 34
81. 218. 241. 26 | srael 147.237.72.166 |aka.idf .il dr op Frst packet isn't SYN drop 20
66. 249. 93. 95 Wited Sates [147.237. 77. 233 |atal .idf.il dr op First packet isn't SN drop 17
192. 116.232.69 |Israel 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 13
46.19. 85. 11 I srael 147.237.77. 226 ['" chamatz. aka. 1df pay TCP sequence I'nvalid ACK nunber monitor |12
Sreaning Engine: TCP Invalid i i ssi
66.249.66.39  |Uited Sates [147.237.77. 234 |hal ag. i df i1 9 =g Invalid segent retransmssion. 12
Ret r ansm ssi on Packet dropped.
46. 19. 85. 95 I sr ael 147. 237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 11
reamn ine: TCP Invali i i ssi
79.180. 101. 141 |Israel 147. 237.72. 166 |aka i df . i | Streaming Engi ne: TCP alid Jivalid segnent retransnission drop 9
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
66.249. 64.169 |Lhited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. g 8
Ret r ansm ssi on Packet dropped.
212.143.142.56 |Israel 147. 237. 77. 216 |dover. i df .i | dr op First packet isn't SN drop 7
Sreanming Engine: TCP Invalid i i ssi
46.19.86.211  |israel 147.237.77. 243 |nubi le.i o . i1 9 =g Invalid segnent retransmssion. g 6
Ret r ansm ssi on Packet dropped.
reamng BEngine: TCP Invali i i ssi
46.19.85.168  |israel 147.237.77. 243 |nobi l e i df .1 Streaning Engine: TCP Invalid |invalid segnent retransnission. | 6
Ret ransnm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.180. 170. 130 |Israel 147.237.72. 166 |aka. i df .i 9 =g Invalid segnent retransmssion. . 6
Ret r ansm ssi on Packet dropped.
41.33.232. 66 Egypt 147. 237.77. 216 |dover.i of .i | Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data |nonitor 6
Sreaning Engine: TCP Invalid i i ssi
212.143. 168. 68 I srael 147. 237. 72. 166 |aka. i o . i 9 =g Invalid segnent retransmssion. | 6
Ret r ansm ssi on Packet dropped.
46. 19. 85. 95 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 6
reamn ine: TCP Invali i i ssi
79.176.176.66 |l srael 147. 237.72. 166 |aka i df . i | Streaming Engi ne: TCP alid Jivalid segnent retransnission drop 6
Ret r ansm ssi on Packet dropped.
46.19.86. 11 I srael 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
46.19. 85. 11 I srael 147.237.77. 226 "‘:’f"’ chamatz. aka. 1 |pad TOP sequence Invalid ACK nunber alert 6
Sreanming Engine: TCP Invalid i i ssi
66.249.78. 146  |United Sates |147. 237. 72. 166 |aka i of il 9 =g Invalid segnent retransmssion. o 6
Ret r ansm ssi on Packet dropped.
46.117.157.128 |[Israel 147.237.72. 166 |aka. i df il Bad TCP sequence Inval i d sequence nunier noni t or 6
46.19. 85. 11 I sr ael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber alert 5
46.19.85. 11 I srael 147. 237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber noni t or 5
2.52.54.139 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval i d AK nunber noni t or 5
Sreaning Engine: TCP Invalid i i ssi
66.249. 64.163 |Uited Qates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. | 4
Ret r ansm ssi on Packet dropped.
2.52.54.139 I srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber alert 4
Sreanming Engine: TQP Invalid i i ssi
66.249.64.172 |Wnited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. g 4
Ret r ansm ssi on Packet dropped.
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data |nonitor 4
reamng BEngine: TCP Invali i i ssi
109. 253. 138. 244/l srael 147.237.77. 243 |nobi le. i f . | Streamng Engi ne: TCP alid Jivalid segnent retransnission drop 4
Ret ransnm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
2.54. 60. 80 I'srael 147.237.72. 166 |aka.i df .i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansm ssi on Packet dropped.
reamng BEngine: TCP Invali i i ssi
2.52.25.194 I srael 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransnissi on. drop 3
Ret ransnm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
46.19.86.47  |israel 147.237.77. 243 |nubi le.i o . i1 9 =g Invalid segnent retransmssion. o 3
Ret r ansm ssi on Packet dropped.
188. 120. 148. 190 sr ael 147.237.77. 226 [} chanatz.aka.1df 1paq TCP sequence Invalid ACK nunber monitor |3
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
176.13.19.245 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Invalid ACK nunber noni t or
Sreanming Engine: TCP Invalid i i ssi
37.26.149.215 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
2.54.186. 26 I srael 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
84.228.11.215 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
79.178.36.221 |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansn ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i ssi
46.19. 86. 28 I srael 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. g 3
Ret r ansm ssi on Packet dropped.
193. 43. 245. 250 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
Sreanming Engine: TCP Invalid i i ssi
66.249.78.160 |Wnited Sates [147. 237. 72. 166 [aka. i df . il 9 =g Invalid segnent retransmssion. g 2
Ret ransnm ssi on Packet dropped.
162.209. 124. 35 |Wited Sates [147.237. 77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data [monitor |2
5.28.131.173 I srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber nonitor |2
101. 222. 160. 157 I ndi a 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
46. 19. 86. 227 I srael 147.237.0.34  [tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber monitor |2
85.64.185.104  |Israel 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
184. 105. 247. 223| Wi ted Sates [147. 237.0. 200 [rau.if i Geo- |1 ocati on enf or cenent Geo-I ocati on i nbound drop 2
enf or cenent
31.210. 186. 149 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |2
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Site Sgnature Acti on ‘Count
176.13.0.92 | srael 147.237.0.19 |nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 107
176.13.0. 92 I srael 147.237.0.19 |madimatal .idf.il|Distributed Too Many of the Sane Response Code (404) B ock 89
176.12. 150. 188 |Israel 147.237.0.19 |madi matal . idf.j|[To0 V&Y of the Sane Response Cbde (404) in Session from Bl ock 72
176. 12. 150. 188
176.12. 150. 188 |l srael 147.237.0.19 |nmadimatal .idf.il|Dstributed Suspici ous Response Code B ock 57
46.19. 85. 24 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 9
37.26.147.241 |israel 147. 237.77. 243 |nobi | e. i df . i | Paraneter Type Mol ation Crrent Passvord in B ock 7
nobi | e. i df . i|/sachar/changepasswor d
176.13.14.158 |[lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 6
176.13.0. 92 | srael 147.237.0.19 |madi matal . idf.j|[To0 V& of the Sane Response Cbde (403) in Session from Bl ock 5
176.13. 0. 92
: ; . Paraneter Type M ol ati on NewPassword in
84.95.57.132 I srael 147.237.77.243|nobi le.idf . il mobi | e. i df . i | / sachar/ changepasswor d Bl ock 4
46.19.85.9 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
212.76.96. 3 I srael 147.237.0.19 |madimatal .idf .|| ameter ype Molation ctl 0oSCont ent M acetbl der 1txtLasthame g o\ 3
in nadimatal .idf.il/1088- he/ neret z. aspx
46.19. 85. 203 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
82.81. 163. 26 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed LRL Access to wan aka.idf.il/sip storagelfiles/8/ B ock 3
62.210. 101. 170 |France 147.237.77.216|dover. i df . il Mil ti pl e Uauthorized URL Access from 62.210.101. 170 B ock 3
176.13.19. 245  |Israel 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
82.81. 163. 26 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthorized URL Access from 82.81. 163. 26 B ock 2
: ; . Uhaut hori zed URL Access to
93.173. 242. 217 I srael 147.237.77. 243 nobi | e. i df . i | nobi | e.i df.il/categorytenpl ates/|istchil ddocunent s/ 1465 Bl ock 2
46.19. 86. 35 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock
2.54.58. 151 | srael 147.237.72.166|aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None
. . - Unhaut hori zed URL Access to
46.19. 86. 127 I srael 147.237.77.243|nobi | e. i df . i | nobi | e, i o . | 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1362 B ock 2
79.116.25.197 |Romani a 147.237.77.216|dover.i df.il Mil tipl e Unauthori zed URL Access from 79.116. 25. 197 B ock 2
176.12. 150. 242 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 2
93.173.242.217 |[israel 147.237.77.243|nobi l e.i df . i | Ml ti pl e Uhaut hori zed LRL Access from 93. 173,242, 217 B ock 2
66.249.78.146 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
. . . D stributed Lhaut hori zed URL Access on
109.163.234.2  |Ronani a 147.237.77. 216 |dover . i df . i | v i df i | / 1133 22461- he/ dover . aspx. Bl ock 1
] . . Unhaut hori zed URL Access to
54.243.53.148 [Wited Sates 147.237.77. 216 (dover. i df . il 147, 237. 77. 216/ 1283- 12386- en/ dover . aspx Bl ock 1
46. 19. 85. 188 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
37.26.147.195 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
185. 37. 12. 100 glcis;ilgéan Territory. 147, 237. 77. 176 |mat pash. i df . il |naut hori zed URL Access to waw cogat. i df . il /894-ar Bl ock 1
’ . - Unhaut hori zed URL Access to
68.180.228. 175 |lhited Sates 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 9330- he/ r ef uah. aspx Bl ock 1
64.19. 78. 243 Lhited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
138.134.192. 10 |Israel 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to vww i df.il/nil net Bl ock 1
46.116.118. 185 |Israel 147.237.72. 166 [aka. i df . i | SSL Whtraceabl e Qonnection - Unknown SSL Sessi on None 1
79.176.198.28 [israel 147.237. 72. 166 |aka. i df . i | 'Ilegal Byte Cde Character in LR /i n/kapatzl/res Bock |1
our ces/ i nages/ i nner page/ goback. gi f
2.52.140. 59 I srael 147.237.77.243|nobi l e.i df . i | O stributed Uhaut hori zed LR. Access on nobi | e. i df.il/sachar/index |Bl ock 1
66.249.78.160 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock
. . D stributed Unhauthori zed URL Access on
109. 201. 154. 138Net her | ands 147.237.77.216|dover . i df . i | Wi i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
58.8.151.82 Thai | and 147.237.77. 216 |dover . i df .i | Enail collector robots 14 B ock 1
203. 133. 169. 171|Korea, Republic of 147.237.72. 156 |aman. i df . i | Lhaut hori zed URL Access to list.ips.gov.il/nodiin/ defaul t.aspx Bl ock 1
68. 180. 229. 239 |lhited Sates 147.237.72. 166 [aka. i df . i | Unhknown Paraneter catid in v aka.idf.il/sites/hone/defaul t.asp |None 1
66. 249. 66. 16 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Uaut hori zed UR. Access to waw chi nuch. aka. i df .i|/404. ht m B ock 1
95. 86. 108. 56 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
46.116.118. 185 |[Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 1
79.177.164.175 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
212.143.103. 197|lI srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to wan aka.idf.il/val tam B ock 1
2.54.31.133 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 1
. . Unhaut hori zed URL Access to
66.249.78.234 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72, 166/ mai 1/ i yus/ gener al . aspx B ock 1
109. 253. 134. 84 |Israel 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None
58. 8. 151. 82 Thai | and 147.237.77.216|dover . i df . il eMii | Hoar di ng B ock
84.94.37.85 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None
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