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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3251
0.0.0.0 147.237.77.216 dover.idf.il HITP Page H ood Attack dr op 8
134.147. 203. 115 Ger nany 147.237.76. 177 ncore.idf.il B ock Np All Net drop 2

185. 106. 120. 54 147. 237. 76. 196 e.svivaidf.il Block Udp All Nets dr op 1

201. 13. 221. 224 Bazil 147.237.76. 147 chi nuch. aka.idf.il Bl ock_ Udp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action




12-27-2015-05:04:02 to 12-27-2015-06:04:02

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
50.204. 188. 142 |[147.237.0.17 |Wiited Sates |mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS w ndow 2048 1
193. 105. 134. 220|147. 237. 76. 202 |Sneden e halag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
49.85.2. 56 147 237 7634 |chi na yohal an.i o1 ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
183. 60. 48. 25 147. 237. 76. 147 |Chi na chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
43.245.183. 201 |[147.237.8.28 |Japan e.nobi | e-ks.idf.il ET SCAN NMAP -sS wi ndow 2048 1
151.217.178.56 |147.237.8.28 e.nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
151.217.178. 31 |147.237.77.235 sviva.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
151.217.178. 31 |147.237. 72. 166 akaidf.il ET SCAN Potential WNC Scan 5900- 5920 1
112 239 3210 |147. 237 77. 19 |chi na | ot forumi df i | ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
94.102.48.195 [147.237.8.50 [Netherlands |e.tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
50. 204. 188. 142 [147.237.0.17 |lhited Sates [mny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 4096 1
50.204.188.142 [147.237.0.17 |Whited Sates |mny-kosher-kravi.idf.il [ET SCAN NVAP -f -sS 1
189 219. 1. 246 |147. 237 72. 14 |hsxi co dover i df i1 (ol d) ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
43.245.183. 201 |[147.237.8.28 |Japan e.nobi | e-ks.idf.il ET SCAN NVAP -sS w ndow 4096 1
151.217.178.56 |147.237.77.178 e. mat pash. i df .i | ET SCAN Potential SSH Scan 1
43.245.183.201 [147.237.8.28 |Japan e.nobi | e-ks.idf.il ET SCAN NVAP -f -sS 1
151.217.178.56 |147.237.0. 200 rdu. i df i | ET SCAN Potential SSH Scan 1
151.217.178. 31 |147.237.77.179 e.nazi.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
151.217.178.31 [147.237.0.16 ny- kosher-kravi .idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
104.192.0. 226 |147. 237, 76. 197 Ui ted Sates le i msh.idh. il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
91.201.236. 114 [147.237. 76. 198 |Wkrai ne e.yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
41.33.231.90 Egypt 147.237. 77. 216 |dover.idf .i | drop SAMrule drop 36
S reamng Engine: TCP i i ssi
2.52.54.170  |Israel 147.237. 76. 200 |ei tan. aka. i df .i mng tngine. 1 Invalid segnent retransmssion. |, 18
Inval id Retransm ssion Packet dropped.
208.54.38.129 [lhited Sates |147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 16
Sreamng Engi ne: TCP i i ssi
109. 253. 140. 73|I srael 147.237.0.19  |nadimatal.idf.il mng tngine. 1 Invalid segnent retransmssion. |, 12
Inval i d Retransm ssion Packet dropped.
S reamng BEngi ne: TCP i i ssi
87.68.241.10  |Israel 147. 237. 72. 166 |aka i of . i | mng tngihe- 1 Invalid segment retransmission. drop 9
Inval i d Retransnissi on Packet dropped.
212.143.142.56 |l srael 147.237.77. 216 |dover.idf .i | drop First packet isn't SW drop
109. 65. 31. 235 |l srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
41.33.232. 66 Egypt 147. 237.77. 216 |dover. i of .i | Bl ock HTTP Non Conpliant |Failed to hand e connection data  |monitor
Sreamng Engi ne: TCP i i ssi
199.30.25.27  |Wited Sates |147.237. 76. 200 [ei tan. aka i df i | mng tngine. 1 Invalid segnent retransmssion. |, 4
Inval id Retransm ssion Packet dropped.
195.34.150.18 |Austria 147.237.77. 216 |dover.idf. | Bl ock HTTP Non Conpliant |Failed to handle connection data  [nonitor (4
S reaming Engi ne: TCP i i ssi
79.181.126.60 |lsrael 147. 237. 72. 166 |aka i of . i | mng Ehgine: 7 Invalid segnent retransmssion. drop 3
Inval id Retransm ssion Packet dropped.
S reamng Engi ne: TCP i i ssi
109. 253. 140. 73 | srael 147.237.77. 243 |robi L e. i f . | mng Engine. 1 Invalid segnent retransnission. drop 2
Inval i d Retransm ssi on Packet dr opped.
89.138.69.12 [ srael 147.237.77. 233 |atal i df i Bad TCP sequence SNretransmt with different alert 2
w ndow scal e
o SN retransmit wth different .
89. 138. 69. 12 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence vi ndow scal e monitor |2
61. 135. 190. 200 [Chi na 147.237.0.200 |ndu.idf.il Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent |drop 2
162.209. 124.35 |Wited Sates [147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpliant |Failed to handle connection data  [nonitor |1
84.228.222.11 |lsrael 147.237.72.166 |aka i df .i | Bad TCP sequence Invalid ACK nunber alert 1
213.57.137.57 |lIsrael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
184. 105. 247. 204|Wnited Sates [147.237.76.44 |e.refuah.idf.il Geo-l ocation enforcenment [Geo-location inbound enf orcenent |drop 1
74.82.47.24 Lhited Sates |147.237.0.17 ][“I"Iy kosher-kravi. d o\ At t ack SYN -> SYN-ACK -> RST rej ect 1
184.105.139.83 |Lhited Sates [147.237.77.227 |e. hanaz.idf.il Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent |drop
84.228.222.11 |lsrael 147.237.72.166 |aka i df .i | Bad TCP sequence Invalid ACK nunber noni t or
213.57.137.57 |Israel 147.237.72. 166 |aka. i of .| Bad TCP sequence SINAK retransmt with different | oo |1
W ndow scal e
184. 105. 247. 232|Wited Sates [147.237. 76. 147 |chi nuch. aka. i of . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.48 Lhited Sates |147.237.77.61 |e.cogat.idf.il Geo- | ocati on enf or cenent Geo-| ocati on i nbound enf or cenent |[dr op 1
5.102.254. 111 |lIsrael 147.237.72. 166 |aka.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 1
184.105.139. 95 [lhited Sates [147.237.72.217|e.idf.il Geo-l ocation enforcement [Geo-location inbound enf orcenent |drop 1
46. 19. 86. 228 I srael 147.237.77. 216 |dover. i df .| Bad TCP sequence Invalid ACK nunber alert 1
216.218. 206. 100|Lhited Sates [147.237.76.42 [refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 252|Lhited Sates [147.237.76. 148 |gqcenter.aka.idf.il drop drop 1
Russi an R " 'Referer' header |ength exceeded .
77.37.223.40 Feder at i on 147.237.72. 166 |aka. i df .i| HITP Fornat S zes maxi um al | oved | engt h noni t or 1
37.187.114. 171 |France 147.237.0.17 ;nlnly kosher-kravi.Td e\ At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
184.105. 139. 116|United Sates [147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46.19. 86. 228 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
Russi an e
188. 143. 232. 19 erati on 147.237. 77. 176 |nat pash. i df . i | drop SAMrule drop 1
146. 185. 239. 102 RJSIS:;ni on 147.237.8.24 |e.lifestyle.idf.il Geo- | ocati on enf or cenment Geo-| ocati on i nbound enf or cenent |[dr op 1
37.187.114.171 |France 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
213.57.137.57 |[lIsrael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN - > SYN-ACK -> Ti meout alert
184. 105. 247. 204|Uhited Sates |147.237.8.27 |e.nadimatal .idf.il Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent |drop
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|Top Attackers In V\AF|

At acker

Devi ce

ountry ‘Target Address |Site Sgnature Acti on ‘Count
109. 253. 140. 73 [l srael 147.237.0.19 |madimatal .idf.il|DOstributed Suspicious Response Code Bl ock 38
46.19.85.200 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 6
) . . DO stributed Whaut hori zed URL Access on
107.178.194. 79 [Wited Sates (147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- hel dover . aspx. B ock 2
) . . O stributed Whaut horized URL Access on
107.178.194. 83 |Lhited Sates |147.237.77.216 [dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 2
157.55.39. 250 |[thited Sates [147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 1
68.199. 177. 120 |Uhited Sates [147.237.72.166|aka.idf.il Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
46.117. 164. 122 (I srael 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
) . . O stributed Waut horized URL Access on
204.13.200. 200 |Lhited States [147.237.77.216 |dover. i df .| v i dff . i |/ 1133- 22638- he/ dover . aspx. B ock 1
68.180.228. 112 |lhited Sates [147.237.77.216|dover.idf.il Lhaut hori zed URL Access to wwu i df.il/kesher B ock 1
2.54.22.29 I srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock
157.55.39. 250 |United Sates |147.237.77.216|dover. i df il Wnauthori zed UL Access to . Bl ock 1
wan i dfLi | /i ncl ude/ renew r _top | ogi n_nenber frane. asp
85. 65. 25. 95 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
66.249.66. 16 |l srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to wwu chi nuch. aka. i df.il/404. htm B ock 1
207.46.13.148 |Uhited Sates |147.237.77.216|dover.idf.il Mil ti pl e Unaut horized URL Access from 207.46. 13. 148 Bl ock 1
68.180. 228. 175 [Lnited Sates [147.237.76.42 [refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 994- 8915- he/ r ef uah. aspx  |B ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
5.102.254. 111 [l srael 147.237.72.166 |aka. i df . i | vown aka. i df . |/ nai v sachar / nar ki veysachar . aspx None 1
178. 255. 215. 87 |France 147.237.77.216|dover . i df . i | Mil tipl e Uaut hori zed URL Access from 178. 255. 215. 87 B ock
87.68.241.10 |Israel 147.237.72. 166 [aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
66.249.78.173 |l srael 147.237.77. 216 |dover.idf.il D stributed Uhaut hori zed LRL Access on waw idf.il/error. htm Bl ock 1
) . . O stributed Whaut horized URL Access on
208.184.112. 74 |Wnited States |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
109. 65. 31. 235 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
68. 180. 229. 173 |Uhited Sates [147.237.72.166|aka.idf.il Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
40.77.167.8 Lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to ww i df . i |/ shar edwebr esour ces. axd B ock 1
Unaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77.216|dover. i df . i | www. i df . i1/1283-18567-en/ mmmmmmE425cca0dnmmmmmm 425cca0 |B ock 1
d
. . D stributed Uhauthorized URL Access on
89.138.69.12 |Israel 147.237.77.233(atal .idf.il 147, 237.77. 233/ 1134- hel at al . aspx B ock 1
. - Unaut hori zed URL Access to
66.249. 78. 234 [l srael 147.237.72.166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or urd asp/ showf or um asp B ock 1
) . . D stributed Uhauthorized URL Access on
208.184.112.74 |Uhited States [147.237.77.216 |dover.idf.i| v i dff i |/ 1133- 22638- he/ dover . aspx. B ock 1
68.180. 230. 167 [Lited Sates |[147.237.76.31 |nakchal .idf.il Paraneter Type M ol ati on PageNumin nakhal .idf.il/1111- he/ nakhal . aspx  |B ock 1
) . . O stributed Whaut hori zed URL Access on
204.13.200. 200 |Lhited States [147.237.77.216 |dover. i df .| v i dff i |/ 1133- 22461- hel dover . aspx. B ock 1
. . . Unaut hori zed URL Access to
101.65.45. 94 China 147.237.77. 216 [dover . i df . i | waw i df . i | /1520- en/ dover . aspx/ rk=0/ r s=u_| e2kf j p. ohdnggs. opzd9ze. o- Bl ock !
66.249. 78. 246 |l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ mai n/ sachar/tfasi maspx  [B ock 1
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