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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DOS- Tool - Swi t chbl adG dest - r eset 3132

66. 249. 64. 153 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn dr op 113
0.0.0.0 147.237.77. 216 dover.idf.il |HITP Page H ood Attack drop 2
27.9.197. 152 Chi na 147.237.72. 156 anan.idf.il Frk _Under Attack Con Tcp drop 2

182. 33. 21. 93 Chi na 147.237.76. 30 hinush.idf.il [Bl ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
82.117.208. 243 |147.237.76.176 test.ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
193. 105. 134. 220|147. 237. 72. 156 |Sweden aman. i df . il ET SCAN NMAP -sS wi ndow 1024 1
66.249.78.158 |147.237.72.166 |Lhited Sates |akaidf.il SERVER APAO_E Apac.he mod_ssl - non-SS. connection to SS. 1
port denial of service attenpt
185. 106. 94. 126 |147.237.76. 42 refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
5. 39. 222. 253 147.237.0.17 [Netherlands  |mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
151.217.178.56 |147.237.77.235 svivaidf.il ET SCAN Potential SSH Scan 1
151.217.178.56 |147.237. 76. 197 e. hi nush. i df .i | ET SCAN Potential SSH Scan 1
151.217. 178. 56 |147.237. 76. 38 e.eneitav.idf.il ET SCAN Potential SSH Scan 1
151.217.178.56 |147.237.8.24 elifestyleidf.il ET SCAN Potential SSH Scan 1
196.47.173.21 |147.237.8.50 |Qte Dlvoire [e tikshuv.idf.il ET SCAN NVAP -sS w ndow 4096 1
151.217.178. 31 |147.237.77. 170 naar achot . i df . i ET SCAN Potential VWNC Scan 5900- 5920 1
94.102.48.195 |[147.237.77.226|Netherlands  |[wwv chamatz. aka.idf.il |ET SCAN NVAP -sS w ndow 1024 1
193. 105. 134. 220|147. 237. 76. 44 |Sweden e.refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
81.101. 206. 244 |147.237.76.176 E?ir:;gom test.ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
187 161 154. 1931147 237 72. 14 v co dover i df.i1(0ld) ET SCN\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
58.177.54.169 |[147.237.8.28 |Hong Kong e.nobi | e-ks.idf.il ET SCAN Behavi oral Lhusually fast inbound Telnet Connections, 1
Potential Scan or Brute Force
169. 55. 120. 153 [147.237.0.35 |Netherlands |akavs.idf.il ET SCAN NVAP -sS w ndow 4096 1
151.217.178.56 |147.237. 76. 200 eitan. aka.idf.il ET SCAN Potential SSH Scan 1
151.217.178. 56 |147.237. 76. 147 chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
151.217.178.56 |147.237.72. 166 aka.idf.il ET SCAN Potential SSH Scan 1
151.217.178.56 [147.237.8.14 e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
196.47.173.21 |147.237.8.50 |Qte Dlvoire |e tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
116, 76. 34. 27 147 237 0.19 | na vadimatal idf il ET SCN\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
193.201.227.7 |147.237. 77. 216 |kr ai ne dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
41.33.231.90 Egypt 147.237. 77. 216 |dover.idf .i | drop SAMrule drop 30
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 7
Sreaning Engi ne: TCP i i ssi
109. 67. 180. 240 |Israel 147.237.72. 166 |aka. i df .| mng thgi e Invalid segnent retransmssion. | . 6
Inval i d Retransnission Packet dropped.
S reanm ng Engi ne: TCP i i ssi
109. 65. 122. 116 |l srael 147. 237. 72. 166 |aka. i of . i mng tngine: 1 Invalid segnent retransmssion. |, 6
Inval i d Retransnission Packet dropped.
41.33.232.66  |Egypt 147. 237. 77. 216 |dover . i df . Bl ock HTTP Non Conpl i ant z:’t;ed tohandle comnection | o s
Sreaning Engi ne: TCP i i ssi
109.30.24.232 |wited Sates 147.237. 76. 200 |ei tan. aka.i of . i mng tngine. Invalid segnent retransmssion. fq ., 4
Inval i d Ret ransmission Packet dropped.
195.34.150.18 |Austria 147. 237. 77. 216 |dover. i df . Bl ock HTTP Non Conpl i ant SZJILEd to handie connection o por 4
91.200.12. 106 |kraine 147.237. 77. 170 |n@ar achot . i df . i | dr op SAMrul e drop 4
5.175.193.232 |Ger many 147. 237. 77. 216 |dover . i df . Bl ock HTTP Non Conpl i ant 52’1!:‘1 tohandle comnection | i |3
99. 226. 151. 219 |Canada 147.237.77. 216 |dover.idf .il SYN At tack SYN -> SYN-ACK -> RST rej ect
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
162.209.124.35 |UWnited Sates 147. 237. 77. 216 |dover. i df . i Bl ock HTTP Non Conpl i ant z:’t;ed to handie comnection oo por 2
184. 105. 139. 100|Uhited Sates 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
61. 135. 190. 200 [Chi na 147.237.0.33  |idf.il drop drop
198. 20. 69. 74 Lhited Sates 147.237.0.34 [tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout [reject
94.102.48.195  |Nether! ands 147. 237. 77. 226 WI"}‘"’ chamat z. aka. Tdf |oyN At t ack SYN -> SYN-ACK -> Timeout [reject 1
216.218.206. 70 |Lnited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 139. 110|Uhited Sates 147.237.77.235|sviva.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
109. 201. 152. 243 |Net her | ands 147. 237.77. 216 |dover.idf .il Orectory Traversal directory traversal overflow |[nonitor |1
77.247.181. 162 |Netherlands 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow |nonitor 1
176. 67. 122. 198 (F;ajcis;i';'ja” Territony s 47 237, 77. 170 |nmarachot . i of . | SYN At t ack SYN -> SYN-ACK -> Ti meout |reject 1
94, 242. 250. 117 |Luxenbour g 147.237.77. 216 |dover.idf.il Orectory Traversal directory traversal overflow noni t or
37.187.129. 166 |Fance 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow  [nonitor 1
216.218. 206. 76 |Wnited Sates 147.237.76. 201 |e.atal .idf . il Geo- | ocat i on enf or cenent Sﬁ?olrg‘;i'nfn I nbound drop 1
184. 105. 247. 231 |Wnited Sates 147.237. 76. 197 |e. hinush. i df . | Geo- | ocati on enf or cenent Sﬁ?o'rggi:ﬁn I nbound drop 1
146. 185. 239. 102|Russi an Federation |147.237.8.28 |e.nobile-ks.idf.il  |Geo-1ocati on enf or cement g}efo'rg‘e:i;f” I nbound drop 1
81.7.16.13 Ger nany 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> Tineout |reject 1
208.115.113.84 |lhited Sates 147.237.77.74 |lawidf.il drop SAMrule drop 1
184.105. 139. 86 |United Sates 147. 237. 72. 167 |i shuri maka. i of . i | SYN At tack SYN -> SYN-ACK -> RST rej ect 1
216.218.206.88 |Lnited Sates 147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
187.74.78. 33 Bazil 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
81.101. 206. 244 |Wnited Ki ngdom 147.237.76. 176 |test. ncore.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
209. 159. 138. 19 |lhited Sates 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow |nonitor 1
184.105. 139. 88 [Lhited Sates 147.237.8.27 |eradimatal.idf.il |Geo- 1l ocation enf or cenent igo'rggi'mon I nbound dr op 1
216.218. 206. 102|Wnited Sates 147.237.77.19 |lawforumidf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

At acker

Devi ce

ount ry ‘Target Address |Site Sgnature Acti on ‘Count
46.19. 86. 19 | srael 147.237.0.19 |nadimatal .idf.i| |[DOstributed Suspicious Response Gode B ock 3
146. 185. 234. 48 ?éj;::’ion 147.237.0.34 [tikshuv.idf.il Ml tipl e Unaut hori zed URL Access from 146. 185. 234. 48 B ock 2
2.54.22.92 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None
158. 69. 52. 102 |Lhited Sates 147.237.77.216|dover. i df .i | Dstributed PHP Attenpt B ock
. . URL is Above Root Drectory
94. 242, 250. 117 |Luxenbour g 147.237.77.216|dover.i df .i | ww i df.il/../shared/clientscripts/jouery/jouery-1.4.2.mn.js B ock 1
66.249.73.192 |Israel 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to waw idf.il/error. htm Bl ock 1
61.135.190. 69 |Chi na 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to 147.237. 0. 34/ styl el shared/ reset . css B ock 1
207.46.13.148 |whited Sates [147.237.77.216|dover.idf.il Mil tipl e Unaut hori zed URL Access from 207. 46. 13. 148 B ock 1
68. 180. 229. 239 |Lhited Sates  [147.237.72. 166 |aka. i df.il Unhaut hori zed URL Access to wwu aka. i df.il/main/rabanut/61998 Bl ock 1
61. 135. 190. 198 |Chi na 147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to 147.237.0. 34/ styl ef shar ed/ dat epi cker. css |B ock 1
176. 12. 141. 211 [l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: si gal gs oS Attack None 1
! . . D stributed Uhauthorized URL Access on
107.178.194. 83 |Lhited Sates  [147.237.77.216 [dover.idf.il v i dff i | / 1133 22638- hel dover . aspx. Bl ock 1
. . Unaut hori zed URL Access to
66.249.78.97 |lIsrael 147.237.72. 166 |aka. i df . i | 147.237. 72. 166/ i znoret / gal | ery/ showpi ct ur e. asp Bl ock 1
61.135.190.71 |Cnina 147.237.0.19 |nadi matal .idf.il [Uhauthorized URL Access to 147.237.0. 19/ Bl ock 1
) - . Unaut hori zed URL Access to
207.46.13.148 |lhited Sates |147.237.77.216|dover.idf.il Wi df i1 /i ncl udel renew copyri ght frane. asp Bl ock 1
Russi an Unaut hori zed URL Access to
146.185.234.48 | o 147.237.0.34 |tikshuv.idf.il tikshuv.idf.il/tenpl ates/ news/ nevs. i n. aspx/t enpl at es/ sendt of ri end/ sen |B ock 1
dt of ri end. aspx
68.180.230.29 |United Sates [147.237.77.176|matpash.idf.il |2 amter Type Violation PageNimin Bl ock 1
W cogat . i df . i |/ 1927- he/ cogat . aspx
61. 135. 190. 200 |Chi na 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to 147.237. 0. 34/ styl e/ shar ed/ 960. css B ock 1
176.13.14.60 |Israel 147.237.72.166 |aka. i df . i | Distributed thadthorized Method for Known LR. on Bl ock 1
wwy aka. i df . i |/ nai n/ gi yus/
. - . DO stributed Uhaut hori zed URL Access on
107.178.194. 87 |Lhited Sates  |147.237.77.216|dover.idf.il v i dff . i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
. . S Uhtraceabl e Gonnection - Protocol violation
66.249. 78. 158 |l srael 147.237.72. 166 |aka. i df . i | (SSL CONN LI ENT HELLO) None 1
208.115.113. 82 |Lhited Sates |147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to tikshuv.idf.il/sitel unsel ecat bl e. aspx B ock
61.135.190.71 |China 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to 147.237.0. 34/ styl e/ shared/ t ext . css B ock
68.180.230.29 |United Sates [147.237.77.176 |matpash.idf.il |2 ameter Type Molation PageNimin Bl ock 1
ww cogat . i df . i1/901-ar/ cogat . aspx
66. 249. 66. 153 |l srael 147.237.76.200|ei tan. aka. i df.il |Miltiple Unauthorized URL Access from 66.249. 66. 153 B ock 1
. . DO stributed Uhauthorized URL Access on
46. 166. 190. 156 [Net her | ands 147.237.77. 216 |dover . i df . i | v i dff i |/ 1133- 22461- he/ dover . aspx. B ock 1
198.20.69.74 |lhited Sates [147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to 147.237.0. 34/ robots. t xt B ock 1
113. 210. 11. 180 |Mil aysi a 147.237.77. 216 |dover.idf . il Mil tiple Untraceabl e SSL Sessions from113.210.11. 180 ((pen Mbde)  |None
66. 249. 78. 234 |l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ nai n/ gi yus/ gener al . aspx |Bl ock
. - . DO stributed Uhaut hori zed URL Access on
208.184.112. 74 |lhited Sates  |147.237.77.216|dover.idf.i | v i dff i |/ 1133- 22461- hel dover . aspx. Bl ock 1
61.135.190.72 |China 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to 147.237.0. 34/ styl e/ 1. he/ | angst yl e. css B ock 1
158. 69. 52. 102 |Lhited Sates 147.237.77.216|dover. i df .i | Mil tipl e Whaut hori zed URL Access from 158. 69. 52. 102 B ock 1
79.177.99.89 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: sigal gs oS Attack None 1
66. 249. 66. 153 |l srael 147.237.76.200|ei tan. aka. i df.i| |uhauthorized URL Access to vww eitan. aka. i df . i1/ header upper/ B ock 1
61.135.190. 69 [Chi na 147.237.0. 15 kosher -kravi . i df . i|aut hori zed URL Access to 147.237.0. 15/ B ock 1
207.46.13.134 |[thited Sates [147.237.76.31 [nakchal .idf.il Uhaut hori zed URL Access to nakhal .idf.il/css/ing joobl e ol d.svg B ock 1
113. 210. 11. 180 |Mil aysi a 147.237.77. 216 |dover . i df .i | SSL Untraceabl e Gonnection - Cpen Mde None 1
68.180.229. 173 [Lhited Sates [147.237.72.166|aka.idf.il Lhtraceabl e SSL Sessions: sigal gs DoS Attack None 1
61. 135. 190. 197 |(hi na 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to 147.237.0. 34/ styl e/ shared/ | ayout dev. css  |Bl ock 1
158. 69.52. 102 |Lhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wwidf.il/wp-1ogin. php B ock 1
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