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|Top Attackers | n DDoS- Def ence |

Attacker Address
167. 114. 156. 16

|Attacker Country

|Target Address

|Site

|Signature |Device Action  |Count |
Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - reset 3250
77.247.178. 132 Net her | ands 147.237.76. 42 refuah.idf.il |B ock Np Al Net drop 1
107. 150. 98. 129 Lhited Sates 147.237.76. 177 ncore.idf.il Bl ock Udp Al Nets dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |Sgna1ure Devi ce Action |Oount |

88.234.40. 8 Tur key 147.237.77.216 |dover.idf.il|@25: HITP. access to adninistrator/index. php -> Quarantine B ock 2
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
59. 45. 79. 117 147. 237. 77. 243 |Chi na nobi | e.idf.il ET SCAN Potential SSH Scan 1
199. 191. 56. 188 |147.237.0.200 [lLnited Sates |mdu.idf.il ET SCAN NVAP -f -sS 1
59. 45, 79. 117 147. 237. 77. 227 |Chi na e. hanaz.idf.il ET SCAN Potential SSH Scan 1
199. 191. 56. 187 [147.237.8.45 |Whited Sates |e.eitan.idf.il ET SCAN NVAP -sS wi ndow 1024 1
59. 45, 79. 117 147. 237. 76. 200 [Chi na eitan.akaidf.il |ET SCAN Potential SSH Scan 1
196.47.173.21 |147.237.8.28 |Gte DIvoire |e.nobile-ks.idf.il|[ET SCAN NMVAP -sS w ndow 1024 1
59. 45. 79. 117 147. 237. 76. 197 |Chi na ehinush.idf.il |ET SCAN Potential SSH Scan 1
59. 45, 79. 117 147.237.8.50 [China e.tikshuv.idf.il |ET SCAN Potential SSH Scan 1
187 160. 116. 2201147 237 77 74 |vexi co Lawid il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Connecti ons, 1
Potential Scan or Brute Force
131.109. 15. 15 |147.237.76. 196 |Lhited Sates |e.sviva.idf.il ET SCAN NVAP -sS w ndow 3072 1
94.102.48.195 |[147.237.8.14 |[Netherlands eorchot.idf.il |ET SCAN NVAP -sS w ndow 1024 1
82.117. 208. 243 |147.237.76.198 e.yohalan.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
199. 191. 56. 188 |147.237.0.200 |lhited Sates [mu.idf.il ET SCAN NVAP -sS w ndow 2048 1
59. 45. 79. 117 147. 237.77. 233 |Chi na atal.idf.il ET SCAN Potential SSH Scan 1
199. 191. 56. 187 [147.237.8.45 |Whited Sates e eitan.idf.il ET SCAN NMVAP -sS wi ndow 4096 1
59. 45. 79. 117 147. 237. 77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
196.47.173.21 |147.237.8.28 |Qte DIvoire |e.nobile-ks.idf.il|[ET SCAN NMAP -sS w ndow 2048 1
59. 45. 79. 117 147. 237. 76. 199 [Chi na e.nakchal .idf.il |ET SCAN Potential SSH Scan 1
196.47.173.21 (147.237.8.28 |te Dlvoire |e.nobile-ks.idf.il|ET SCAN NVAP -f -sS 1
59. 45. 79. 117 147.237.72.14 |China dover.idf.il(old) |ET SCAN Potential SSH Scan 1
187 160. 116. 2201147 237. 77 234 | co el ag, i df i ET SC‘AN Behavi oral Lhusual |y fast inbound Tel net Connecti ons, 1
Potential Scan or Brute Force
59. 45, 79. 117 147.237.8.46 |[China e.chinuch.idf.il |ET SCAN Potential SSH Scan 1
176.12. 136. 169 |[147.237. 77. 233 |l srael atal .idf.il ET D05 Large amount of TGP ZeroWndow - Possible N ller2 CDos 1
attack
112.16.76.209 |147.237.8.28 |China e.nobile-ks.idf.i|ET SCAN NVAP -sS wi ndow 1024 1
91.201. 236. 114 [147. 237. 77. 234 |Wkrai ne hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry ‘Target Addr ess ‘Ste ‘Signature Action ‘Count
41.33.231.90  |Egypt 147.237.77. 216 |dover.idf.il |drop SAMrule drop 34
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8
5.22.129.171  |israel 147.237.72. 166 |aka a1 | €aMNg Engine: TCP Invalid finvalid segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
207.46.13.129 |Uited Sates 147, 237.77. 243 |rvi e i o) | €AM NG Engine: TCP Invalid invalid segnent retramsmission |, o 6
Ret r ansn ssi on Packet dr opped.
84.229.29.51  |israel 147.237.72. 166 |aka i i1 | €aMNg Engine: TCP Invalid finvalid segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
79.180.209. 191 |[Israel 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop
41.33.232.66 Egypt 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor
199.30.25.79  |wited Sates 147, 237. 76. 200 e tan. aka i of || @M NG Engine: TCP Invalid invalid segnent retransnissi on. drop 4
Ret r ansni ssi on Packet dr opped.
195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor 4
37.26.147.159 |Israel 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 3
37. 26. 146. 154 | srael 147.237.72.166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 3
176.12. 136. 169 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 2
172.56. 18. 51 Lhited Sates 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
37. 26. 147. 159 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 2
176.12. 136. 169 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber aert 2
95. 38. 61. 109 'F;;‘Eb”'i' AMC |a7.237.77. 216 |dover.idh. i1 [Bad TCP sequence Inval i d ACK nunber alert 1
46.117. 199. 166 |l srael 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop 1
2.54.141. 163 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 1
149.78.154.69 |Israel 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invali d ACK nunber noni t or 1
218. 22.211. 69 Chi na 147.237.0.35 akaws. idf .il dr op drop 1
95. 38. 61. 199 'F;_;E'bl :i'?’fﬁ'c 147.237.77. 216 |dover.idf.i1  |Bad TCP sequence Invalid ACK nunber monitor |1
68.180. 229. 239 [Lhited Sates 147.237.72. 166 |aka. i of .i | Bad TCP sequence I'nval i d ACK nunber aert 1
162.209. 124.35 |United Sates 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor 1
80. 246. 133. 181 |l srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 1
37.142.64.0 | srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Invalid ACK nunber noni t or 1
184. 105. 139. 107|Whited Sates 147.237.76.30 |hinush.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
100. 127. 146. 166 147.237.76.42 |refuah.idf.il |drop Frst packet isn't SYN drop 1
68. 180.229. 239 |lLnited Sates 147.237.72.166 |aka.idf.il Bad TCP sequence Invali d ACK nunber noni t or 1
5.175.193.232  |Ger many 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor 1
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
84.109. 92. 75 | srael 147.237.77. 176 |matpash.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 1
184. 105. 247. 219|Uhited Sates 147.237.77. 176 |matpash.idf.il [SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
108. 61. 228. 149 |lhited Sates 147.237.77.235|sviva.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.16 Lhited Sates 147.237. 76. 177 |[ncore.idf . il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
212.199. 182. 150! srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 1
112.207. 183. 82 |Philippines 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 1
77.237.138.202 |Czech Republic  |147.237.77.233|atal.idf.il Bl ock HTTP Non Conpl i ant Response out of state noni t or 1
216. 218. 206. 116|Lhited Sates 147.237.77.233|atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 64. 134. 228 |Israel 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 9
62.210.101. 170 |France 147.237.77. 216 |dover . i df . i | Ml tipl e Uhauthorized URL Access from 62.210. 101. 170 B ock 3
66.249.78.159 |[Israel 147.237.77. 216 |dover.idf . il Ml tipl e Unaut hori zed URL Access from 66. 249. 78. 159 B ock 2
66.249.78.159 |[lIsrael 147.237.77.216|dover . i df .i | Unhaut hori zed URL Access to ww i df.il/page/ 26/ B ock 2
176.13. 9. 40 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
: . . D stributed Unhaut hori zed LRL Access on
107.178.194.87 |Wnited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461 he/ dover . aspx. Bl ock 2
68.180.228.112 |lhited Sates |[147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/894-he B ock 1
Unaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77.216|dover. i df . i | wwy. i df . i 1/1133-20460- he/ kkkkkkk=6c69f deekkkkkkk_6c69f de |Bl ock 1
e
: . . D stributed Unhaut hori zed LRL Access on
107.178.194.87 |Wnited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
79.116.25.197 |Ronmani a 147.237.77. 216 |dover. i df . i | Dstributed PHP Attenpt B ock 1
207.46.13.108 [Lnited Sates |147.237.72.166|aka.idf.il Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
37.142.64.2 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl el shared/ text . css B ock 1
157. 55. 39. 65 Lhited Sates [147.237.72.166|aka.idf.il Lhaut hori zed URL Access to waw aka. i df.il/main/rabanut/62312 |B ock 1
93.173.168.225 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod PCST for wwu aka. i df.il/mai n/ gi yus/ B ock 1
. . . Uhaut hori zed URL Access to
68.180.228.175 [Wited Sates [147.237.76.42 |refuah.idf.il 147. 237, 76. 42/ 994~ 8943- he/ r ef uah. aspx Bl ock 1
185, 27. 105. 107 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None
62.210.101. 170 |France 147.237.77. 216 |dover.idf . il Lhaut hori zed URL Access to v idf.il/feed B ock
79.116.25.197 |Romani a 147.237.77. 216 |dover. i df . i | Mil ti pl e Unaut horized URL Access from 79. 116. 25. 197 Bl ock 1
} . . D stributed Unaut hori zed URL Access on
208.184.112. 74 |lhited Sates |[147.237.77.216|dover.idf.il v i df i | / 1133 22638- he/ dover . aspx. B ock 1
46.120.186.61 |Israel 147.237.77.233|atal .idf . il Unaut hori zed URL Access to 147.237.77.233/ 1136-he/ atal . aspx |B ock 1
: . . Unaut hori zed URL Access to
157.55.39. 186 |lhited Sates |147.237.76.31 |nakchal .idf.il nakhal i df i 1/ vebservi ces/ nat eri al s. asnx/ | s B ock 1
95.143.172. 224 |Ger many 147.237.76. 42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/ol d/wp-admn/ B ock 1
} . . D stributed Unaut hori zed URL Access on
68.180.230.244 |nited Sates [147.237.77.233|atal .idf.il 147 237 77 233/ r obot s. £ xt B ock 1
: . . D stributed Unhaut hori zed LRL Access on
204.13.200.200 |thited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
64.210.232.79 |Wited Sates |147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua.atal.idf.il/blog/ w-admn/ Bl ock 1
. . D stributed Unaut hori zed URL Access on
109. 201. 154. 196|Netherl ands ~ |147.237.77. 216 |dover.idf.i | v i df i | / 1133 22638- he/ dover . aspx. B ock 1
79.116.25.197 |Romani a 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wanidf.il/). htm( Bl ock 1
. . Unaut hori zed URL Access to
66.249.78.166 I srael 147.237.77. 216 [dover . i df . i | v i df . i 1/tenpl at es/ shar ed/ user cont r ol s/ pr onot i oncube/ Bl ock !
213.185.86. 107 |Ger many 147.237.76. 42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/test/wp-admn/ Bl ock 1
. . D stributed Unaut hori zed URL Access on
46.166. 186. 230 |Netherlands ~ |147.237.77.216|dover.idf .i | Wi i dff i 1/ 1133- 22638 he/ dover . aspx. B ock 1
. . . D stributed Unaut hori zed LRL Access on
176. 10. 104. 243 |Saitzerl and 147.237.77. 216 |dover. i df . i | v i df i | / 1133- 22461- he/ dover . aspx. B ock 1
} . . D stributed Unaut hori zed URL Access on
107.178.194.83 |lhited Sates |147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22638 he/ dover . aspx. B ock 1
: . . Unaut hori zed URL Access to
72.47.224.17 Uited Sates |147.237.76.42 |[refuah.idf.il refua. atal i df i |/vor dpr ess/ vp- adhi B ock 1
} . . D stributed Unaut hori zed URL Access on
204.13.200.200 |thited Sates |147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22638 he/ dover . aspx. B ock 1
. . Unaut hori zed URL Access to
66.249.64. 160 |l srael 147.237.76.31 |nakchal .idf.il 147. 237. 76. 31/ 1120- hel nakhal . aspx Bl ock 1
} . . D stributed Unaut hori zed URL Access on
157. 55. 39. 55 Lhited Sates [147.237.72.166|aka.idf.il 147 237 72. 166/ 1 obot s. £ xt B ock 1
79.177.99. 89 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Atack None 1
68.142.232.31 |hited Sates |147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/wp/wp-admin/ Bl ock 1
m ny- kosher-kravi .id
61. 135. 190. 69 Chi na 147.237.0. 17 f Inly Unaut hori zed URL Access to 147.237.0.17/ B ock 1
Czech . . ]
77.237.138. 202 Repub i ¢ 147.237.77.233|atal .idf.il Lhaut hori zed URL Access to / B ock 1
: . . D stributed Unaut hori zed URL Access on
207. 46. 13. 72 Lhited Sates [147.237.77.233|atal .idf.il 147 237 77 233/ r obot 5. £ xt B ock 1
. . Unaut hori zed URL Access to
66.249. 66. 131 |l srael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p. st or agel fi | es/ 4/ 3134, doc Bl ock 1
2.54.50. 101 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
157. 55. 39. 65 Lhited Sates |147.237.72.166|aka.idf.il Ml tipl e Unaut horized URL Access from 157. 55. 39. 65 B ock 1
84.100.92.75 |Israel 147.237.77. 176 |nat pash. i df . i | thauit hori zed LRL /ccess to Bl ock 1

Wy cogat . i df . i |/ 1280- he/ cogat . aspx ( x"xsx” x“ x 17.12. 15)
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