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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action |Count
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3554
104. 130. 31. 180 Lhited Sates 147.237.76. 30 hi nush. i df.il Invalid L4 Header Length drop 2
77.247.178. 132 Net her | ands 147.237. 76. 39 nobi | e. nei tav.idf.il Bock Np Al Net drop 1

204. 42. 253. 2 Lhited Sates 147.237.76. 31 nakchal . i df .i | Block Udp All Nets drop 1

128. 68. 241. 208 Russi an Federation 147.237.76. 34 yohal an.idf.il Bl ock_Up Al Nets drop 1




12-27-2015-02:04:02 to 12-27-2015-03:04:02

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il |Tehila - Perl LWP with fake user agent 4
193.201.227.7 |147.237.76. 196 |krai ne esvivaidf.il |ET SCAN NVAP -sS wi ndow 1024 1
81.101. 206. 244 |147. 237. 76. 200 E?';;gom eitan. akaidf.il|ET SCAN NVAP -sS wi ndow 1024 1
5. 39. 222. 253 147.237.76. 38 |Net her| ands eenmetav.id.i|ET SCAN NVAP -sS wi ndow 1024 1
, , .. |ET SCAN Behavi oral Uusual 'y fast inbound Tel net Gonnecti ons,
124. 163. 176. 247|147. 237. 76. 30 [Chi na hi nush. i df . i | . 1
Potential Scan or Brute Force
5.39.222. 253 147. 237.76. 44 |Net her| ands erefuah.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
5.39.222. 253 147.237.76.30 |Netherl ands hinush.idf.il |ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

‘Attacker Country Target Address ‘Ste ‘Signature
41.33.231.90 |Egypt 147.237.77. 216 |dover.idf.il |drop SAMrule drop 28
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 8
5.102. 254. 219 |Israel 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 7
41.33.232.66 |Egypt 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 6
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 6
41. 230. 14. 223 |Tunisia 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 5
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Failed to hand e connection data [monitor |4
5.34.163. 83 zlc?;ii:;m Territory: |147. 237. 77. 176 |nat pash.i o .i1 |dr op First packet isn't SWN drop 4
199.30.25.72 |lhited Sates 147, 237, 76. 200 |ei tan. aka i o | | €M NG Engi ne: TCP | nvalid invalid segnent retransnissi on. drop 4
Ret r ansni ssi on Packet dropped.
41.230.14.223 |Tunisia 147.237.72. 166 [aka. i df . i dr op SAMrul e drop 3
79. 182. 226. 205 |I srael 147.237.72. 166 |aka i i1 | €aMNg Engine: TCP Invalid invalid segnent retransmssi on drop 3
Ret r ansni ssi on Packet dropped.
46.117. 199. 166 |1 srael 147.237.72. 166 |aka. i df .i drop First packet isn't SWN drop
37.26.148. 185 |Israel 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or
54.162.16.100 |Lhited Sates 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Failed to hand e connection data [nonitor
66. 249, 66. 149 |United Sates 147, 237.76. 200 |ei tan ok i of . | SAM NG Engine: TCP Invalid invalid segnent retramsmssion. | 2
Ret r ansni ssi on Packet dropped.
5.34.163.83 gilcis;iig;an Territory, 147.237.77. 216 |dover.idf.il |drop First packet isn't SWN drop 2
37.26.147. 244 |Israel 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 2
2.54.162.132 |Israel 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 1
81. 101. 206. 244 |Wni ted Ki ngdom 147.237. 76. 200 |ei tan. aka. i df . | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
37.26.147.199 |l srael 147.237.77.233|atal .idfi.il  [Bad TCP sequence Inval i d ACK nunber alert 1
37.26.148. 185 |lIsrael 147. 237. 72. 166 |aka. i df . i | Bad TCP sequence Invalid sequence nunber alert 1
85.250.235.1 |Israel 147.237.72.156 |anan.icf.il  |Bad TCP sequence mﬁsgf‘smt wthditterent | onitor |1
37.26.147.199 |lsrael 147.237.77. 233 atal .idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 1
37.26.148. 185 |Israel 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Invalid sequence nunber noni t or 1
162.209. 124. 35 |Lhited Sates 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Failed to hand e connection data [monitor |1
46. 19. 85. 64 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 1
208.115. 113. 84 |Lhited Sates 147.237.77.74 |lawidf.il drop SAMrule drop 1
72.227.82.112 |wited Sates 147.237.77. 216 |dover.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 1
162. 209. 124. 35 |Lhited Sates 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 86. 33 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 1
37.26.148. 185 |[lsrael 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid ACK nunber aert 1
31.168. 196. 162 |l srael 147.237.72. 166 |aka. i df .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Site Sgnature Acti on ‘Count
5.29. 6. 164 | srael 147.237.72.166 |aka. i df . i | Lht raceabl e S3. Sessi ons: si gal gs oS At ack None 2
68.180. 229. 173 |[Lhited Sates 147.237.72.166|aka. i df .i| |Wntraceabl e S Sessions: sigal gs oS Attack None 2
46.118. 155. 216 |Wkrai ne 147.237.77.216|dover. i df . il |Miltipl e Unaut hori zed URL Access from 46. 118. 155. 216 B ock 2
66.249.78.240 [lIsrael 147.237.72.166|aka. i df .i| |Wauthorized URL Access to 147.237.72. 166/ Bl ock 1
31. 223. 156. 125 2?21;303??1:1 147.237.77.216|dover . i df . i | [Distributed Unauthorized LRL Access on waw i df.il/xnirpc. php B ock 1
208.115.113.82 [lhited Sates 147.237.0.34 |ti kshuv. i df. |Paraneter Type Molation catld in tikshuv.idf.il/sitel general . aspx B ock 1
] . . Unknown Par aneter sorderby in
157. 55. 39. 65 Lhited Sates 147.237.72. 166 |aka. i df . i | v aka. i o1 /i turi ndasp/ di spl ayal | sol di ers, asp None 1
89.221.250.16 |Sweden 147.237.77.216|dover. i df . il |Dstributed Unhaut hori zed LRL Access on waw i df.il/xmrpc. php B ock
46.120.32.184 |lIsrael 147.237.72.166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock
188. 176. 254. 252|Denmar k 147.237.77. 216 |dover. i df . i | |Lhaut hori zed URL Access to waw i df.il/newsitel engli sh/ nain. asp B ock 1
. . |Dstributed Lhaut hori zed URL Access on
150.70.97.85  [Japan 147.237.77. 216 |dover . i df . i 1| - o e | 1133. 22638- hel dover . aspx. Bl ock 1
; . . |Dstributed Lhaut horized URL Access on
208.184.112.74 |lhited Sates 147.237.77. 216 |dover . i df . i 1| -0 & i1/ 1133 22461- he! dover. aspx. Bl ock 1
40.77.167. 14 Lhited Sates 147.237.77.233|atal . i df.i| |Wauthorized URL Access to 147.237.77.233/robots. txt B ock 1
180. 214. 233. 66 |I ndonesi a 147.237.77.74 |lawidf.il |PHP Attenpt Bl ock 1
] - . |Dstributed Lhaut horized URL Access on
107.178.194. 79 |lhited Sates 147.237.77. 216 |dover.i df .i | v i dff . i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
50.87.11. 34 Lhited Sates 147.237.77.216|dover.idf.i| |Dstributed PHP Attenpt B ock 1
. . |Dstributed Whaut horized URL Access on
5.135.66.213  |France 147.237.77. 216 |dover . i df . i 1| -0 & i1/ 1133 22461- he! dover. aspx. Bl ock 1
193. 239. 44. 212 |Fol and 147.237.77.216|dover.idf.i| |Dstributed PHP Attenpt B ock 1
. . |Dstributed Whaut horized URL Access on
150.70.173.5  |Japan 147.237.77. 216 |dover . i df . i 1| -0 & i1 1133 22461 he! dover. aspx. Bl ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
77.125.86.170 |Israel 147.237.72. 166 |aka. i df . i | vw aka. i df .i |/ nai v sachar/ nai | box. aspx None 1
] . . |Dstributed Whaut horized URL Access on
208.184.112.74 |lhited Sates 147.237.77. 216 |dover . i df . i 1| -0 & i1 1133- 22638 he! dover. aspx. Bl ock 1
46.118. 155. 216 |Wkrai ne 147.237.77.216|dover. i df.i| |Ostributed PHP Attenpt B ock 1
180. 214. 233. 66 |l ndonesi a 147.237.77.74 [lawidf.il |Wauthorized URL Access to waw lawidf.il/xnirpc. php B ock 1
; . . |Dstributed Whaut horized URL Access on
107.178.194.79 |lhited Sates 147.237.77. 216 |dover . i df . i 1| -0 & i1/ 1133- 22638 he! dover. aspx. Bl ock 1
50.87.11. 34 Lhited Sates 147.237.77.216|dover. i df . il |Distributed Unhaut hori zed LRL Access on waw i df.il/xmirpc. php B ock 1
. . |Uhaut hori zed URL Access to
31.13.98. 114 Irel and 147.237.77. 216 |dover.i df . i | v i dif i1 /111 e: / mouheb252/ deskt opf hack/ 11111 Bl ock 1
193. 239. 44. 212 |Pol and 147.237.77.216|dover. i df . i | |Dstributed Unhauthori zed LRL Access on wawu i df.il/xmrpc. php B ock 1
. . |Dstributed Whaut horized URL Access on
150.70.173.5  [Japan 147.287.77. 216 |dover. i df . i 1| - o e | 1133. 22638- hel dover . aspx. Bl ock 1
79.176. 3. 155 I srael 147.237.72.166|aka. i df .i| |Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
212.227.29.47 |Ger many 147.237.76. 42 [refuah.idf.i|Wauthorized URL Access to refua. atal.idf.il/wp-admn/ B ock 1
46.118. 155. 216 [Wkrai ne 147.237.77.216|dover. i df . i | |Distributed Unhauthorized LRL Access on waw i df.il/xmrpc. php Bl ock 1
183.79.222.3 Japan 147.237.72. 166 |aka. i df .i| |Uknown Paraneter bc in v aka.idf.il/main/giyus/ capt cha. ashx None 1
149. 88. 110. 151 |l srael 147.237.72. 166 |aka. i df .i| |SSL Wntraceabl e Gonnection - Cpen Mde None 1
. . DO stributed Unaut hori zed URL Access on
66.249.78.234 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx Bl ock 1
31.223. 156, 125 |20 @ and 147.237.77. 216 |dover. i df . i | [Distributed PHP Attenpt B ock 1
) ) ) Her zegovi na ) o ) ’ P
197.19. 215. 152 |Tunisia 147.237.77. 216 |dover. i df . i | [Wihaut hori zed LRL Access to waw idf.il/php Bl ock 1
157. 55. 39. 64 Lhited Sates 147.237.72.166|aka. i df .i| |Uknown Paraneter tmin waw aka.idf.il/main/gi yus/ None 1
89.221.250.16 |Sweden 147.237.77.216|dover.idf.i| |Dstributed PHP Attenpt B ock 1
2.54.162.132 | srael 147.237.72.166 |aka. i df . i | Ut raceabl e SSL Sessi ons: Cpen Mde None 1
- . |Dstributed Lhaut hori zed URL Access on
188.138.9.49  [Germany 147.237.77. 216 |dover . i df . i 1|~ & i1/ 1133 22638 he! dover aspx. Bl ock 1
. . |Dstributed Whaut horized URL Access on
150.70.97.85  [Japan 147.287.77. 216 |dover . i df . i 1| - o e | 1133. 22461- he! dover . aspx. Bl ock 1
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