12-27-2015-01:04:07 to 12-27-2015-02:04:07

@
1"PT SwNn ()

goOVv

www.gov.il

IDF Under Attack

Daily Report

|Top Target s |
2, 000+
1, 500"
1, 000"
Number T
d 500"
Attacks
0- N
I R ARG R
& F 2 ¥ F ,g@% F T
O Q& 5 & . <
S < N & R < S
NN & N
& ) N
Top Tar get

[Top Attackers |

2, 000

M dover.idf.il

M aka.idf.il

M nadi matal .idf.il

M i shuri maka.idf.i

M refuah.idf.il

B rat pash. i df . i |

I hal ag.idf.il

B chi nuch. aka. i df . i
lawidf.il

M navy.idf.il

1, 000+
Nunber -
(@]
At t acks 500

o S AN A A
) o A ® 9% © ™
o A A AN L |
»H : 0 ol ) - D A\
" FE P e
A A N N I e
@ @%‘ % rl/'\r q/'\r

Top Attackers

M 167. 114. 156. 16
41.33.231.90

W 79.177. 134. 142
181. 115. 128. 215

Il 46. 19. 86. 145

M 109. 128. 238. 147

[ 195. 34. 150. 18

MW 217.132.73. 222
212. 143. 142. 56

W 5. 29.227. 224




12-27-2015-01:04:07 to 12-27-2015-02:04:07

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 3084
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack forward 6

0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2

208. 67. 1. 66 Lhited Sates 147.237.76. 148 gocenter. aka.idf.il B ock Np Al Net drop 1

95. 70. 36. 24 Russi an Federation 147. 237. 76. 147 chinuch. aka.idf.il B ock_Udp Al Nets drop 1

95. 70. 36. 24 Russi an Federation 147.237. 76. 148 gocenter. aka. i df.il B ock UWp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |Sgna1ure Devi ce Action |Oount |

84.22.34.31 147.237.77.216 |dover.idf.il|@25: HITP. access to adninistrator/index. php -> Quarantine B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address ount ry Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
202. 124. 48. 157 |147.237. 76. 176 |Japan test.ncore.idf.il |ET SCAN NVAP -sS w ndow 3072 1
202.124.48.157 [147.237.8.45 |Japan eeitanidf.il ET SCAN NVAP -sS w ndow 4096 1
183. 61.109. 189 |147.237. 76. 197 |Chi na e hinush.idf.il ET SCAN NVAP -sS w ndow 3072 1
183. 61. 109. 189 |147. 237. 76. 197 |Chi na e. hinush.idf.il ET SCAN NVAP -f -sS 1
81.101. 206. 244 |147. 237.76. 198 E?';;gom eyohadanidf.il |ET SCAN NVAP -sS wi ndow 1024 1
202.124.48. 157 |147.237.76. 176 |Japan test.ncore.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
183. 61. 109. 189 |147. 237. 76. 197 [Chi na e hinush.idf.il ET SCAN NVAP -sS w ndow 2048 1

_ _ o ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons,
111. 162. 109. 218|147. 237. 76. 30 [Chi na hi nush. i df i . 1
Potential Scan or Brute Force
81.101. 206. 244 |147.237.76.39 LKJ?';;gom nobi | e. nei tav.i df.i |[ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
41.33.231. 90 Egypt 147. 237.77. 216 |dover.idf il drop SAMrule drop 36
46. 19. 86. 145 I srael 147.237.72. 167 |i shuri maka.i df .i | Bad TCP sequence Inval i d ACK nunber moni tor |15
109. 128. 238. 147|Bel gi um 147.237.77. 216 |dover.idf . i1 Bl ock HTTP Non Conpl i ant Failed to handl e connection data |monitor |8
217.132.73.222 | srael 147.237.77. 234 |hal ag. i . i Bad TCP sequence SNretransmt with different monitor |6
w ndow scal e
181. 115. 128. 215|Bolivia 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
212.143.142.56 |lsrael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
41.33.232.66 Egypt 147.237.77. 216 [dover i df .i Bl ock HTTP Non Gonpl i ant Failed to handl e connection data [nonitor |4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor 4
Sreaning Engine: TCP Invalid i i ssi
37.26.149.236 | srael 147.237.72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. —fq ., 3
Ret r ansn ssi on Packet dropped.
Russi an D Streaming Engi ne: TCP Inval i dfinvalid segnent retransnission.
95. 108. 158. 167 Federat i on 147.237.72. 166 |aka. i df . il Ret 1 ansni Ssi on Packet dr opped. drop 3
181. 115. 128. 215|Bolivia 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber alert 3
Sreamng Engine: TCP Invalid i i ssi
79.180.26.61  |Israel 147. 237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
181. 115. 128. 215|Bolivia 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid ACK nunber nonitor |3
Sreanming Engine: TCP Invalid i i ssi
79.182.189. 151 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.
181. 115. 128. 215|Bolivia 147. 237.72. 166 |aka. i df . i | Bad TCP sequence Invalid sequence nunber noni t or 3
Sreaning Engine: TCP Invalid i i ssi
80.178. 169. 221 |israel 147.237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g, 3
Ret r ansni ssi on Packet dropped.
94.230. 86. 144 |l srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber noni t or
66. 249. 69. 69 Lhited Sates 147.237.77.176 [nat pash.idf . il dr op Frst packet isn't SYN drop
189.34.1.55 Brazil 147.237.77. 176 [nat pash. i df . i1 dr op First packet isn't SYN drop
Sreamng Engine: TP Invalid i i ssi
5.29.227.224  |israel 147. 237.77. 243 |nubi 1 e.i df .i 9 =g Invalid segnent retransmssion. |y, 2
Ret ransnm ssi on Packet dropped.
209.133.111. 211|thited Sates [147.237.77. 216 |dover.idf.il drop SAMrule drop 2
185. 3. 144. 91 I srael 147.237.77. 216 |dover. i df i Bad TCP sequence Inval i d ACK nunber moni tor |2
189.203. 217. 14 |Mexi co 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |2
185. 130. 5. 207 147.237.77.74 |lawidf.il drop SAMrule drop 2
162.209. 124.35 |[thited Sates [147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to hand e connection data |monitor |2
185. 130. 5. 207 147.237.77.176 [nat pash.idf.il dr op SAMrul e drop 2
37.26.148.175 |lsrael 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SYN drop 1
141.8.132.78 R‘Sf:;”ion 147. 237. 77. 216 |dover . i of . i | SYN At t ack SYN -> SYN-ACK -> Timeout  |reject 1
46.117.23.134 [Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni tor |1
187. 74.78. 33 Brazil 147. 237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46.19.85. 1 I srael 147.237. 76. 147 |chi nuch. aka.i df .i | Bad TCP sequence Inval i d ACK nunber moni tor |1
176.13. 3. 218 I srael 147.237.77. 216 |dover.idf. i1 Bad TCP sequence Invalid ACK nunber noni tor |1
5.29.227.224 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 1
80. 246. 136. 185 |l srael 147.237.72. 156 |anan. i df . i Bad TCP sequence Inval i d ACK nunber moni tor |1
203. 133. 170. 86 OK?rea, Republ i c 147.237.77. 170 |maar achot . i df . i | drop First packet isn't SN drop 1
46. 19. 85. 190 I srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
o R SYNWACXK retransmt wth .
181. 115. 128. 215|Bdlivia 147.237.72. 166 |aka. i df .il Bad TCP sequence different vindow scal moni tor |1
146. 185. 239, 102 R‘SIS:;”i o 147.237.76. 147 |chinuch. aka.idf.il  |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46.19. 85. 133 I srael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
130.193.51, 15 |ssian 147. 237. 77, 206 |V Chamat z. aka. 1 oy ¢t ack SYN -> SYN-ACK -> Tinmeout  |reject 1
Federati on il
81. 101. 206. 244 z‘;;gom 147.237.76.39 |mobile.neitav.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 1
149.78.209.50 |Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
] R instant nessenger pattern found, .
104. 209. 188. 207|lLhited Sates 147.237.77. 216 |dover.idf.il | nst ant Massengers appli cation. Skype noni t or 1
s SYN+ACXK retransmt wth .
46. 19. 85. 133 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence different vindow scal e monitor |1
Anonynous S . .
8.37.227.69 Pr oxy 147. 237. 77. 216 |dover.idf .i | Bl ock HTTP Non Conpl i ant Response out of state monitor |1
Russi an s ) .
141. 8. 132. 40 Federati on 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
Lhi ted s ] Geo- | ocati on i nbound
81.101. 206. 244 | . ngdom 147.237.76. 198 |e. yohal an. i df .i | Geo- | ocati on enf or cenent enf or cerent drop 1
46. 19. 86. 176 I srael 147.237.72. 156 |anan.i df . i | Bad TCP sequence Inval i d ACK nunber noni tor |1
108.61.228. 149 |wnited Sates |[147.237.77. 178 |e. nat pash. i df .1 Geo- 1 ocati on enf or cenent Sf]?o'rggi'nfn  nbound drop 1
104.72. 238, 241 [ 1ed 147.237. 77. 216 |dover. i df .| Bl ock HTTP Non Conpl i ant Failed to handl e comnection data |monitor |1

Ki ngdom
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
79.177.134. 142 |lsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 19
185. 120. 125. 35 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock
2. 54. 140. 239 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None
37.26.147.226 |lsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock
] . . DO stributed Whaut hori zed URL Access on
204.13.200.200 |thited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 2
’ . . D stributed Uhauthori zed URL Access on
204.13.200.200 [Wited Sates [147.237.77.216 |dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 2
199. 30. 24. 87 Lhited Sates [147.237.76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to www chi nuch. aka.idf.il/404. htm B ock 2
73.22.155. 10 Uited Sates [147.237.77.216|dover.idf.il Uhaut hori zed LRL Access to wan i df . il/newsitel english/ B ock 2
5.29.227.224 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
185. 120. 126. 95 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to www rmag. i df . i | /510- he/ pat zar . asph B ock 2
. . . Unaut hori zed URL Access to
197.210. 224.57 |Ngeria 147.237.77. 176 |mat pash. i df . i | Wi cogat . i f i 1/si p Storagel fil es/ 2/ 4562. pdf B ock 2
. ] O stributed Whaut hori zed URL Access on
77.40.129.123  |Nor way 147.237.77. 216 |dover.idf .il v i dff i |/ 1133- 22638- hel dover . aspx. Bl ock 1
66.249. 78.104  |Israel 147.237.72. 166 |aka. i df . i | D stributed Waut hori zed URL Access on 147.237.72. 166/ robots.txt  |Bl ock 1
194. 72. 238. 241 E?';;gom 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to / B ock 1
] . . DO stributed Whaut hori zed URL Access on
107.178.194. 79 |lhited Sates [147.237.77.216|dover.idf.il v i dff i | / 1133- 22638- he/ dover . aspx. Bl ock 1
65.208. 151. 116 |lhited Sates |147.237.77. 216 |dover. i df .i | Distributed hauthorized URL Access on B ock 1
wawv i df . i | /1008- he/ +navnenu. gc+
5.172.235.15 Pol and 147.237.77.216|dover.i df .i | Distributed Unauthori zed URL Access on wa i df.il/xnrpc. php B ock 1
216. 120. 237. 104|lnited Sates  |147.237.77.216|dover.idf .il Distributed Whaut hori zed URL Access on ww i df .i|/xmrpc. php B ock 1
84.22.34.31 147.237.77. 216 |dover . i df . i | Dstributed PHP Attenpt B ock 1
197.221.12.211 |South Arica 147.237.77. 216 |dover.idf . il Distributed PHP Attenpt B ock 1
68.180.228.175 |[Whited Sates [147.237.76.42 |[refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ robot s. t xt B ock 1
66. 249.66. 5 I srael 147.237.72. 166 |aka. i df . i | Unknown Paraneter anp; catld in ww aka.idf.il/rights/asp/info.asp None 1
119. 47.121. 67  |New Zeal and 147.237.77. 216 |dover.idf . il Distributed Whaut hori zed URL Access on www i df .i|/xmrpc. php B ock 1
46.116. 101. 160 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
98.143.148.135 |lhited Sates [147.237.76.42 |refuah.idf.il Illegal Byte Gode Character in Mthod [[#1]]120100 B ock 1
77.125.155. 183 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: sigal gs DS Attack None 1
2.54.190. 102 I srael 147.237.77.216|dover.idf . il Mil tiple Untraceabl e SSL Sessions from2.54.190. 102 (CQpen Mde) None 1
195. 154. 154. 131 |France 147.237.76.86 |navy.idf.il Dstributed PHP Attenpt B ock 1
66.249.78.159 |[Israel 147.237.77. 216 |dover.idf . il Uhaut hori zed LRL Access to waw idf.il/error. htm B ock 1
’ . . DO stributed Uhauthorized URL Access on
107.178.194.87 |Wited Sates [147.237.77.216|dover.idf.il v i dff i | / 1133- 22461- hel dover . aspx. B ock 1
] . . DO stributed Lhaut horized URL Access on
65.208.151. 117 |[Wnited Sates |147.237.77.216|dover.idf.il Wi i df . i |/ 1008~ he/ -+navirenu. qc+ Bl ock 1
217.9.143.95 I cel and 147.237.77. 216 |dover . i df . i | Dstributed PHP A tenpt B ock 1
84.22.34.31 147.237.77.216|dover. i df . i | Unhaut hori zed URL Access to waw idf.il/wp-1ogin. php B ock 1
197.221.12.211 |South Arica 147.237.77. 216 |dover.idf . il Distributed Whaut hori zed URL Access on www i df .i|/xmrpc. php B ock 1
68.180.230.29 [United Sates  [147.237.77.176|natpash. i df |  [rareter Type Miolation Pagehumin B ock 1
waw cogat . i df . i | /1038- he/ cogat . aspx
. . DO stributed Lhaut hori zed URL Access on
66. 249. 66. 34 | srael 147.237.72.166 |aka. i df . i | 147. 237. 72. 166/ mai n/ gi yus/ gener al . aspx Bl ock 1
164. 138. 113. 122/l srael 147.237.77.216|dover.idf .il Unaut hori zed URL Access to waw idf.il/https:/wanidf.il/ B ock 1
98.143.148. 135 |Wnited Sates [147.237.76.42 |[refuah.idf.il Mal formed URL Bl ock
. - DO stributed Whaut hori zed URL Access on
46. 166. 186. 198 |Net her| ands 147.237.77. 216 |dover . i df . il v i dff i | / 1133- 22638- he/ dover . aspx. Bl ock 1
2.54.190. 102 | srael 147.237.77. 216 |dover. i df . i | SSL Untraceabl e Connection - (pen Mde None 1
207. 46. 13. 49 Lited Sates [147.237.72.166|aka. i df . il Unaut hori zed URL Access to 147.237.72. 166/ robots. t xt B ock 1
195. 154. 154. 131|France 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to waw navy. i df.il/xmrpc. php B ock 1
66.249.78.234 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx |Bl ock 1
] . . DO stributed Whaut hori zed URL Access on
107.178.194.87 |lhited Sates |[147.237.77.216|dover.idf.il v i dff i | / 1133- 22638- he/ dover . aspx. Bl ock 1
65.208.151. 117 [Lnited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df . il/1008- he/ +navnenu. gc+ B ock 1
. ] O stributed Whaut hori zed URL Access on
37.187.129.166 |France 147.237.77. 216 |dover.idf .il v i dff . i |/ 1133- 22461- hel dover . aspx. Bl ock 1
217.9. 143. 95 I cel and 147.237.77. 216 |dover.idf . il Distributed Whaut hori zed URL Access on www i df .i|/xmrpc. php B ock 1
89.138.68.250 |[lsrael 147.237.72. 166 |aka. i df . i | Uhtraceabl e S Sessi ons: sigal gs DoS Atack None 1
66. 249. 66. 136 |l srael 147.237.76.42 |refuah.idf.il D stributed Uhaut horized URL Access on 147.237.76. 42/ robot s. t xt B ock 1
98.143.148.135 [lnited Sates |147.237.76.42 |refuah.idf.il Unknown HTTP Request Method [[#1]]120100 in URL B ock 1
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