12-26-2015-23:04:07 to 12-27-2015-00:04:07

@
1"PT SwNn [ )

Ov IDF Under Attack

www.gov.il Da.||y Report

|Top Targets |
2. 400+
1. 800 B dover idf.il
: B nadi matal . idf.i
1, 200- B aka.idf.il
M navy.idf.il
N”gber B nobileidf.il
600+" o
[refuah.idf.il
MWiawnidf.il
0- A A ‘& . & AN N . H
RO R N S N A S O . mat pash. i df .i |
S N O N > > B anan.idiil
\\Ql "b'\' (§~ ’b'\\ \\ "0'\' \\) \fb’ "Zé(\ {é(é\ . .
60 6\ (\ {@0 \Q @Q
&
@
Top Tar get

M 167. 114. 156. 16
185. 120. 126. 29
I 109. 253. 220. 140
109. 160. 209. 61

Nuréfber Ml 213. 140. 59. 149
Attacks M 213. 57. 128. 60

I 41.33.231. 90
W 185. 3. 144. 119
46. 19. 85. 56
M 84. 228. 83. 164

Top Attackers



12-26-2015-23:04:07 to 12-27-2015-00:04:07

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site Signature Device Action |Count|
66. 249. 64. 191 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 5654
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3471
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 4

185. 106. 92. 173 147. 237.76. 197 e hinush.idf.il |Block Udp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Quntry Target Address |Site |Sgna1ure Devi ce Action |Oount

198. 20. 69. 74 Lhited Sates 147. 237. 8. 46 e.chinuch.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 2
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
98. 119. 105. 221 147.237.0.34 Lhited Sates tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
94.102. 48. 195 147. 237. 76. 202 Net her | ands e halag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
73.17. 14. 46 147. 237.76. 39 Lhited Sates nobi | e. nei tav. i df.il ET SCAN NMAP -sS wi ndow 1024 1
151. 217.2. 28 147.237.77. 226 wan charat z. aka. i df . i | ET SCAN Potential VNC Scan 5900- 5920 1
98. 119. 105. 221 147.237.0. 34 Lhited Sates tikshuv.idf.il ET SCAN NMAP -sS wi ndow 2048 1
98.119. 105. 221 147.237.0. 34 Lhited Sates tikshuv.idf.il ET SCAN NVAP -f -sS 1
94.102. 48. 195 147. 237.76. 201 Net her | ands eatal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
61.99.20. 71 147. 237.77. 233 Korea, Republic of atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
118. 68. 29. 67 147. 237.76. 196 Mi et nam e.svivaidf.il ET SCAN NMAP -sS wi ndow 4096 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreanming Engine: TGP Invalid i i ssi
185.3.144.119  |Israel 147. 237.72. 166 |aka. i of .11 9 =g vl i d segnent retransmssi on. drop 21
Ret r ansm ssi on Packet dr opped.
213.140.59. 149 |Ageria 147.237. 77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 19
213.140.59. 149 |Ageria 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 17
213.57.128.60 |lsrael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 15
213.57.128.60 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence SINWAK retransmt with different | onvor |15
W ndow scal e
Sreanming Engine: TGP Invalid i i ssi
84.228.83.164 | srael 147. 237. 77. 243 |nobi l e.i df .i | 9 =g Inval i d segnent retransmssi on. drop 15
Ret r ansm ssi on Packet dr opped.
213.57.128.60 |[lIsrael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout alert 11
Sreaning Engine: TCP Invalid i i ssi
77.125.75.187 |israel 147. 237.77. 243 |obi l e. i i 9 =9 Inval i d segnent retransmssi on. drop 9
Ret r ansm ssi on Packet dr opped.
192. 116. 94. 218 |Israel 147.237.72. 166 |aka.idf .il Bad TCP sequence Inval i d ACK nunber noni t or
79.181. 4. 196 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or
Sreanming Engine: TGP Invalid i i ssi
79.178.209.60 | srael 147. 237.72. 166 |aka. i of .11 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
41.33.232. 66 Egypt 147. 237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 6
Sreaning Engine: TCP Invalid i i ssi
79.177.50.82  |israel 147. 237.72. 166 |aka i of . i 9 =9 Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
84.111.124.51 |lsrael 147.237.72. 166 |aka.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 6
reamn ine: TCP Invali i i ssi
79.179.168.60 |l srael 147. 237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid  Jinvalid segnent retransnission drop 6
Ret r ansm ssi on Packet dr opped.
46. 19. 85. 56 I srael 147.237.76.42 |refuah.idf.il [Bad TCP sequence Inval i d ACK nunber alert 6
reaming BEngine: TCP Invali i i ssi
79.181.145.23 |Israel 147.237. 72. 166 |aka. i df . Streaning Engi ne: TCP Invalid  finvalid segnent retransnissi on drop 6
Ret r ansm ssi on Packet dr opped.
192. 116. 94. 218 |l srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d AGK nunber aert
46. 19. 85. 56 I srael 147.237.76.42 |refuah.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or
105. 141. 247. 117|Mor occo 147.237.77. 216 |dover.idf.i1  [Bad TCP sequence SINAK retransmt with different Jooyiior o
w ndow scal e
79.181.4.196 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval id ACK nunber alert 6
109. 160. 177. 41 |Israel 147.237.72. 156 |anan. i f . Bad TCP sequence SINWAK retransmt with different opor s
W ndow scal e
46. 19. 85. 56 I srael 147.237.77. 216 |dover.i df .il Bad TCP sequence Inval i d AGK nunber aert 5
109. 253. 146. 34 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber alert 5
46. 19. 85. 56 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACGK nunber noni t or 5
213.140.59. 149 |Ageria 147.237.77. 216 |dover.i df .il Bad TCP sequence Invalid AGK nunber aert 5
109. 253. 146. 34 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
213.140.59.149 |Ageria 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 5
213.57.134. 141 |Israel 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
109. 160. 177. 41 |l srael 147. 237. 72. 156 |aman. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 5
213.140.59. 149 |Ageria 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d sequence nuniber noni t or 5
31.154.25. 42 | srael 147.237.72. 166 |aka.i df . il drop Frst packet isn't SYN drop 4
Sreaning Engine: TCP Invalid i i ssi
89. 139. 141. 148 |Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segent retransmssion. drop 4
Ret r ansni ssi on Packet dropped.
195.34.150.18 |Austria 147. 237. 77. 216 |dover . i df .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 4
Sreanming Engine: TCP Invalid i i ssi
24.204.201. 164 |Canada 147. 237.77. 216 |dover i df .| 9 =g nval i d segnent retransmssi on. drop 4
Ret r ansni ssi on Packet dr opped.
37.26.146.167 |Israel 147.237.77. 176 |matpash.idf .il |Bad TCP sequence noni t or 4
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
37.247.36. 96 Netherlands  |147.237.72.217|e.idf.il Geo- | ocati on enf or cenent Geo-l ocati on i nbound enf orcenent |drop 4
31.210. 187.232 |Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
Sreanming Engine: TGP Invalid i i ssi
109. 253. 220. 1401 st ael 147.237.0.19  |madi matal i of . i 9 =g vl i d segnent retransmssi on. drop 4
Ret r ansm ssi on Packet dr opped.
213.57.139.182 |[lsrael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
37.247.36.98 Netherlands  [147.237.8.14 |e.orchot.idf.il [Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf orcenent |drop
Sreaming Engine: TGP Invalid i i ssi
104. 131. 192. 203|Wnited Sates [147. 237. 76. 200 |ei tan. aka. i df . i 9 =9 Inval i d segnent retransmssi on. drop 4
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
79.176.152. 47 |l srael 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
79.178.140.62 |Israel 147.237.72. 166 |aka. i df . 9 =9 Inval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
84.228.108.92 |Israel 147.237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreanming Engine: TGP Invalid i i ssi
109.65.34.55  |Israel 147.237.72. 166 |aka. i of . i 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
185. 3. 146. 100 |Israel 147.237.77. 216 |dover. i df .i Bad TCP sequence Invalid ACK nunber noni t or 3
Sreaning Engine: TCP Invalid i i ssi
85.130.176.23 | srael 147. 237.72. 166 |aka i df .1 9 59 Invalid segnent retransmssion. dr op 3

Ret r ansm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
185. 120. 126. 29 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 127
109. 160. 209. 61 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 77
109. 253. 220. 140|I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 74
109. 253. 220. 140]|I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 70
185. 120. 126. 29 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 41
176.12.149. 61  |Israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 12
2.54.52.5 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 6
46. 19. 85. 88 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 4
79. 181. 66. 84 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to vwwu aka. i df.il/nain/giyus/wan navy.idf.il |B ock 3
2.52.52.4 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
65.208.151. 112 |Uited Sates [147.237.77. 216 |dover. i df il [DSt1oued %gg{?}‘yfﬁ:\mﬁuﬁ?fs on B ock 3
185.32.179.85 |lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock

176.13. 6. 44 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock

157. 55. 39. 30 Uited Sates [147.237.77.74 [lawidf.il Ml tipl e Unaut horized URL Access from 157.55. 39. 30 B ock
72.9.148.10  |[united Sates [147.237.76.86 |navy.idf.il m“;gsry' e e/ navy. aspx. asp Bl ock 2
109. 67. 173. 234 |l srael 147.237.72. 166 |aka. i df . i | Mitiple |llegal Byte Gode Character in LR from109. 67. 173. 234 B ock

94.159. 184. 247 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock

185. 3. 144. 119 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary Bl ock
65.208.151. 113 |Uited Sates [147.237.77. 216 |dover i df il [DSt1oued %gg{?}‘yfﬁ:\mﬁuﬁ?fs on B ock 2
79.176.198.28 |[Israel 147.237.72. 166 [aka. i df . i | Ostributed I11egal Byte Gode Character in URL Bl ock
2.54.154. 45 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock
85.65.182.254 | srael 147. 237.72. 166 |aka. i df . i | %&gﬁﬂ&ﬂfﬁﬁg - Protocol violation None 1
65.208.151. 114 [United Sates  |147.237. 77. 216 |dover. i df .i | pstriduted %gg{iﬂliffgvnﬁuﬁ?fs on Bl ock 1
178.17.36.17 LKTi;gegom 147.237.77.216|dover. i df . il Dstributed PHP Attenpt Bl ock 1
37.19.116. 123 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for waw aka. i df . i |/ mai n/ sachar Bl ock 1
157.55.30.30  |lhited Sates |147.237.77.74 |lawidf.il m”;:;riidf?l /l‘:tnpplc:tf;nteas/from“endalcargaj cial Bl ock 1
2.54.37.27 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
69.195.124. 205 |Lhited States |147.237.77.176 |nat pash.i df.i|l |Ostributed Uhauthorized URL Access on www cogat.idf.il/xmrpc.php  [B ock 1
209.41.178.51 |wnited Sates [147.237.77.216|dover.idf.il O stributed Waut horized URL Access on www i df . i|/xmrpc. php B ock 1
65.208.151. 119 [nited Sates [147.237.77.216|dover.idf.il Unhaut hori zed URL Access to waw i df . il/1008- he/ +navnenu. gc+ Bl ock 1
104. 131. 192. 203|Uhited Sates [147.237.76.200|eitan. aka. i df.i | |Miltiple Unauthorized URL Access from 104. 131. 192. 203 B ock 1
52.90.166.120 |[lhited Sates |147.237.77.176|nat pash. i df . i | m“é:g;l'_zi%?_m‘sﬁ‘;fzzlsu;;comml o header upper Bl ock 1
176. 12. 144. 107 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 1
84.228.108.92 |[Israel 147.237.77.216|dover . i df . i SSL Wntraceabl e Connection - Qpen Mde None 1
79.176. 146. 138 |[Israel 147.237.77.216|dover.idf .il D stributed Unaut hori zed LRL Access on waw i df .il/https:/wanidf.il/ B ock 1
5.61.249. 41 Net her | ands 147.237.77.216|dover. i df . il Dstributed PHP Attenpt Bl ock 1
149. 88.208.50 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
100. 67.173. 234 |israel 147.237. 72. 166 |aka. i df . i | 'O'u'rige";', i?ta;eﬁdﬁngigzgzgg;kﬁ e wkepatzlfres Bl ock 1
66.249.78.234 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx  |B ock

195. 154. 227. 118|France 147.237.77.216|dover.idf.il Unaut hori zed URL Access to www i df . il/wp-trackback. php B ock 1
87.68. 43. 127 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
65.208.151. 116 |Uited Sates [147.237.77. 216 |dover i df.i|  [DSt1oued %ggfiﬂliff:vnﬁuﬁ?fs on B ock 1
178.17.36. 17 LK!iﬂr:gegom 147.237.77.216|dover.i df .i | O stributed Waut horized UR. Access on www i df.il/xmrpc. php Bl ock 1
162. 144. 255. 104 |nited Sates |147.237.77. 176 |mat pash. i df . i | Dstributed PHP Attenpt B ock 1
79.183. 165. 249 |[Israel 147.237.0.34 [tikshuv.idf.il [PHP Attenpt B ock 1
2.54.45.94 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
115. 230. 126. 48 |Chi na 147.237.77.216|dover.idf.i |l Lhaut hori zed URL Access to vwwu i df . il/ckfinder B ock 1
212.76.96.203 |[Israel 147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waw idf.il/https:/wanidf.il/ B ock 1
65.208.151. 110 [Lhited Sates |147.237.77.216|dover. i df .i| m“itdr;‘?ri'l ﬁﬁarﬁcﬁﬁfzcti"m”query. i sl + eyl ndex] + Bl ock 1
195. 154.56. 44  |France 147. 237.77. 216 |dover . i df . i | Distributed thauthori zed URL Access on Bl ock 1

waw i df . i | /1133- 22461- he/ dover . aspx.
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