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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3363

194. 63. 143. 79 Russi an Federati on 147.237.76. 197 e hinush.idf.il JIMPurple Con Limt _Htp dr op 1

194. 63. 143. 79 Russi an Federation 147.237.76. 201 e atal.idf.il JLMPurple Gon Limt Htp drop 1

194. 63. 143. 79 Russi an Federation 147.237.76. 202 e halag.idf.il JLMPurple Gon Linmt Htp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |Sgnature Devi ce Action |Oount |

78.175. 35. 101 Tur key 147.237.72.166 |aka.idf.i||Q25: HITP. access to adninistrator/index. php -> Quaranti ne B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
193.201.227.7 |147.237. 76. 148 |kr ai ne gacenter. aka. i df . il ET SCAN NMAP -sS wi ndow 1024 1
187 160.79. 76 |147. 237 0. 200 | co AL il ET SDAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
184. 154. 114. 138|147.237.0.35 |lhited Sates |akavs.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
113. 59. 33. 61 147. 237. 77. 243 |Chi na nobi | e.idf.il ET SCAN NMAP -sS w ndow 3072 1
113. 59. 33. 61 147. 237. 77. 243 |Chi na nobi | e.idf.il ET SCAN NVAP -f -sS 1
73.17. 14. 46 147.237.72. 166 |Lhited Sates |aka idf.il ET SCAN NVAP -sS wi ndow 1024 1
193.201.227.7 |147.237.77. 178 |Wkrai ne e. nat pash. i df . i ET SCAN NVAP -sS w ndow 1024 1
187 247,715 147 237 77 233 | co atal idh il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
187.160.79.76 [147.237.0.16 |Mexico ny-kosher-kravi.idf.il ET %AN Behavi oral Lhusual ly fast inbound Telnet Connect i ons, 1
Potential Scan or Brute Force
121.201.61.49 |147.237.0.15 |China kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
113. 59. 33. 61 147. 237.77. 243 |Chi na nobi |l e. i df.il ET SCAN NMAP -sS w ndow 2048 1
98. 119. 105. 221 [147.237.77. 227 |Wited Sates [e. hanaz.idf.il ET SCAN NMAP -sS w ndow 4096 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
Sreaning Engine: TAP Invalid i i ssi
104. 131. 192. 203|Wited Sates  |147. 237. 76. 200 [ei tan. aka i df . 9 =g nval i d segnent retransmssi on. drop 86
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i SSi
84.228.144. 160 |Israel 147.237.72. 166 |aka. i df . g =g nval i d segnent retransmssi on. drop 42
Ret r ansmi ssi on Packet dr opped.
178. 140, 120, 113|SS @ 147.237.77.74 |lawidf.il dro First packet isn't SN dro 39
) ) ) Federation ) T ) P P P
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
208.115.113.84 |thited Sates  |147.237.77.74 |lawidf.il drop SAMrul e drop 12
80.178. 208. 203 |l srael 147.237.72.166 |aka.idf .il dr op Frst packet isn't SWN drop 10
94. 159. 152. 183 |l srael 147.237.72. 166 |aka.i df i SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 10
79.181. 4. 196 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 9
. . SYNPAXK retransmit with different .
95. 35. 54. 169 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence vi ndow scal e noni t or 9
176. 12. 146. 235 |Israel 147.237.72. 166 |aka.i df .i Bad TCP sequence I nval i d ACK nunber alert 9
Sreaning Engine: TGP Invalid i i ssi
37.26.149.243 | srael 147.237.0.19  |nadimatal .idf.i 9 =g Inval i d segnent retransmssi on. drop 9
Ret ransmi ssi on Packet dropped.
79.181.4. 196 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber alert
176. 12. 146. 235 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
212.143.142.56 |Israel 147.237.77. 216 |dover. i df .i drop First packet isn't SN drop
. . SYNPAXK retransmit with different .
94. 159. 152. 183 |Israel 147.237. 72. 166 |aka.i of .i Bad TCP sequence wi ndow scal 6 noni t or 8
94. 159. 213. 240 |Israel 147.237. 72. 166 |aka.i of .i drop First packet isn't SWN drop 7
Sreaning Engine: TCP Invalid i i ssi
66.249.64.163 |lnited Sates  |147.237.76.86 |navy.idf.il g =g Invalid segnent retransmssion. -y 6
Ret ransmi ssi on Packet dropped.
217.132.39.16 |[lIsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I nval i d ACK nunber alert
78.46.97.213 Ger many 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop
Sreaning Engine: TGP Invalid i i SSi
84.228.83.164 |Israel 147.237. 77. 243 |robi | e. i df . i | g =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
r N ine: TCP Invali i i ssi
109. 64.33.220 |Israel 147. 237,77, 243 |t e i1 | €M NG Engi ne: TCP alid invalid segnent retransnissi on drop 6
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i SSi
85. 130. 128. 118 |Israel 147.237.72. 166 |aka. i df . g =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
79.181.1.14 I srael 147.237. 72. 166 |aka. i of .i Bad TCP sequence Invalid ACK nunber noni t or
2.54.173.201 | srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect
217.132.39.16 |lIsrael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
r N ine: TCP Invali i i ssi
77.125.75.64  |israel 147. 237.72. 166 |aka i df . i | Streamng Engi ne: TCP alid invalid segnent retransnissi on drop 6
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i SSi
109. 65. 166. 193 | srael 147.237.72. 166 |aka i df . g =g vl i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
5.102. 254. 45 I srael 147.237. 72. 166 |aka. i of .i Bad TCP sequence Invalid ACK nunber noni t or 5
2.54.182. 148 I srael 147.237.77. 243 |mobi le.idf.il  |SYN At tack SYN -> SYN-ACK -> RST rej ect 5
79.181. 1. 14 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber alert 5
41.33.232.66 Egypt 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 4
79.178.217.183 |lsrael 147.237.72. 166 |aka.i df .il drop Frst packet isn't SYN drop 4
37.26.149.243 |lIsrael 147.237.0.19 |nadimatal.idf.i|Bad TCP sequence alert 4
195.34.150.18  |Austria 147. 237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Feiled to hand e comnection data  [monitor |4
37.26.149.243 |[Israel 147.237.0.19 |nadimatal.idf.i|Bad TCP sequence noni t or 4
Sreaming BEngine: TCP Invalid i i ssi
77.125.78.169 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
109. 66.15. 109 |Israel 147. 237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. 3
Ret ransni ssi on Packet dropped.
212.76.127.111 |l srael 147.237.77. 233 |atal .idf. il Bl ock HITP Non Conpl i ant Failed to handl e connection data  [nonitor 3
Sreaning Engine: TAP Invalid i i ssi
79.180. 143. 196 |Israel 147.237.72. 166 |aka. i df .| 9 =g nvalid segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i SSi
79.177.49.101 |israel 147.237.72. 166 |aka. i df . g =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TAP Invalid i i ssi
217.132.1.51  |israel 147.237.72. 166 |aka. i df .| 9 =g nvalid segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dropped.
Russi an . ... |Streamng Engine: TCP Invalid Invalid segnent retransnission.
130. 193.51.91 eration 147.237.76. 200 |ei tan. aka.idf . il Ret 1 ansmi ssi on Packet dr opped. drop 3
78.185.28.128  |Turkey 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
Sreaning Engine: TCP Invalid i i ssi
46.120.77.218 |israel 147. 237.77. 243 |nubi l e.i df .i g =g Invalid segnent retransmssion. -y 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
79.177.159. 153 |israel 147.237.72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
95. 35. 54. 169 I srael 147.237.77. 216 |dover. i of .i | Bad TCP sequence noni t or 3
Sreaming BEngine: TCP Invalid i i ssi
79.176.20.102 |israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
. . SWNretransmit wth different .
185. 13. 195. 138 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence vi ndow scal e noni t or 3
Sreaming BEngine: TCP Invalid i i ssi
79.178.9.242  |israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
109. 64. 136. 120 |Israel 147. 237. 77. 243 |nubi 1 e.i df . i 9 =g Invalid segnent retransmssion. 3
Ret ransni ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
37.26.149.243 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 56
87.69.81. 11 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspici ous Response CQode B ock 45
176. 13. 10. 30 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 28
37.26.149.243 | srael 147.237.0.19 |nadi matal .idf.il Too My of the Sane Response Cbde (404) in Session from Bl ock 23
37.26. 149. 243
2.54.162. 70 I srael 147.237.77.243|nobi [ e.i df . i | Ml tipl e Unaut horized URL Access from 2.54.162. 70 B ock 14
2.54.7.1 I srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Gode_Qust om Tenpor ary B ock
84.108. 184. 155 |lIsrael 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Code Bl ock
] . . D stributed Lhaut horized URL Access on
107.178.194. 87 |lnited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 2
. . . Unaut hori zed URL Access to
2.54.162.70 I srael 147.237.77. 243 [nobi | e. i df . i | nobi | e.idf.il/categorytenpl ates/|istchil ddocunent s/ 1362 Bl ock 2
176. 13. 21. 38 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
109. 253. 141. 1171 sr ael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Gode B ock
87.69.27.82 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS Atack None
] . . D stributed Lhaut horized URL Access on
208.184.112.74 |Wnited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 2
176.13.2.0 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
79.181. 4. 196 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
109. 160. 209. 61 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 2
5.102.215.223 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
89. 139. 240. 197 |[lIsrael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Cust om Tenpor ary B ock 2
79.179.219.84 [israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 2
65.208. 151. 119 |lhited Sates |[147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wa i df.il/shared/ clientscripts/{1} Bl ock 1
213. 8. 245. 50 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1136-he/ atal . aspx  |Bl ock 1
85. 65. 89. 226 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
46.121.105.12 |[Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e S3. Sessi ons: si gal gs oS At ack None 1
’ . . Unaut hori zed URL Access to
199. 16. 156. 125 |lhited Sates [147.237.77.216|dover.idf.il vowei i1/ p storagelfi1 es/ 9f si e220x0/ 17059, | pg B ock 1
79.183. 165. 249 |[lIsrael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/xnrpc. php B ock 1
78.175.35.101  |Turkey 147.237.72. 166 |aka. i df . i | PHP Att enpt B ock 1
60.241.215.85 [Australia 147.237.77. 216 |dover.idf .l Ostributed PHP A tenpt B ock 1
208.115.113.82 |lhited Sates [147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/nain/giyus/ general . aspx |B ock 1
waw. chanat z. aka. i d |uhaut hori zed URL Access to
95.175.35.73 | srael 147.237.777. 226 foil wan chanat z. aka. i df . i |/ shar ed/ user cont r ol s/ header upper Bl ock 1
. . Unknown Paraneter _ VI EWSTATEENCRYPTED i n
37.26.149.224 |l srael 147.237.72. 166 |aka. i df . i | vow aka. i df . |/ nai v sachar/ nai | box, aspx None 1
188.191. 104. 88 |lkrai ne 147.237.77.216|dover. i df . il Dstributed PHP Attenpt B ock 1
. . SS. Lhtraceabl e Gonnection - Protocol violation
79.180. 154. 161 |l srael 147.237.77.216|dover.idf . il (SSLCONN APPLI CATI ON DATA EXCHANGE) None 1
157.55. 39. 119 Lhited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
] . . D stributed Lhaut hori zed URL Access on
107.178.194. 87 |lhited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
68.180.228.112 |lhited Sates [147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on waidf.il/error.htm B ock 1
213. 8. 245.58 I 'srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ favi con. i co B ock 1
] . . D stributed Lhaut hori zed URL Access on
199. 16. 156. 126 |lhited Sates |147.237.77.216|dover.idf.il vowei i /i p storagelfiles/ 9/ si ze220x0/ 17059, | pg B ock 1
. . DO stributed Unaut hori zed URL Access on
46.166. 190. 156 |Netherlands  |147.237.77.216|dover. i df .i | v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
2.54.179. 185 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
Unaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77.216|dover.i df . il wwwy. i df . i |/1283-18636- en/ kkkkkkk=56bb63c9kkkkkkk 56bb63 |B ock 1
c9
80.179.23.223 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e S3. Sessi ons: si gal gs oS At ack None 1
78.175.35.101  |[Turkey 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to wwu aka. i df.il/wp-1ogin. php B ock 1
122.99.117.21 |Australia 147.237.77. 216 |dover.idf.il Ostributed PHP At tenpt B ock 1
60.241.215.85 |Australia 147.237.77. 216 |dover.i df . il D stributed Unaut hori zed URL Access on waw i df.il/xnirpc. php Bl ock 1
’ . . - Unaut hori zed URL Access to
104. 131. 192. 203|lhited Sates |147.237.76.200(ei tan. aka.idf.il eitan. aka i df .i 1/ 1105 erv cont act us. aspx B ock 1
84.229.158. 244 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
188. 191. 104. 88 |lkrai ne 147.237.77.216|dover.idf . il D stributed Waut hori zed UR. Access on waw i df.il/xnirpc. php B ock 1
79.181.1. 14 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
176.12. 136. 120 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
109. 67.52.107 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS Atack None 1
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