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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address [Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3124
0.0.0.0 147.237.77.216 dover.idf.il HITP Page H ood Attack drop 4
54.72.0. 55 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2

95. 26. 16. 196 Russi an Federation 147.237.76. 198 e yohalan.idf.il |Bock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Slgnalure Device Action |Oount |
46.121. 220. 8 I srael 147.237.77.233 |atal .idf.il 1633: HTTP. WbDAV Protocol PRCPFIND Met hod ock 14
88. 14. 164. 68 Spai n 147.237.77.176  |natpash.idf.il [0008: HITP: Xenu User Agent B ock 2
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|Top Attackers In |D|

Target Address

At acker

Signature

Count ry
66.249. 81. 202 [147.237.76.30 [lhited Sates  [hinush.idf.il ET SCAN NVAP -sA (2) 10
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249. 64. 181 [147.237.77.74 |[lhited Sates |[lawidf.il ET SCAN NVAP -sA (2) 2
66.249.64. 191 [147.237.77.74 |[lhited Sates |[lawidf.il ET SCAN NVAP -sA (2) 2
59.45.79.117 |147.237.76. 198 |hi na e.yohalan.idf.il |ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.76. 177|Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
189. 254. 90. 133 |147.237.0. 34  |Mexi co tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
59.45.79.117 |147.237.76.86 [China navy. idf.il ET SCAN Potential SSH Scan 1
91.208.115.34 [147.237.0.33 |Wkraine idf.il ET SCAN NMAP -sS wi ndow 1024 1
59.45.79.117 |147.237.72.217|China eidf.il ET SCAN Potential SSH Scan 1
66.249.78.172 |147.237.72.166|lhited Sates |aka idf.il SER\E APACI—E.Apache mod_ssl non-SS. connection to SS. port 1
deni al of service attenpt
59.45.79.117 |147.237.72.14 |China dover.idf.il (o d) |ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.8.24 |China elifestyleiidf.il[ET SCAN Potential SSH Scan 1
59.45.79.117  |147.237.77. 227 |Chi na e. hanaz. i df .i | ET SCAN Potential SSH Scan 1
221.226. 31. 210 (147.237. 77.19 [China lavforumidf.il |ET SCAN NVAP -sS w ndow 2048 1
43.229.53.89 |147.237.0.34 |Japan tikshuv.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.77.178|hi na enatpash.idf.il |ET SCAN Potential SSH Scan 1
221.6.32.82 147.237.77.19 |China lavforumidf.il |ET SCAN NVAP -sS w ndow 2048 1
59.45.79.117 |147.237. 76. 200 |Chi na eitan.aka.idf.il [ET SCAN Potential SSH Scan 1
198.20.69.98 |147.237.76.176|nited Sates |test.ncore.idf.il |ET DRCOP Dshiel d B ock Listed Source 1
59.45.79.117  |147.237.76. 196 |Chi na esvivaidf.il ET SCAN Potential SSH Scan 1
189. 254. 90. 133 [147.237.0.34  |Mexi co tikshuv.idf.il ET SCAN NVAP -sS wi ndow 4096 1
59.45.79.117 |147.237.76. 147 |thi na chinuch. aka.idf.il |ET SCAN Potential SSH Scan 1
169. 54. 233. 126 [147.237.8.27 |Netherl ands e.nadimatal .idf.i|ET SCAN NVAP -sS wi ndow 1024 1
59.45.79.117 |147.237.76.44 |China erefuah.idf.il [ET SCAN Potential SSH Scan 1
59.45.79.117  [147.237. 72. 166 |Chi na akaidf.il ET SCAN Potential SSH Scan 1
59.45.79.117 [147.237.8.50 [China e.tikshuv.idf.il [ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.77. 234 |Chi na hal ag.idf.il ET SCAN Potential SSH Scan 1
43.229.53.89 |147.237.0.35 |Japan akaws. i df i | ET SCAN Potential SSH Scan 1
59.45.79.117  |147.237.77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
221.226.31. 210 |147. 237.77.19 |China lawforumidf.il |ET SCAN NVAP -f -sS 1
59.45.79.117 |147.237.76. 202 |Chi na e halag.idf.il ET SCAN Potential SSH Scan 1
221.6.32.82 147.237.77.19 |China lavforumidf.il |ET SCAN NVAP -f -sS 1




12-26-2015-20:04:00 to 12-26-2015-21:04:00

|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

Ste

Signature

SYWNretransmt wth different

84.229.80.157 |[lsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence . nonitor |48
w ndow scal e
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
77.125.84.4 I sr el 147.237.76.42 |refuah.idf.il Bad TCP sequence SNretransmt wih different oo5ior  [36
wi ndow scal e
St reanmi ng Engi ne: TCP i i ssi
149.50. 122. 158 |Wnited Sates 147. 237.76. 200 |ei tan. aka. i df . i mng tngihe. 7 Invalid segnent retransmssion. | 14
Inval i d Retransnissi on Packet dropped.
S reamng Engi ne: TCP i i ssi
5.22.129.171  |Israel 147.237.72. 166 |aka. i df .1 mng tngine- 1 Invalid segnent retransmssion. | 12
Inval i d Retransnission Packet dropped.
S reamng Engi ne: TCP i i ssi
79.183.218.128 |Israel 147.237.72. 166 |aka.i df . i1 mng Enhgine: 7 Invalid segnent retransmssion. | 9
Inval id Retransm ssion Packet dropped.
46.19. 85. 98 I srael 147.237.0.16 inly'kosr‘er'kra""'df' SYN Att ack SYN -> SYN-ACK -> RST rej ect 8
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
149. 88. 156. 197 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |7
46. 19. 85. 170 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 7
5. 28. 150. 20 I srael 147. 237. 72. 156 |aman. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
185. 32.179. 225 |Israel 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
St reami ng Engi ne: TCP i i ssi
77.126.144.25 |israel 147.237.77. 243 |nobil e.i df . mng tngihe. Invalid segnent retransmssion. | 6
Inval i d Retransmissi on Packet dropped.
109. 67.207.61 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber alert
46. 19. 85. 103 I srael 147.237.72. 167 |i shurimaka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreamng Engi ne: TCP i i ssi
31.154.164.73 |Israel 147.237.72. 166 |aka i df . i mNng Engine: 1 Invalid segnent retransmssion. | 6
Inval i d Retransmission Packet dr opped.
St reanmi ng Engi ne: TCP i i ssi
84.228.251. 174 |Israel 147.237.72. 166 |aka.i df . i mng tngihe. Invalid segnent retransmssion. | 6
Inval i d Retransmi ssi on Packet dropped.
109. 67.207.61 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |6
46.121.220.8  |Israel 147. 237.77. 233 atal i .| Block HTTP Non Conpliant |6t toMende comeetion  fronivor o
2.52.21.71 I srael 147.237.72. 156 |anan. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
S reamng Engi ne: TCP i i ssi
31.168.30.92  |israel 147. 237. 77. 243 |nobi l e. i df . i1 mng Ehgine: 7 Invalid segnent retransmssion. | 6
Inval id Retransm ssion Packet dropped.
87. 68. 33. 55 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
5.102. 254. 62 I srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |6
94.230.80.189 |[lIsrael 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |reject 6
46.19. 85. 8 I srael 147.237.72.166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |6
Sreamng Engi ne: TCP i i ssi
79.183.13.192 |Israel 147.237.72. 166 |aka. i df . i mNng Engine: 1 Invalid segnent retransmssion. | 6
Inval i d Retransmission Packet dr opped.
46. 19. 85. 103 I srael 147.237.72. 167 |i shuri maka. i of . | Bad TCP sequence Inval i d ACK nunber noni t or
5.102.254. 149 |l srael 147.237.72.166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or
94.230.86.224 |lIsrael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Inval i d ACK nunber noni t or
195.34.150.18 |Austria 147. 237. 77. 216 |dover i df . i Bl ock HTTP Non Conpl i ant g::t;ed to handie comnection 1 pnitor |5
46.117.113. 147 |israel 147.237.77. 234 |hal ag.i df . Bad TCP sequence SiNretransmt wth different ., o, 5
wi ndow scal e
149.78.101. 111 |l srael 147. 237. 72. 156 |aman. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
31. 25, 74. 132 ga:lcis;i':éa” Territoyl 47 237. 77. 176 |nat pash. i o . i1 dr op First packet isn't SN drop 5
. . SYNretransmt wth different .
46.117. 113. 147 |l srael 147.237.77. 234 |hal ag.idf.il Bad TCP sequence wi ndow scal e noni t or 5
66.249.83.161 |Whited Sates 147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 4
S ream ng Engi ne: TCP i i ssi
176.13.15.110 |Israel 147.237.77. 243 |mubile.i o .11 mng Engine: 1 Invalid segnent retransmssion. | 4
Inval id Retransm ssion Packet dropped.
Sreamng Engi ne: TCP i i ssi
46.121.70.195 |israel 147. 237.76. 200 |ei tan. aka. i df . i mng Engine: 1 Invalid segnent retransmssion. | 4
Inval i d Retransmission Packet dr opped.
St reanmi ng Engi ne: TCP i i ssi
109. 253. 137. 140|l srael 147. 237.76. 200 |ei tan. aka. i df . i mng tngihe. Invalid segnent retransmssion. | 4
Inval i d Retransmission Packet dropped.
95.108. 132. 178 |Russian Federation |[147.237.77.74 [lawidf.il drop First packet isn't SYN drop 4
S reaning Engi ne: TCP i i ssi
87. 68. 80. 21 I'srael 147. 237, 72. 166 |aka i of . i mng tngine- 1 Invalid segnent retransmssion. | 3
Inval id Retransm ssion Packet dropped.
141. 0. 15. 218 Nor way 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
St ream ng Engi ne: TCP i i ssi
31.154.163.21 |Israel 147.237.77. 243 |nobil e.i df . mng tngihe. Invalid segnent retransmssion. | 3
Inval i d Retransm ssi on Packet dropped.
217.132.102. 130|l srael 147.237.76.42 |refuah.idf.il drop First packet isn't SYN drop 3
S reaning Engi ne: TCP i i ssi
82.80.148.217 |israel 147. 237, 72. 166 |aka i of . i mng tngine- Invalid segnent retransmssion. | 3
Inval id Retransm ssion Packet dropped.
S ream ng Engi ne: TCP i i ssi
192.116.52.16  |Israel 147.237.72. 166 |aka. i of . i mng Engine: 1 Invalid segnent retransmssion. | 3
Inval id Retransm ssion Packet dropped.
188. 120. 148. 131/l srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
77.127.55.129 [Israel 147.237.72. 166 |aka.idf .il SYN At ack SYN -> SYN-ACK -> Tineout |aert
84.108.237.5 I srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
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Attacker Address |Attacker Qountry Target Address |Ste Signature

Sreanming Engi ne: TCP I'nval i d segnent retransmission.

66.249.93.128 |Uhited Sates 147.237.77. 243 |nobi l e.i df . | ) o
Inval i d Retransm ssion Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
2.54.151. 112 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 110
2.54.151.112  |israel 147.237.0.19 |nadi matal .idf.il Too Many of the Sane Response Cbde (404) in Session from B ock 108
2.54.151. 112
149,50, 122. 158 |United Sates  |147.237.76. 200 |ei tan. aka. i df .i | Too Muny of the Sane Response Code (404) in Session from g 02
149. 50. 122. 158
109. 253. 136. 27 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 45
5.102. 215.223 |[Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Gode B ock 30
84.108. 47. 95 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 23
149. 88. 136. 175 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 23
2.52.150. 225 I srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 18
37.26.146.229 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 16
109. 253. 147. 137|l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
46.121. 220. 8 I srael 147.237.77.233|atal .idf.il Unaut hori zed HTTP Met hod B ock
. . Unaut hori zed URL Access to
46.121. 220. 8 I srael 147.237.77.233|atal .idf.il wwv atal i i1/l p_storagel il es/ 8 2828 py Bl ock 5
m ny- kosher - kravi . i i EVENTV/ i
87. 69. 87. 39 I srael 147.237.0.17 ny Paraneter Type ol ation | ALIDAION In B ock 4
df.il mny-kosher-kravi .idf.il/tenpl ates/trai ni ng/traini ng. aspx
128. 127. 107. 123|Net her | ands 147. 237.76. 147 |chi nuch. aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock
46. 19. 86. 48 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
79.177.21.201 |Israel 147.237.77. 176 |mat pash. i df . i | Ml tipl e Unaut hori zed URL Access from 79.177.21. 201 B ock
-kosher - kravi . i i i
46. 19, 85. 98 srael 147 237.0.17 mn.)/ oshe a Mitiple Illegal Byte Gode Character in Paraneter Val ue from B ock 3
df il 46.19. 85. 98
213.57.49.167 |[Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
77.247.30.234  |Ukraine 147. 237.72. 166 |aka. i df . i | thaut hori zed LR Access to Bl ock 2

v aka. i df il /iturimiresources/ i nages/ body/ i nages/ nai n. j pg

. . Uhaut hori zed URL Access to
149.78.23.186 |lIsrael 147.237.76.86 [navy.idf.il Wi navy. i df i 1/5i p storagelfil es/ 6/ si ze338x0/ 1806. | pg B ock 2

m ny- kosher - kravi . i

77.125.163.231 |[Israel 147.237.0. 17 df il DOstributed I11egal Paraneter Encodi ng None 2
79.177.122.43  |Israel 147.237.72. 166 |aka. i df . i | Ostributed I11egal Byte Qode Character in LR B ock
66.249. 64. 233  [Israel 147.237.77. 216 |dover.i df .i | Ml tipl e Unaut hori zed URL Access from 66. 249. 64. 233 B ock
m ny- kosher - kravi . i
79.183. 62. 16 | srael 147.237.0. 17 of niyl Dstributed |11egal Paraneter Encodi ng None 2
80. 246. 139. 244 [Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 2
46.19. 86. 134 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 2
78.47.17.5 Ger many 147.237.77. 170 |n@ar achot . i df . i | Dstributed PHP Attenpt B ock 1
176.13.16. 185 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Atack None 1
] . . DO stributed Unaut hori zed URL Access on
107.178.194.79 |Wnited Sates [147.237.77.216 |dover. i df.i| v i dff i 1/ 1133- 22461 he/ dover . aspx. Bl ock 1
5.29. 104. 57 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None
77.75.77.119 Czech Republic |147.237.77.216|dover.idf.il Unaut hori zed URL Access to www i df .il/ page/ 28/ B ock
149. 88. 241. 142 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs DoS At ack None 1
m ny- kosher - kravi . i ) .
46. 19. 85. 98 | srael 147.237.0. 17 df il Mitiple Illegal Paraneter Encoding from46.19. 85. 98 None 1
87.69. 135. 99 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
208.93.111.60 |United Sates |147.237.77.216|dover.idf.il Distributed Lhauthorized UR. Access on waw i df.il/xmrpc. php |B ock 1
41.204.202.31 |South Africa 147.237.77. 216 |dover.i df .i | Ostributed PHP At tenpt B ock 1
. . Mil tiple Fullw dth/Hal fw dth Uhi code Encodi ng on
81.218. 202. 150 |Israel 147.237.72. 166 |aka. i df . i | URL/ Par anet er () from 81, 218, 202, 150 B ock 1
197.85.182.58 [South Africa 147.237.77. 216 |dover.i df .i | Dstributed Lhaut hori zed LRL Access on ww idf.il/xmrpc.php |B ock 1
- . Unaut hori zed URL Access to
66. 249. 66. 39 I srael 147.237.77. 234 |hal ag. | df.il wn | ogi stics.atal.idf.il/tenpl ates/ shared/ usercontrol s/ navnenu/ Bt ock !
Russi an . . o
128. 73. 94. 197 er ati on 147.237.76.86 |navy.idf.il Suspi ci ous Response Code B ock 1
Russi an . . ! . o
31.8.161. 150 Fedor at i on 147.237.76.86 |navy.idf.il D stributed Suspicious Response Code B ock 1
79.177.97.111  |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS Atack None 1
. - . - . Unaut hori zed URL Access to
187.189. 195. 40 [Mexi co 147.237.72.167|i shurimaka.i df .i | 147. 237. 72. 167/ a2bi | | i ngJ cust oner /i ri di um t hr eed. php B ock 1
50. 63. 85. 245 Lhited Sates 147.237.77.216|dover. i df . i | Oistributed PHP At enpt B ock 1
109. 67.118.39 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
46.19. 86. 153 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Atack None 1
93.173.231.46 |[lIsrael 147.237.77.216|dover . i df .i | Uhaut hori zed URL Access to 10.100. 102. 8/ upnpcp/ not i fy/ event  |Bl ock 1
- . D stributed Lhaut hori zed URL Access on
217.132. 102. 130/l srael 147.237.77.233|atal .idf.il 147. 237.77. 233/ 1135- hel at al . aspx B ock 1
77.232. 164. 159 RJSIS:;ni on 147.237.77. 216 |dover.i df .i | Paraneter Type Mol ation idin wwidf.il/1294-en/ dover. aspx B ock 1
176. 12. 148. 154 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
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