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|Top Attackers | n DDoS- Def ence |
Attacker Address |Attacker Country |Target Address |Site

|Signature |Device Action |Count|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il|DOS- Tool - Swi t chbl adG dest - r eset 3455
66. 249. 78. 146 | srael 147.237.72. 166 aka.idf.il |TQP handshake viol ation, first packet not syn dr op 424
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Target Address

A tacker
Count ry

Signature

195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
41.33.231.90 [147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 2
189 103.32. 43 |147.237.8.14  |exi co e orchot. idf | ET SIDAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
109. 64. 187. 13 |147.237.76.42 |lsrael refuah.idf.il ET DCB Large amount of TCP ZeroWndow - Possible N ller2 Dhos 1
attack
94.102.48.195 |147.237.0.16 |Netherlands ny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 1024 1
223.4.236.49 |147.237.76.30 |China hi nush. i df i | ET SCAN Potential SSH Scan 1
223.4.236.49 |147.237.0.34 |Qina tikshuv.idf.il ET SCAN Potential SSH Scan 1
210.6.78.134 |147.237.8.28 |Hong Kong o robi | eks. i df | ET SIDAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
193.201.227.7 |147.237.0.200 |lkraine . i df il ET SCAN NMAP -sS wi ndow 1024 1
186. 212. 156. 93 [147.237.8.24 |Razil elifestyleidf.il ET SCAN NVAP -sS w ndow 3072 1
98.119. 105. 221 |147.237.0.16 [thited Sates |ny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 3072 1
81. 101. 206. 244 [147. 237. 76. 196 k?ir:gegom esvivaidf.il ET SCAN NVAP -sS w ndow 1024 1
2.54.168. 62 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
223.4.236.49 |147.237.76.86 |China navy.idf.il ET SCAN Potential SSH Scan 1
223.4.236.49 |147.237.0.35 |China akavs. i df .i | ET SCAN Potential SSH Scan 1
223.4.236.49 [147.237.0.15 |[China kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
217.132.35.90 [ srael 147.237.77. 233 |atal .idf il Bad TCP sequence SN retransmt with i fferent moni tor  |206
w ndow scal e
46. 19. 86. 163 I srael 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence Inval i d ACK nunber noni t or 81
217.132.5.49  |israel 147.237.76.42 |refuah.icf.il  |Bad TCP sequence SN retransmt wih different monitor |40
w ndow scal e
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
109.64.187.13  |Israel 147.237.76.42 |refuahicf.il  |Bad TCP sequence S retransmt wth different monitor |18
W ndow scal e
182. 183. 203. 220 |Paki stan 147.237. 77. 216 |dover . i df . i | Bl ock HTTP Non Conpl i ant Feiled to handl e connection data  |neni tor 15
128. 127. 107. 123|Net her | ands 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SYN drop 14
87.68.18.34 I srael 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 11
79.177.153.159 |Israel 147.237. 72. 156 |anan.i df .il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 10
Sreanming Engine: TCP Invalid i i ssi
176. 228. 200. 40 | srael 147. 237, 77. 243 |nobi 1 e. i of . i g =g nval i d segnent retransmssi on. drop 8
Ret ransmi ssi on Packet dr opped.
46.19. 85. 194 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
R SWNretransnmit wth different
87.68.18.34 I srael 147.237.77. 233 |atal .idf il Bad TCP sequence v ndow scal alert 7
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 7
. . SWretransmit wth different .
87.68.18. 34 | srael 147.237.77. 233 |atal .idf.il Bad TCP sequence vi ndow scal e noni t or 7
84.228.208.36 |l srael 147.237.76.42 |refuah.icf.il  |Bad TCP sequence S retransmt wth different moni tor |7
W ndow scal e
. . SWretransmit wth different .
217.132.5.49 | srael 147.237.77. 233 |atal .idf.il Bad TCP sequence vi ndow scal e noni t or 6
Sreaning Engine: TGP Invalid i i sSi
77.126.117.98 |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid ' i ssi
2.54.175.125  |israel 147. 237.77. 243 |mobi l e. i o i 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
149.88.5.150 |l srael 147.237. 72. 167 |i shuri maka. i df . i 9 =g Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
109. 201. 154. 210|Netherl ands ~ |147. 237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
Sreanming Engine: TCP Invalid i i Ssi
80.179.209.10 |Israel 147.237.72. 166 |aka. i df . g =g nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
reamn ine: TCP Invali i i Ssi
37.26.148.211 |israel 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
46.19.85.71 I 'srael 147.237.72. 167 |ishurimaka.idf .i|[Bad TCP sequence Inval i d ACK nunber noni t or 5
2.54.168. 62 I srael 147.237.77. 216 |dover. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5
2.54.168. 62 I srael 147.237.77. 216 |dover.idf il SYN At t ack rej ect 5
46. 19. 85. 240 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d ACK nunber alert 4
Sreaning Engine: TQP Invalid i i SSi
188.62.203.10 |[Sutzerland  |147.237.77. 216 |dover.idf.il 9 =g nvalid segnent retransmssi on. drop 4
Ret ransm ssi on Packet dr opped.
167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf . il Bl ock HITP Non Conpl i ant Failed to handl e connection data  |nonitor 4
46. 19. 85. 240 I srael 147.237.77. 216 |dover.i df . i | Bad TCP sequence Invalid ACK nunber noni t or 4
188. 120. 148. 132l srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d AGK nunber noni t or 4
Sreaning Engine: TGP Invalid i i sSi
176.13.19. 150 |Israel 147.237.77. 243 |nobil e. i of . 9 =g Invalid segent retransmssion. drop 4
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid ' i ssi
66.249. 64.163 |Uited Sates |147.237.76.86 |navy.idf.il 9 =g Inval i d segnent retransmssi on. drop 4
Ret r ansmi ssi on Packet dr opped.
41.33.232.66 Egypt 147.237. 77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or
46.120. 128. 235 |l srael 147.237.72. 166 |aka.idf .il SYN Att ack SYN -> SYN-ACK -> RST rej ect
94.230. 86.221 |Israel 147.237.72. 166 [aka.i df .i Bad TCP sequence Invalid AGK nunber noni t or
o SYNretransmt wth different .
217.132.35.90 |Israel 147.237.77. 234 |hal ag.idf.il Bad TCP sequence wi ndow scal e noni t or 4
; . . SWretransmit wth different .
108.84.130.87 |Wnited Sates |[147.237.77.233|atal.idf.il Bad TCP sequence vi ndow scal e noni t or 4
46. 19. 85. 26 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
Sreaning BEngine: TCP Invalid i i SSi
192.116.92. 177 |Israel 147.237.72. 166 |aka.i df . i1 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
2.54.168. 62 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d ACK nunber noni t or 3
Sreaning Engine: TQP Invalid i i SSi
79.180. 212. 207 |israel 147.237.72. 166 |aka.i df . 9 =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
2.54.23. 163 I srael 147. 237.72. 166 |aka. i f .11 g =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
77.126.27.161 | srael 147.237.72. 166 |aka.i df . 9 =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
109.64.9.204  |israel 147. 237. 77. 243 |nobi l e.i df i | g =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
2.54. 63, 147 I'sr ael 147.237.72. 166 |aka.i df . 9 =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
31.168. 154. 244 I srael 147. 237.72. 166 |aka. i f .11 g =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
94.159.181.70 | srael 147. 237.77. 243 |robi L e, i of . i1 9 =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dr opped.
2.54.168. 62 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d sequence nunber noni t or 3
Sreaning Engine: TGP Invalid i i sSi
79.181. 169. 130 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
109. 64. 185. 179 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 91
2.52.150. 225 I srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 37
2.54.175. 125 I srael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code Bl ock 12
109. 64. 155. 156 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
79.180. 148. 209 |l srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte CGode Character in LR from79.180. 148. 209 |H ock
185. 120. 125. 27 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code Bl ock
. . . Unhaut hori zed URL Access to
77.247.30. 234 |Ukraine 147.237.72. 166 aka. i df . i | wwy aka. i df.il/ituriniresources/inages/ body/ i nages/ nai n. j pg Bl ock 3
37.26.148.211 [Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 2
31.154.90.124 |l srael 147.237.77. 170 |naar achot . i df . i | Distributed Wnaut hori zed HTTP Met hod B ock 2
2.54.2.26 I srael 147.237.72. 166 |aka. i df . i | Uhtraceabl e S Sessi ons: sigal gs oS Atack None 2
217.33.23.241 |United Kingdom|147.237.77.216|dover.idf.il Unaut hor i zed HTTP Met hod Bl ock 2
2.54.32.17 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 2
46.36.67. 19 Li t huani a 147.237.77.74 |lawidf.il PHP Att enpt B ock 2
109. 65. 229. 146 |l srael 147.237.0.19 [madimatal .idf.il O stributed Suspicious Response Code Bl ock 2
Russi an . . Unaut hori zed URL Access to
188.143. 232. 13 Federati on 147.237.77. 176 |nat paSh' idf.il WA cogat . i df . i | /tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock 2
] - . Distributed Lhaut hori zed URL Access on
204.13.200.200 |thited Sates  [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- hel dover . aspx. Bl ock 2
31.168.177. 144 |[israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
; . ; Distributed Lhaut hori zed URL Access on
107.178.194.79 |[lhited Sates  |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- hel dover . aspx. B ock 1
] . - Unaut hori zed URL Access to
68.180.228.175 [Wited Sates  [147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 994- 9698- he/ r ef uah. aspx Bl ock 1
192. 163. 217. 214|Uhited Sates 147.237.72. 166 |aka. i df . i | Dstributed PHP Atenpt B ock 1
178.32.28.118 |France 147.237.77. 216 |dover.idf .i | Dstributed PHP At tenpt Bl ock 1
. . O stributed Unaut hori zed URL Access on
84.228.208.36 |[lsrael 147.237.76.42 |refuah.idf.il 147 237, 76. 42/ styl el shar ed! reset . css B ock 1
217.132.5.49 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135-he/ atal . aspx |H ock 1
50.87.248.226 [lLnited Sates 147.237.77.216|dover.idf .il O stributed Wauthorized URL Access on waw i df.il/xmrpc.php  |B ock
46.107. 231. 150 |Hungary 147.237.77.216|dover. i df . il Dstributed PHP At enpt B ock
. . S3. Lhtraceabl e Gnnection - Protocol violation
149.78.226.32 |lIsrael 147.237.72.166 |aka. i df . i | (SSL_OONN CLI ENT CERTI FI CATE REQUEST) None 1
. . S Untraceabl e Gonnection - Protocol violation
79.182.70.173 |l srael 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
213. 8. 204. 18 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df . i/ main/ B ock 1
77.75.76. 162 Czech Republic [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to ww i df . i1/ page/ 26/ Bl ock 1
197.221.14.95 |South Arica 147.237.77.216|dover. i df . i | Dstributed PHP At enpt B ock 1
45. 55. 36. 68 147.237.77. 176 |nat pash. i df . i | Distributed PHP Attenpt B ock 1
- kosher - kravi . i df i
66.249.93.68 | srael 147.237.0.16 |V Wnaut hori zed UR. Access to o . B ock 1
il wan ny- kosher-kravi . idf.il/inmages/ 1. he/enai | /nai | _footer.gif
186.192.129. 73 |Brazil 147.237.72. 166 |aka. i df . i | D stributed Lhaut hori zed UR. Access on aka.idf.il/xmrpc. php B ock 1
5.102.254. 149 |[Israel 147.237.72. 166 [aka. i df . i | Lhtraceabl e SI. Sessi ons: si gal gs DoS Attack None 1
. . O stributed Unaut hori zed URL Access on
87. 68. 18. 34 I srael 147.237.77.233|atal .idf.il 147, 237, 77. 233/ 1501- he/ at al . aspx B ock 1
2.54.1.174 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
84.108. 100. 183 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None
217.33.23.241 |United Kingdom|147.237.77.216|dover.idf.il Mil tipl e Uhauthorized URL Access from 217.33.23. 241 B ock
. . Distributed Lhaut hori zed URL Access on
46.166. 190. 172 [Net herl ands 147.237.77. 216 |dover . i df . i | v i dff i |/ 1133- 22461- he/ dover . aspx. B ock 1
173.252.74.101 |Uhited Sates 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None
109. 73.175. 226 |Uni ted Ki ngdom|147.237.77.216|dover.idf.il D stributed Unaut hori zed URL Access on v idf.il/xmrpc. php  |B ock
79.177.51.212 |[israel 147.237.77. 216 |dover. i df .i | Lhaut hori zed URL Access to wanidf.il/international _training Bl ock 1
’ . . O stributed Unaut hori zed URL Access on
204.13.200.200 [Wited Sates  [147.237.77.216|dover.idf.i| v i dff . i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
. - Distributed Lhaut hori zed URL Access on
46.19. 86. 228 I srael 147.237.76.42 |refuah.idf.il 147. 237,76, 42/ styl el shar ed/ reset . css B ock 1
’ . . O stributed Unaut hori zed URL Access on
107.178.194.83 |Wnited Sates  [147.237.77.216|dover. i df .il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
69.195.124. 127 |whited Sates  |147.237.77.216|dover.idf.i | D stributed PHP Attenpt B ock 1
192. 163. 217. 214|United Sates 147.237.72. 166 [aka. i df . i | D stributed Unhaut hori zed LRL Access on aka.idf.il/xnrpc. php Bl ock 1
54.154.209. 228 |Wited Sates 147.237.77.216|dover. i df . i | Dstributed PHP At enpt B ock 1
178.32.28.118 |France 147.237.77. 216 |dover . i df .i | O stributed Lhaut hori zed URL Access on v idf.il/xmrpc.php  |B ock 1
2.54.175. 125 I srael 147.237.77.243|nobi | e.i df . i | O stributed Suspicious Response Code Bl ock 1
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