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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

|Signature

|Device Action |Count|

66. 249. 78. 146 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 12230
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3133
66. 249. 78. 254 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 136
213.111. 137. 160 rai ne 147.237.76. 198 e.yohal an.idf.il|Bl ock Udp Al Nets drop 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66. 249. 66. 61 147.237.72.166|Whited Sates |[akaidf.il ET SCAN NVAP -sA (2) 2
84.245.15.126 [147.237.76. 147 [Netherlands  |chi nuch. aka. i df .| ET SCAN Potential VWNC Scan 5900- 5920 1
84.245.15.126 [147.237.76.38 |[Netherlands |e.e.meitav.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
218. 200. 188. 213[147.237.0.17 |thina mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
84.245.15.126 [147.237.76.30 [Netherlands hi nush. i df . il ET SCAN Potential VWNC Scan 5900- 5920 1
196. 47.173.21 |147.237.76.31 |Qte DIvoire [nakchal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
84.245.15.126 |147.237.0.16 |Netherl ands ny-kosher-kravi.idf.il  |[ET SCAN Potential VNC Scan 5900- 5920 1
189, 198.48. 101 |147. 237 76. 34 |nexi co yohal an.i df i1 ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
183. 82. 106. 200 |147.237.72.167 |India i shurimaka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
172. 98. 200. 238 |147.237. 77. 226 viwu chanat z. aka. i df . il [ET SCAN NVAP -sS w ndow 2048 1
104.192.0.226 |147.237.76.44 |lhited Sates [e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
84.245.15.126 |147.237.77.212|Netherlands  |e.dover.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
84.245.15.126 [147.237.76.42 |[Netherlands refuah.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
84.245.15.126 [147.237.76.31 |[Netherlands nakchal . i df il ET SCAN Potential VWNC Scan 5900- 5920 1
196.47.173.21 |147.237.76.31 |Gte Dlvoire |nakchal .idf.il ET SCAN NMAP -sS wi ndow 3072 1
84.245.15.126 |147.237.72.14 |Netherlands dover.idf.il (ol d) ET SCAN Potential WNC Scan 5900- 5920 1
80. 246. 130. 220 |147.237. 77. 233 [l srael atal .idf.il ET D5 Large anmount of TCP ZeroWndow - Possible Niller2 1
DDos attack
183. 82. 106. 200 [147.237.72. 167 |India ishurimaka.idf.il ET SCAN NVAP -sS wi ndow 3072 1
172. 98. 200. 238 |147. 237. 77. 226 waw chanatz. aka. i df i1 [ET SCAN NVAP -sS wi ndow 4096 1
172. 98. 200. 238 |147.237. 77. 226 waw chanatz. aka. idf i1 |[ET SCAN NVAP -f -sS 1
84.245.15.126 |147.237.77.227 |Netherlands  |e. hamaz.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address [Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
72.9.148. 10 Lhited Sates 147.237.77. 176 |natpash.idf .il  |dr op Frst packet isn't SYN drop 21
Sreaning Engine: TQP Invalid i i ssi
87.68.77.101  |Israel 147. 237.72. 166 |aka i df . i | 9 =9 Invalid segment retransmssion. drop 18
Ret ransm ssi on Packet dropped.
. . SN retransmt wth different .
79.177.210.44 |lsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence i ndow scal e noni t or 14
128.127. 107. 123|Net her | ands 147.237.77.233|atal .idf.il dr op First packet isn't SYN drop 12
84.111.126.10 [ srael 147.237.77. 233 |atal i df .| Bad TCP sequence SNretransmt with different moni tor |12
w ndow scal e
79.183. 153. 223 |l srael 147.237.77. 176 |natpash.idf .il  |dr op First packet isn't SYN drop 10
2.54.63.84 I srael 147.237.72. 156 |anan. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 10
64.19. 78. 243 Lhited Sates [147.237.76.44 |e.refuah.idf.il [Geo-| ocati on enfor cenent Geo- | ocati on i nbound enf orcenent |drop 10
77.125.108.18 |Israel 147.237.77.212|e.dover.idf.il |SYN At ack SYN -> SYN-ACK -> Ti nmeout rej ect 9
Sreaning Engine: TGP Invalid i i ssi
66.249.78.254 |Wnited Sates  |147.237.72. 166 |aka i df.il g =g nvalid segnent retransmssion. drop 9
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
80. 246. 139. 209 I srael 147. 237.77. 243 |nubil e.i df . i 9 =9 Invalid segnent retransmssion. g, 9
Ret r ansmi ssi on Packet dr opped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 7
Sreaning BEngine: TCP Invalid i i ssi
213.8.182.91  |Israel 147. 237.77. 243 |mobi l e. i f . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
o Sreamng Engine: TCP Invalid ,
87.68.41.124 | srael 147.237.72. 166 |aka. i df .i | Inval i d checksum Packet dropped. |drop 6
Checksum
Sreaning BEngine: TCP Invalid i i ssi
79.176.135.68 | srael 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
31.168.92.196 |Israel 147.237.77. 243 |nobil e.i df . 9 =9 Invalid segment retransmssion. drop 6
Ret ransm ssi on Packet dropped.
2.54.52. 247 I srael 147.237.72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
Sreaning Engine: TGP Invalid i i ssi
109. 64. 116. 110 | srael 147.237.0.19 |nadimatal .idf.i 9 =g Invalid segnent retransnission. drop 6
Ret r ansmi ssi on Packet dropped.
109. 66.194. 56 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 5
2.52.167.15 I srael 147.237.77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
41.33.232.66 Egypt 147.237.77. 216 |dover.idf .i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 5
84.111. 155. 155 |l srael 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor 4
e SN retransnmit wth different .
80. 246. 130. 220 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence i ndow scal e noni t or 4
84.108. 232. 133 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber alert 4
195.34.150.18 |Austria 147. 237. 77. 216 |dover . i df .i | Bl ock HTTP Non Conpl i ant Failed to hand e comnection data  |nenitor |4
91.200. 12. 137  |lkrai ne 147.237.0.34 |tikshuv.idf.il [drop SAMrul e drop 4
5.102. 254. 95 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
Russi an S Streaming Engine: TCP Invalid Invalid segnent retransnission.
141.8.132.112 Federat i on 147.237.72. 166 |aka.idf . il Ret 1 ansni ssi on Packet dr opped. drop 3
Sreaning Engine: TGP Invalid i i ssi
84.110.211.54 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segment retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
109.65.34.55  |Israel 147. 237. 72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
Anonynous R, . .
8.37.227.70 Pr oxy 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Response out of state noni t or 3
Sreaning BEngine: TCP Invalid i i ssi
109. 67. 104. 131 |l srael 147. 237. 72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
185.32.179.20 |Israel 147.237.77. 243 |nobil e. i df . 9 =g Invalid segment retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
46.116. 200. 174 | srael 147. 237. 72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
37.26.148.247 |israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segment retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
2.54.163.187  |israel 147. 237. 72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
62.90.163.46  |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segment retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
79.180.53.140 | srael 147. 237. 72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109. 65. 200. 68 |I srael 147. 237.72. 166 |aka i df . i | 9 =g Invalid segment retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
185.3.146.113 |l srael 147. 237. 72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 3
Ret ransni ssi on Packet dropped.
Anonynous R, . .
8.37.227.81 Pr oxy 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Response out of state noni t or 3
Sreaning BEngine: TCP Invalid i i ssi
80.178.13.187 | srael 147. 237. 72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
79.177.96.80  |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segment retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Russi an S Streaming Engine: TCP Invalid Invalid segnent retransnission.
95. 108. 158. 167 Federat i on 147.237.72. 166 |aka.idf . il Ret 1 ansni ssi on Packet dr opped. drop 3
Sreaning Engine: TGP Invalid i i ssi
79.181.11.131 |israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segment retransmssion. drop 3
Ret ransm ssi on Packet dropped.
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Sreaning Engine: TCP Invalid

Invali d segnent

ret ransmi ssi on.

149.78.45.107 |israel 147.237.72. 166 |aka i df . et 1 ansm Ssi on Packet. o opped. drop
Sreanming Engine: TCP Invalid i i ssi
79.176.21.105 |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransnission. drop
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
77.125.78.246  |Israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. drop
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
2.54.27.4 I srael 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransnission. drop

Ret r ansm ssi on

Packet dropped.
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213.8.182.91 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 96
109. 64. 116. 110 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 96
109. 64. 116. 110 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 84
79.178.3.9 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 46
168. 235. 197. 199 Wi ted Sates |147.237. 77. 216 |dover. i df . i | Ig‘;.'\;;ng’. i’fg;. ngsa"e Response (bde (404) in Session from Bock |42
213.8.182.91 I srael 147.237.0.19 |[nadimatal .idf.il|Dstributed Too Miny of the Sane Response Code (404) B ock 36
176.13.14.5 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 9
80.246.136.19 |[Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46. 19. 86. 219 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
128.127. 107. 123|Net her | ands 147.237.76. 147 |chi nuch. aka. i df . i|Di stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 3
82.81.25.94 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
109. 160. 225. 148l s el 147. 237.72. 166 |aka. i df . i | chaut hor dﬁ?‘?lﬁmﬁlcgfjjs;:mtml o at Ul A Bock |3
66. 249. 64. 233 |Israel 147.237.77.216|dover . i df . il Ml tipl e Unhaut hori zed URL Access from 66. 249. 64. 233 B ock 2
80. 246. 139. 209 |[Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
91.200.12.139 |Wkrai ne 147.237.77.216|dover. i df . il Dstributed PHP At tenpt Bl ock 2
213.8.182.91 I srael 147.237.77.243|nobi l e.i df . i | Uhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock 2
176.228.175.19 |l srael 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to waw anan. i df.il/https:/ww anman.idf.il/ B ock 1
84.111.126.10 I srael 147.237.77.233|at al . i df . i | ol ot hor zed W .Aggs)fs on Bock |1
62.212.121. 145 |France 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
5.29.119. 25 I'srael 147.237.72. 166 |aka. i df . i | mngkm;??ﬁﬁ mcégfﬁiit;angicgg'\’:isgfcphsaChar$°t' 69 in None 1
119.47.121.67 [New Zeal and  |147.237.77. 176 [nat pash. i df . i | Distributed PHP Attenpt B ock 1
217.170. 205. 27 |Nor way 147.237.77. 176 |nat pash. i df . i | Dstributed PHP Attenpt B ock 1
72.52.219.191 |Wited Sates |147.237.77.216|dover.idf.il D stributed Waut hori zed URL Access on www i df .il/xmrpc. php Bl ock 1
212.179. 159. 253|I srael 147.237.72. 166 |aka. i df . i | mngk"‘glzaf"?ﬁ;;' Ncgéfﬁiit;angfSg"i;f‘:phsacr‘ar$Ct'51 n None 1
109. 66. 194. 56 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
66.249.78.254 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to www aka. idf.il/mai n/giyus/ undefined/ Bl ock 1
196.22.142. 128 [South Africa  |147.237.77.176 [nat pash. i df . i | Distributed Waut horized URL Access on www cogat . i df . il/xmrpc. php B ock 1
Anony mous . ) Lhauthoriz_ed LRL Access to o ‘ _
93. 115. 95. 205 Pr oxy 147.237.77. 176 |nat pash. i df . i | wnw cogat . i df . i1 /1344-en/ ct| 00_ucnil ti si debar_general si debar_spcdetails_ (B ock 1
rpt subcat egori es_ct! 0L i nner| evel cont ai ner

82.166. 131. 243 |Israel 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
149. 88. 208. 235 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
79.178.49.149 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
213. 8. 204.55 | srael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
109. 201. 154. 211[Netherlands  [147.237.77. 216 [dover . i df . i | D stri outec ll‘f;;_t;g;gfﬁeﬁvﬁfispzn Bock |1
107.178.194.83 |Uhited Sates [147.237.77. 216 |dover. i df . | o L1 1155, 2650 el dover. aue Bock |1
69.171.228.122 |whited Sates |147.237.72.166|aka.idf.il Untraceabl e S3. Sessions: sigal gs oS Attack None 1
204.13.200.200 |Uited Sates [147.237.77. 216 |dover. i df .| D stri buted 1T§;t;§g'3§eﬂeﬁvicrcf§pfn Bock |1
176.228.175.19 |Israel 147.237.72. 166 |aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
85.64.102.124 |[israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
5.102. 254. 69 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
119.47.121.67 [New Zeal and  |147.237.77. 176 |nat pash. i df.i | D stributed Uhaut hori zed URL Access on wa cogat . idf.il/xmrpc. php B ock 1
217.170. 205. 27 |Nor way 147.237.77. 176 |mat pash. i df . i | Distributed Wauthorized URL Access on wwwy cogat . i df . il/xmrpc. php B ock 1
77.75.78. 161 g&%ﬂ . 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw i df . i/ page/ 25/ B ock 1
109. 67. 49. 244 |l srael 147.237.77.216|dover . i df . il Uhaut hori zed LRL Access to wawidf.il/https:/wanidf.il/ B ock 1
66. 249.79. 228 I srael 147.237.76.31 [nakchal .idf il mu;;?rr]elﬂz.eiddfﬁ /?Ce(;\;isatteg/ shar ed/ user cont r ol s/ navnenu/ Bt ock !
198. 20. 69. 74 Lhited Sates |147.237.77.234|hal ag. idf.il Unaut hori zed URL Access to 147.237.77.234/ Bl ock 1
95. 86.103. 106 [l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
84.108.74.219 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
46.117.24.100 |[Israel 147.237.72. 166 |aka. i df . i | Unhaut hori zed Method HEAD for www aka. i df . i/ nai n/ gi yus/ B ock 1
2.54.16. 192 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
109. 253. 196. 187 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
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