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|Top Attackers | n DDoS- Def ence |

Attacker Address
167. 114. 156. 16

|Attacker Country

|Target Address

| site |Signature |Device Action |Count |
Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3447
193. 19. 118. 82 Russi an Federation 147.237.76. 177 ncore.idf.il B ock_UWp Al _Nets dr op 1
198. 20. 70. 114 Lhited Sates 147.237.76. 39 nobi | e. nei tav.idf.il B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
112.196. 49. 101 |147.237.0.17 |india mny-kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 4096 1
92.222.242.102 |(147.237.76.30 |France hi nush. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
31.19.116.8 147. 237. 77. 178 |Ger many e.matpash.idf.il ET SCAN NVAP -sS w ndow 1024 1
171 104. 163, 1921147 237 76. 31 |chi na vekehal i df i1 ET SI:AN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
112.196. 49. 101 |147.237.0.17 |india mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS wi ndow 3072 1
31.19.116.8 147. 237. 77. 226 |Ger many wan chanat z. aka. i df . i1 |ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
41.33.231.90  |Egypt 147. 237. 77. 216 |dover. i of . i | drop SAMrul e drop 36
79.182.107. 145 |l srael 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 16
2.54.132. 246 I sr ael 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
113. 162. 132. 234|V et nam 147.237.77. 216 |dover. i df .i | Bad TCP sequence SYNACK retransmt wth moni tor |8
different w ndow scal e
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 8
80. 246. 130. 135 || srael 147.237.77. 233 |atal i df i Bad TCP sequence S retransnt wih different moni tor |7
W ndow scal e
Sreamng Engine: TCP Invalid ' i ssi
79.178. 202. 142 I srael 147.237.72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dr opped.
41.33.232. 66 Egypt 147. 237.77. 216 |dover.i df . i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 6
167.114. 156. 16 |Canada 147. 237. 77. 216 |dover . i of . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
157. 55. 39. 30 Lhited Sates [147.237.0.34 |tikshuv.idf.il drop First packet isn't SYN drop 5
195.34.150.18 |Austria 147.237.77. 216 |dover.idf il Bl ock HTTP Non Conpli ant Fail ed to handl e connection data |nonitor (4
31.210. 186. 143 |Israel 147.237. 77. 233 atal .idf. il Bad TCP sequence I'nvalid ACK nunber nonitor |4
85. 130. 187. 199 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor (4
37.142. 250. 160 |Israel 147.237.77. 226 [} chanatz.aka.idf 1pad TOP sequence Inval i d ACK nunber moni tor |4
46. 19. 86. 165 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Invalid AGK nunber noni t or
94.230.86.221 |lsrael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or
91.200.12.106  |Ukraine 147.237.77. 226 | "}" chanat z. aka. Tl |4r o, SAMrule drop 4
Sreanming Engine: TCP Invalid i i ssi
31.154. 165. 120 |Israel 147. 237. 77. 243 |robi 1 e, i of . i | 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
r eam n ine: TCP Invali i i ssi
79.177.43.128  |israel 147.237.72. 166 |aka.i df . i Streamng Engi ne: TCP alid finvalid segnent retransnissi on drop 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
79.182. 142. 219 |israel 147.237.72. 166 |aka.i df . 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
r eam n ine: TCP Invali i i ssi
46.19. 86. 18 I'srael 147. 237.77. 243 |nobi l e. i f . i Streaning Engine: TCP Invalid finvalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
212.25.102.63 |Israel 147. 237. 77. 243 |robi 1 e, i of . i | 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
r eam n ine: TCP Invali i i ssi
109. 64. 166. 148 |1 srael 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid finvalid segnent retransnissi on drop 3
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
66.249.93.191 |Wnited Sates |147.237.77. 243 |nobile.idf. il 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
185.3.144. 168 |Israel 147. 237. 77. 170 [nmar achot . i df . i | Bad TCP sequence I'nval i d ACK nunber nonitor 3
Sreamng Engine: TCP Invalid ' i ssi
185.27.105.74 |Israel 147. 237.72. 166 |aka. i of .11 9 =9 Inval id segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
91.200.12. 106 |lkrai ne 147.237.72. 166 |aka. i df . il drop SAMrul e drop 3
Sreaming Engine: TCP Invalid ' i ssi
79.181.55.236 | srael 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi
109. 65. 115. 228 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dr opped.
185.3.146. 117 |israel 147.237.76. 42 |refuah.idf.il Bad TCP sequence I'nvali d ACK nunber monitor (3
Sreanming Engine: TCP Invalid i i ssi
46.19.86.226  |Israel 147.237.72. 166 |aka.i df . 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Bngine: TQP Invalid i i SSi
157.55.39.178 |Wited Sates |147.237.76. 200 |ei tan. aka. i df . i 9 =g Invalid segnent retransmssion. |, 2
Ret r ansmi ssi on Packet dr opped.
5.102. 254. 14 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d ACK nunber nonitor |2
66. 102. 9. 107 Lhited Sates [147.237.0.34 |tikshuv.idf.il drop First packet isn't SN drop 2
2.52.133. 111 I sr ael 147. 237. 72. 167 |i shuri maka. i of .i | Bad TCP sequence I'nval i d ACK nunber noni tor |2
54.77.17.58 Irel and 147.237.76.86 |navy.idf.il Drectory Traversal directory traversal overflow noni t or 2
208.115.111.73 |Wnited Sates |147.237. 72. 166 [aka.idf. il dr op SMrul e drop 2
5.22.131. 102 I sr ael 147.237.72. 166 [aka. i df .i Bad TCP sequence I'nvali d ACK nunber nonitor |2
Sreanming Engine: TCP Invalid i i ssi
157.55.39.208 |[Whited Sates [147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansmi ssi on Packet dr opped.
37.142.250. 160 |Israel 147.237.77. 226 "} chanatz.aka. 1df 1paq TOP sequence Inval i d ACK nurber alert 2
5.102. 254. 62 I srael 147.237.72. 156 |anan.i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |2
Sreaning Engine: TQP Invalid i i SSi
66.249.78.146 |Wnited Sates |147.237.72. 166 |aka idf. il g =g Invalid segnent retransmssion. —fq o, 2
Ret ransm ssi on Packet dr opped.
5.22.134.113 I srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d AGK nunber noni t or
46. 19. 86. 165 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber alert
128.232.110. 28 LKJ?'r:gegom 147.237.77. 234 |hal ag.i df . | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 2
84.109.81.150 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |2
37.205.9.131 Sovakia 147.237.72. 156 |aman. i df . i | SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect
149. 78. 69. 72 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber noni t or
74.82.47.8 Lhited Sates |147.237.77. 226 "‘f"l’“ chamat z. aka. 1df | At t ack SYN -> SYN-ACK -> RST rej ect 1
109. 67. 145. 179 |Israel 147.237.72. 166 |aka.idf il Bad TCP sequence Invali d ACK nunber noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
176.13.6.38 | srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Gode B ock 66
176.13.6. 38 | srael 147.237.0.19 |nadimatal .idf.il B‘;."g‘%c&the Sane Response (ode (404) in Session from Bock |48
31.154.17.106 |[Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 31.154.17.106 |B ock 7
2.52.41.126 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 6
2.54.48. 218 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 5
46. 19. 86. 18 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
79.183.186. 136 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs DoS Atack None 3
66. 249. 66. 16 I srael 147.237.76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to waw chi nuch. aka. i df . i |/404. ht m Bl ock 2
5.22.131. 102 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
79.177. 21. 40 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
109. 160. 133. 222|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 2
109. 66.97.18 |l srael 147.237.0. 17 g; niyl- kosher-kravi. i |, i ired I11egal Parameter Encoding None 2
89. 212. 226.230 |Yovenia 147.237.77. 176 |mat pash. i df . i | Lhaut hori zed URL Access to wawy cogat . i df.il/xmrpc. php B ock 1
62.210.105. 116 [France 147. 237.77. 216 |dover . i df . i | D stri buted 1?:;};%;;?&%&?222” Bock |1
217.132.38.38 |[lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SS. Sessi ons: sigal gs DoS Atack None 1
41.105. 245.131 |Ageria 147.237.77. 216 |dover.idf .il Uhaut hori zed URL Access to wwwidf.il/ar’ Bl ock 1
176.13.16. 240 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
79.182.215.172 [Israel 147.237.77.74 [lawidf.il PHP At t enpt B ock 1
2.54.130. 129 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: sigal gs DS Attack None 1
109.201. 152. 21 |Netherlands |147.237. 77. 216 |dover . i df . i | e 1) 1155, 2461 el dover. aue Bock |1
66.249.79. 242 [ srael 147.237.76.42 |refuah.idf.il ﬂ?“tzggr ;g?ﬁzﬂpﬁfjfjg;oﬂ | es/ 91 i 26100X0/ 2969 | pg Bock |1
104.131. 147. 112|Wited Sates |147. 237. 72. 166 |aka. i df . i | mn:kv:izfafﬁwﬁttejrii;)gsgléinspl ayonesol di er. asp None 1
Unknown Par arret er
46.120.69.191 |Israel 147.237.72. 166 [aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl aceHol der $quest i onUpdat e$t xt G her Qu |[None 1
estion in ww aka.idf.il/nain/giyus/fag. aspx
208.184.112. 74 [United Sates |147.237.77. 216|dover. i df . | D stri buted ff;;_t;gzgfﬂeﬁvﬁc_ispﬁ” Bock |1
81.218.135.68 |lsrael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
79.177.182.79 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
31.154.17.106 [Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod HEAD for wwn aka. i df . i |/ mai n/ kapat z/ Bl ock 1
157. 55. 39. 58 Lhited Sates [147.237.76.31 [nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/robot s. t xt B ock 1
109. 66. 126. 184 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
66.249.78.234 I srael 147.237. 72. 166 |aka. i df . i | o T ;fie;‘f‘nafﬁfzisiutsj’gener o aspx Bock |1
94. 159. 149. 238 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None
66.220.158.120 [Lnited Sates [147.237.72.166|aka.idf.il Untraceabl e SS. Sessi ons: sigal gs oS Attack None
46.19. 85. 30 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None
185.3.146.117  |Israel 147.237.76.42 |refuah.idf.il ﬂ?‘ftzgo?r_ifgd‘lﬁpgffiutc‘;‘_i con- pr ecomposed. png Hock |1
79.182.215.172 |[israel 147.237.77.74 [lawidf.il Unaut hori zed URL Access to waw nag. i df.il/xmrpc. php Bl ock 1
109.201.152. 21 [Netherlands |147.237. 77. 216 |dover . i df . | D stri bt oc gfgfggggé?ﬁeﬁvﬁfisp;” Hock |1
68.180.228.112 |lhited Sates |147.237.77.216|dover.idf.il Par aneter Type M ol ati on PageNumin waw i df . il/1393-en/ dover. aspx |B ock 1
66. 249. 66. 32 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code Qust om Tenpor ary Bl ock
107.178.194.79 Uited Sates |147.237. 7. 216 |dover . i df . i | D stri but e lT;;f;‘gzgi_eﬂeﬁwfrc_isp;” Hock |1
84.228.75.194 [Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
46.121.91.167 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
213. 8. 204. 27 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
79.178.169. 198 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 1
37.26.146.156 |lsrael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Atack None 1
2.54.15.74 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
109. 67. 14. 14 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None 1
66.249.78.240 I srael 147.237.72.166 [aka. i df . 1 | ;J;E;Utzggr I72(.3(iGLGJ/?LrTa'iACr\(/:(:;isf/uts(/)resources/i nages/ nal shab. j pg Bl ock !
98.143.148.135 [lnited Sates [147.237.77.19 (lawforumidf.il Ill1egal Byte Gode Character in Mthod [[#1]]120100 Bl ock
66. 249. 64. 108 |l srael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ B ock
191.7.28.18 Brazil 147.237.77.74 |lawidf.il Dstributed PHP Attenpt B ock 1
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