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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country  |Target Address [Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3398
134. 147. 203. 115 Ger many 147.237.76. 34 yohal an. i df .i | B ock Np Al Net dr op 2
198. 20. 70. 114 Lhited Sates 147.237. 76. 148 gocenter. aka.idf.il Bl ock Udp Al Nets drop 1
89. 248. 167. 162 Net her | ands 147. 237.76. 199 e. nakchal .idf.il Block Udp All Nets drop 1
66. 240. 192. 138 Lhited Sates 147.237.76. 86 navy.idf.il Bl ock_ Udp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgnat ure Devi ce Action |Count

52.1.90.117 Lhited Sates 147.237.77. 216 dover.idf.il |[13840: TLS QpenSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66.249.81. 179 |147.237.77.233|Wited Sates  |atal.idf.il ET SCAN NVAP -sA (2) 2
66.249. 93. 32 147.237.72.166|Wited Sates  [akaidf.il ET SCAN NVAP -sA (2) 2
66.249.79.104 |147.237.76.42 |Wited Sates  |refuah.idf.il |ET SCAN NVAP -sA (2) 2
94.102. 48. 195  |147.237. 72. 156 |Net her | ands aman. i df .il ET SCAN NVAP -sS wi ndow 1024 1
198. 20. 69. 98 147.237.76. 197 |Lnited Sates ehinush.idf.il |ET DROP Dshiel d Bl ock Listed Source 1
131.109. 15. 15  |147.237.77.233|lhited Sates atal.idf.il ET SCAN NMAP -sS wi ndow 2048 1
109, 253 219 38 |147. 237. 77. 170 |1 el vaarachot i df i | ET DC5 Large amount of TCP ZeroWndow - Possi bl e Nkiller2 DDos 1

attack

197. 157. 244. 243|147. 237.76. 31 |Somalia nakchal .idf.il [ET SCAN Potential SSH Scan 1
131.109. 15. 15 [147.237. 77. 233 |Wnited Sates atal.idf.il ET SCAN NVAP -sS w ndow 4096 1
131.109. 15. 15 |147.237.77.233|Wited Sates atal.idf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
66.249.81. 175 |lhited Sates |147.237.77.233|atal.idf.il drop Frst packet isn't SN drop 35
141.0. 9. 239 Lhited Sates [147.237.77.216|dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 23
109. 65.129. 129 |Israel 147.237.77. 234 |hal ag. i f . i1 Bad TCP sequence SN retransmt with i fferent moni tor |19
w ndow scal e
66.249.81.183 |lhited Sates |147.237.77.233|ata .idf.il drop First packet isn't SYN drop 16
213.57.141. 237 | srael 147.237.72. 166 |aka. i of .| Bad TCP sequence SIWAK retransmt with different | oo |12
W ndow scal e
e SWNretransnmit wth different .
109. 65. 129. 129 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence v ndow scal @ noni t or 12
213.57.141. 237 |[lsrael 147. 237. 72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 12
46. 19. 86. 240 I srael 147.237.72. 166 |aka. i df i Bad TCP sequence Inval id ACK nunber noni t or 12
S SYNHAK retransmit with different .
46.120.75.237 |Israel 147.237.72. 156 |anan. i df .i Bad TCP sequence wi ndow scal noni t or 12
r eam n ine: TCP Invali i i ssi
2.52. 165. 48 I srael 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TGP alid  |invalid segnent retransnission drop 9
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
79.181.212.10 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 138 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 8
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 8
66.249.81.179 |lhited Sates [147.237.77.233|atal.idf.il dr op First packet isn't SYN drop 7
46. 19. 86. 57 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 7
109. 160. 192. 143|I srael 147.237.72. 156 |anan.i df .i| SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 7
109. 160. 192. 143 srael 147.237. 72. 156 |anan. i f . i1 Bad TCP sequence SINHA retransmt with different oo |7
w ndow scal e
46.19. 85. 138 I srael 147.237.77. 216 |dover. i df . il Bad TCP sequence Inval i d AGK nunber noni t or
77.125.7.184 I srael 147. 237. 72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
109. 66. 154. 26 |l srael 147.237.72. 166 [aka. i df . i | Bad TCP sequence I'nval i d ACK nunber aert
. . SYNHAK retransnit with different .
77.125.7.184 | srael 147.237.72. 166 |aka.idf.il Bad TCP sequence vi ndow scal e noni t or 6
109. 66. 154. 26 |l srael 147.237.72. 166 |aka i df .| Bad TCP sequence I'nval i d ACK nunber noni t or
41. 33.232. 66 Egypt 147.237. 77. 216 |dover.i df .i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or
Sreanming Engine: TCP Invalid i i ssi
84. 228. 144. 160 || srael 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
5.22.134. 84 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber noni t or
46.19. 85. 41 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval id ACK nunber alert
46.19. 85. 41 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning Engine: TQP Invalid i i SSi
212.143. 47. 165 | srael 147. 237.76. 200 |ei tan. aka. i of .| g =g nvalid segnent retransmssion. drop 4
Ret ransm ssi on Packet dr opped.
31.210. 186. 153 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid AGK nunber noni t or
195.34.150.18 |Austria 147.237.77. 216 |dover.idf. il Bl ock HITP Non Conpl i ant Fai l ed to handl e connection data noni t or
5.22.134.84 I srael 147.237.77. 234 |hal ag.i df . i Bad TCP sequence Invalid AGK nunber noni t or
Sreanming Engine: TCP Invalid i i ssi
109. 65. 23. 209 |Israel 147.237.72. 166 |aka. i of .11 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
79.183.99.161 | srael 147. 237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
79.180.1.222  |israel 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
37.26.147.181 | srael 147. 237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dr opped.
87.69.12.3 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 3
46. 19. 86. 49 I 'srael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaning Engine: TCP Invalid i i SSi
79.176. 200. 226 |l srael 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
5.29. 148. 107 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval id ACK nunber noni t or 3
Sreaning Engine: TQP Invalid i i SSi
94.159.176. 14 | srael 147.237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreanmng Engine: TCP Invalid i i ssi
2.54.128.23  |Israel 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
192.118.11. 120 |israel 147.237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreanmng Engine: TCP Invalid i i ssi
79.181.32.29  |Israel 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
81.218.208. 175 |israel 147.237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
46.117.253.173 |l srael 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid AGK nunber noni t or 3
37.46.39. 236 I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaning Engine: TQP Invalid i i SSi
109. 65. 148. 129 |1 srael 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
207.232.37.138 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
2.52.17.71 I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3

Ret r ansm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.52.41.126 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 49
149, 78. 232. 241 |l srael 147.237.77.243|nobi l e. i df . i | Ml tiple Unhauthorized URL Access from 149. 78. 232, 241 B ock 8
79.177.201.43 [israel 147.237.77.74 [lawidf.il Unaut hori zed URL Access to waw nag. i df.il/xmrpc. php B ock 4
79.177.201.43 |lIsrael 147.237.77.74 |lawidf.il PHP At t enpt B ock 4
85.250.174.11 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 3
149. 78. 232. 241 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 3
82. 166. 244. 220 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
185.32.179. 175 |[lsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
2.52.9.145 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
204.13.200. 200 [Uhited Sates |147. 237. 7. 216 |dover . i df . i | D stri bt oc 1?;;}:22;;?%%&??;;” Hock |2
46. 19. 85. 202 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock
79.177.201. 43  |Israel 147.237.76.42 |refuah.idf.il PHP At tenpt B ock
79.177.201.43 |Israel 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to waw refua. atal.idf.il/xnrpc. php B ock
149.78.232. 241 |Israel 147.237.77. 243 |nobi | e. i df . i | m;ult :?rd'fsz , g‘egpgrcyizm O s/ st chi | ddocurent &/ 1564 Bl ock 2
46.117.160. 188 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
204.13.200. 200 [Uhited Sates |147. 237. 7. 216 |dover . i df . i | D stri but ec 1?;;}2;’;2;?&%&?22;” Bock |2
84.111.15.34  |israel 147.237.77. 243 |nobi | e. i df . i | mﬁ”:tizrfﬁ’f’sac\f];'/?g’g Docurent Number i n B ock 2
178. 223.10.2 147.237.77.216|dover . i df . il Dstributed PHP Attenpt B ock
79.177.150. 118 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None
50. 87.129. 77 Lhited Sates [147.237. 77. 176 |nat pash. i df . i | Unhaut hori zed URL Access to www cogat.idf.il/xnirpc. php B ock 1
109. 253.197. 24 |israel 147.237.0.17 g; nlyl kosher -kravi .| %efjmwxlﬁiirsg‘gﬁfngq/ SQuECKOA 5+ Tuh SR yv @l S None 1
37. 46. 36. 185 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
207.241.237. 211 |Wited Sates|147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to v tikshuv.idf.il/error.htm Bl ock 1
192. 254. 166. 81 |Uhited Sates|147.237.77.216|dover.idf.il Distributed PHP Attenpt B ock 1
157.55.39. 131 |lhited Sates|147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ robot s. t xt B ock 1
66. 249. 93. 124 | srael 147.237.0.16 |n|y osher-kravt. 1l mux?;;:&?-ﬁvféfgfs.si It/0| nages/ 1. he/ general / box_i temlink. gi f Bl ock !
107.178.194. 87 |Uhited Sates |147. 237. 77. 216 |dover . i df . i | D stri buted 1?:?;;&;;6%%\/?21;” Bock |1
46.120.75.237 |[Israel 147.237.72. 156 |aman. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
2.54.50. 194 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: si gal gs oS Attack None 1
84.228.39.73 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
178.223.10. 2 147.237.77.216|dover.idf . il Distributed Waut hori zed URL Access on waw i df .il/xmrpc. php B ock 1
79.177.160.49 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: si gal gs oS Attack None 1
59.188. 5. 122 Hong Kong |[147.237.77.216|dover.idf.il Dstributed PH> A tenpt B ock 1
109. 253.197. 24 |israel 147.237.0.17 (Tf niyl- kosher-kravi.i 1, ple Illegal Parameter Encoding from 109. 253. 197. 24 None 1
93.172.236.74 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None 1
212.11.187.2 Saudi Arabia [147.237.77.216|dover. i df.il Dstributed PHP At tenpt Bl ock 1
79.181. 134. 105 |Israel 147.237.72. 166 |aka. i df . i | mna?(":i Zfrﬁﬁa?rnlgxlmﬁgfmm in None 1
192. 254. 166. 81 |Uhited Sates|147.237.77.216|dover.idf.il Distributed Whaut hori zed URL Access on ww i df .il/xmrpc. php B ock 1
157.55.39.228  [United Sates[147.237.76.30 |hi mush. i df. il mu:;rﬁliorrr;Jszr?datL;Tig???IS/St sz| at es/ shar ed/ user cont r ol s/ navnenu/ Bl ock !
77.125.7. 184 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None
109. 65. 48. 23 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None
Unknown Par anet er
46.120.75.237 |Israel 147.237.72. 166 [aka. i df . i | ct100$ct | 00$cphMai n$TochenPl acebbl der $bt nAt udaPrint in None 1
wwn aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
2.54.188. 46 I srael 147.237.72.166|aka. i df . i | Lht raceabl e S Sessi ons: sigal gs DoS Attack None
207. 46. 13. 86 Lhited Sates|147. 237. 77. 216 |dover . i df . i | Uhaut hori zed URL Access to wawidf.il/atal 1/izkor/vi ew text. asp B ock
84.228.94.33  |[Israel 147.237.0.16 |n|y kosher -kravi . i df ?i’g}gg:ﬂ voaion eﬁlugt”;/'l ci)gi V1 ogi . aspx Bock |1
178.255.215. 87 |France 147.237.77. 216 |dover . i df . i | mtirg.l izle;jlt::;-plczcze;i-th(;/ kkkkkkk=cd07b96f kkkkkkk cdo7bosf |2 °K !
59.188. 5. 122 Hong Kong [147.237.77.216|dover.idf.il D stributed Unaut horized URL Access on waw i df.il/xmrpc. php B ock 1
107.178.194.79 |Wiited Sates [147. 237. 7. 216 |dover . i df . i | m:idkf"_’tﬁ‘j 1?;;};;2&;?&%&?‘21;” Bock |1
46. 19. 85. 250 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
212.11.187.2 Saudi Arabia |147.237.77.216|dover.idf . il Distributed Waut horized URL Access on waw i df . il/xnrpc. php B ock 1
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