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|Top Attackers | n DDoS- Def ence |

Attacker Address
167. 114. 156. 16

|Attacker Country

|Target Address

| site

|Signature |Device Action  |Count |
Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3098
37.59. 169. 122 France 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 6
193. 19. 118. 82 Russi an Federati on 147.237.76. 34 yohalan.idf.il |Bock Wp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Target Address

At acker
Count ry

‘Ste

‘Signature

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il |Tehila - Perl LWP with fake user agent 4
208. 80. 155. 223 [147.237.0.34 [lhited States |[tikshuv.icf.i|Tehila - Perl LWP with fake user agent 2
199. 191. 56. 187 |147.237.72. 166 |Lhited Sates |akaidf.il [ET SCAN NVAP -f -sS 1
187 253, 60. 211 |147. 237. 76.34 |Mexi co yohal an. i . ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnections, Potenti al 1
Scan or Brute Force
78.193.2. 8 147.237.0.34 |France tikshuv.idf.i |ET SCAN NVAP -sS wi ndow 1024 1
199. 191. 56. 187 [147.237. 72. 166 |Lhited Sates |akaidf.il |[ET SCAN NVAP -sS wi ndow 2048 1
78.193.2.8 147.237.0.35 |France akaws.idf.il [ET SCAN NVAP -sS w ndow 1024 1




12-26-2015-10:04:00 to 12-26-2015-11:04:00

|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Country

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

109. 66. 110. 56 |l srael 147.237.76. 200 |ei tan. aka.i df .i | S dro 573
Ret ransni ssi on Packet dr opped. P
Sreaning Engine: TCP Invalid i i ssi
79.176.10.227 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g nval i d segnent retransmssi on. drop 105
Ret r ansmi ssi on Packet dr opped.
reamn ine: TCP Invali i i SSi
2.54. 47. 61 I srael 147, 237.76. 200 | tan. aka i df i1 || Sam g Engine: TCP alid  finvalid segnent retransnissi on drop 102
Ret ransni ssi on Packet dr opped.
78.111. 186. 115 |krai ne 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 41
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
78.111.186. 115 |krai ne 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid ACK nunber noni t or 18
78.111. 186. 115 |krai ne 147. 237.77. 216 |dover.idf.il Bad TCP sequence Invalid sequence nunber noni t or 18
78.111.186. 115 |lkraine 147.237. 77. 216 |dover.i df .i Bad TCP sequence Invalid ACK nunber alert 15
46.19. 85. 21 | srael 147.237.72. 167 |ishurimaka.i of .i|[Bad TCP sequence Inval id ACK nunber noni t or 13
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
46. 19. 86. 227 I srael 147.237.77. 243 |nobile.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
Sreanming Engine: TCP Invalid i i ssi
79.181. 155. 104 i srael 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i sSi
84.228. 144. 160 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
41.33.232. 66 Egypt 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 6
46. 19. 86. 170 I srael 147. 237.72. 156 |anan.i df .i| SYN Attack SYN -> SYN-ACK -> RST rej ect 6
84.95.198. 7 I srael 147.237.72. 166 [aka. i df . i | Bad TCP sequence I'nval i d ACK nunber aert 6
84.95.198.7 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
L Sreamng Engine: TCP Invalid _
213.57.160. 27 | srael 147.237.77. 216 |dover.idf.il Inval i d checksum Packet dropped. |drop 5
Checksum
93.173.52.100 |[lIsrael 147.237.77.233|atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
199. 203. 77. 237 |Israel 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
91.200.12.141  |lkrai ne 147.237.77. 176 |nat pash. i df .i | drop SAMrul e drop 4
46. 19. 86. 170 I srael 147. 237.72. 156 |anan. i of .i | Bad TCP sequence Invalid ACK nunber noni t or 4
91.200.12.141 |kraine 147.237.77. 216 |dover.idf.il dr op SAMrule drop 4
185.120.125.5 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
93. 169. 231. 216 |Romani a 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf. il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 4
87.69.110.151 I srael 147.237.72. 166 |aka. i of .| Bad TCP sequence SINHAK retransmt with different oo o g
w ndow scal e
Sreanming Engine: TCP Invalid i i ssi
79.178.217. 114 |israel 147. 237. 72. 166 |aka. i f . i1 9 =9 Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TAP Invalid i i sSi
109. 67. 184. 63 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segrent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
37.26.146.157 | srael 147. 237. 77. 243 |nubi 1 e. i of . i1 9 =9 Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
2.54.41.89 | srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
reamn ine: TCP Invali i i Ssi
109.65.21.93  |Israel 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TGP alid  |invalid segnent retransnission drop 3
Ret ransni ssi on Packet dr opped.
109. 226. 48. 191 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
2.54.41. 89 I srael 147. 237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
Sreanming Engine: TCP Invalid i i ssi
46.19.85.108  |israel 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
109. 66. 28. 205 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
2.54.41. 89 I srael 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid AGK nunber aert 3
Sreanming Engine: TCP Invalid i i ssi
37.26.148.250 |Israel 147. 237. 77. 243 |robi 1 e. i of . i | 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
109. 66. 41. 137 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
77.126.98.41  |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
2.54.41.89 I srael 147.237.72. 166 |aka. i df i Bad TCP sequence Inval i d ACK nunber noni t or
78.111.186. 115 |lkraine 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
2.54.41. 89 I srael 147. 237.72. 166 |aka. i df . i | Bad TCP sequence Invalid sequence nunber noni t or
Sreaning Engine: TQP Invalid i i SSi
109. 64. 199, 137 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
66.249.78.216 |lhited Sates |147.237. 77. 243 |nobile.idf.il 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
87.69.206. 200 |Israel 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber aert 2
46. 19. 85. 108 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid AGK nunber noni t or 2
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
31.210. 186. 149 |lsrael 147.237.72. 166 |aka. i df il Bad TCP sequence Inval i d ACK nunber noni t or 2
188. 120. 148. 253l srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid AGK nunber noni t or 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
46. 19. 86. 250 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 78
109. 66.110.56 |l srael 147.237.76.200 |ei tan. aka. i df . i | Too Many of the Sane Response Code (404) in Session from Bl ock 36
109. 66. 110. 56
84.109. 13. 88 I srael 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 84.109. 13. 88 |B ock 5
m ny- kosher-kravi .id , .
109. 253. 197. 24 |l srael 147.237.0. 17 £l Miltiple Illegal Parangeter Encoding from 109. 253. 197. 24 None 3
46.19.86.250 | srael 147.237.0.19 |nadimatal .idf.il Too Many of the Sane Response Cbde (404) in Session from B ock 3
46. 19. 86. 250
109. 64. 190.56 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
2.54.37.111 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
46.19. 85. 30 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs DS Atack None 2
46. 120. 22. 87 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS Atack None 2
2.54.159. 95 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
2.54.181.53 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Gode B ock 2
. . Unaut hori zed Met hod GPTI ONS for
84.94.38. 200 | srael 147.237.72. 166 [aka. i df . i | ww aka. i df.i |/ nai n/ gi yus/ aut hent i cat i onser vi ce. asnx/ get aut huser Bl ock 2
] . . D stributed Lhaut hori zed URL Access on
107.178.194.87 |lnited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 2
45, 55, 37. 222 147.237.76.31 |nakchal .idf.il Mil tipl e Unaut hori zed URL Access from 45. 55, 37. 222 B ock
109. 64. 175. 137 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
m ny- kosher - kravi . i j i
109. 253. 197. 24 |l srael 147.237.0.17 ny-kosher -kravi . id|illegl Paraneter Encodng Qf}f2win . None 1
foil mny- kosher - kravi . i df .i1/aj ax/ creat ecapt chai nage. aspx
. . D stributed Lhaut hori zed URL Access on
46.166. 186. 226 |Netherlands  |147.237.77.216 [dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
. . Unaut hori zed URL Access to
45.55.37. 222 147.237.76.31 [nakchal . i df . il wwy nakhal . i df.il/tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
98.143.148. 135 |lhited Sates [147.237.76.86 [navy.idf.il Unknown HTTP Request Method [[#1]]120100 in URL B ock 1
5. 10. 68. 187 Netherlands  |147.237.77.216|dover.idf.il Distributed Whaut hori zed URL Access on waw i df . il /xmrpc. php B ock 1
207.241.237.211|Wnited Sates [147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to waw tikshuv.idf.il/error. htm Bl ock 1
66.249.64.212 |Israel 147.237.0.34 |tikshuv.idf.il Uhaut hori zed LRL Access to tikshuv.idf.il/eitan/listpage/ B ock 1
176. 13. 20. 12 I srael 147.237.72. 166 [aka. i df . i | Unhknown Paraneter ca in ww aka. i df.il/nai n/gi yus/ general . aspx |None 1
46.117.198. 103 |[lIsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e S3. Sessi ons: si gal gs oS At ack None 1
89.139.58. 8 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenporary B ock 1
] . . Unaut hori zed URL Access to
40.77.167.8 Wited Sates [147.237.77.216|dover.idf.il vow i df . 1/ navy/ ht n/ gal ery/ gal ery3. htm B ock 1
176. 13. 20. 12 I srael 147.237.72. 166 [aka. i df . i | Unknown Paranet er doc in v aka. i df . i|/main/gi yus/ general . aspx |None 1
. . . Unaut hori zed URL Access to
79.176.10. 227  |Israel 147.237.76.200|ei tan. aka. i df . i | vuwy i tan. aka. i df i 1/ shar edl a ax/| i ght boxred agal | ery. aspx B ock 1
50.62.161.217 |Wited Sates |[147.237.77.216|dover.idf.il Dstributed PHP At enpt B ock 1
] - . D stributed Lhaut hori zed URL Access on
107.178.194. 79 |lhited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
5.29.71. 159 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
; . . D stributed Lhaut horized URL Access on
208.184.112.74 |lhited Sates (147.237.77.216|dover.idf.il v i dff . i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
84.109. 13. 88 I srael 147.237.72. 166 [aka. i df . i | Unaut hor i zed Method HEAD for waw aka. i df .il/main/ gi yus/ B ock 1
74.63.131.109 |Wited Sates |[147.237.77.216|dover.idf.il Dstributed PHP At enpt Bl ock 1
176.13. 20. 12 I srael 147.237.72. 166 |aka. i df . i | Unknown Paraneter cat in v aka.idf.il/nain/giyus/ general .aspx [None 1
93.137.176.66 |CQoatia 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to ww i df.i|/894-en/i df gdover. aspx B ock 1
40.114.254.95 |Whited Sates [147.237.77.216|dover.idf.il Dstributed PHP At enpt Bl ock 1
185.32.179. 109 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
79.181.104.71 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
] . . DO stributed Unaut hori zed URL Access on
158.69.215.7  |lhited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
50.62.161.217 |lLited Sates [147.237.77.216|dover.idf.il D stributed Whaut hori zed URL Access on waw i df . il /xmrpc. php B ock
46.19. 85. 97 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response GCode_Qust om Tenpor ary B ock 1
; . . D stributed Lhaut horized URL Access on
107.178.194.83 |lhited Sates |[147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
. . D stributed Lhaut hori zed URL Access on
85.10.210. 199  [Ger many 147.237.77. 216 [dover. i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
5.29. 164. 192 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs DoS Atack None 1
] - . D stributed Lhaut hori zed URL Access on
208.184.112. 74 |Wited Sates |[147.237.77.216|dover.idf.il v i dff . i 1/ 1133- 22638- he/ dover . aspx. B ock 1
74.63.131.109 |Wited Sates |[147.237.77.216|dover.idf.il D stributed Waut hori zed LRL Access on www i df.il/xnrpc. php B ock 1
176.13.20. 12 I srael 147.237.72. 166 |aka. i df . i | Uhknown Paraneter catl in wwaka.idf.il/main/giyus/general.aspx |None 1
109. 67. 231. 113 |Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
46.120.98.156 [l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs DoS Attack None 1
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