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Top Attackers

M 167. 114. 156. 16
109. 253. 146. 214
W 2.54.47.61
41.33.231.90
M 27. 75. 105. 185
M 82. 166. 103. 111
I 66. 249. 64. 186
MW 212. 143.142.56
195. 34. 150. 18
M 2542 193
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|Top Attackers | n DDoS- Def ence |
Attacker Address |Attacker Country |Target Address |Site

|Signature |Device Action |Count|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il|DOS- Tool - Swi t chbl adG dest - r eset 3463
66. 249. 64. 186 | srael 147.237.77. 74 lawidf.il |TCP handshake violation, first packet not syn dr op 3004
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
... |ET DO5 Large anmount of TGP ZeroWndow - Possible Nkiller2
81.218.69. 116 [147.237.77.226]|lsrael W chanat z. aka. i df . i |
DDos attack
43. 245, 183. 201 |147. 237. 76. 39 |Japan nobi | e. nei tav.idf.il ET SCAN NMAP -sS wi ndow 1024
31.19.116.8 147. 237. 76. 198 |Ger many e.yohal an.idf.il ET SCAN NVAP -sS w ndow 1024
27.75.105. 185 |147.237.76. 148 |V et nam ggcent er . aka. i df .i | ET SCAN Potential SSH Scan
27.75.105.185 |147.237.76.38 |V etnam eeneitav.idf.il ET SCAN Potential SSH Scan

2
1
1
1
1
27.75.105.185 |147.237.0.35 |Vietnam akavs. i df.il ET SCAN Potential SSH Scan 1
198.20.69.98 [147.237.77.235|hited Sates [svivaidf.il ET DRCP Bshiel d B ock Listed Source 1
183. 60. 252. 84 [147.237.72. 167 |Chi na i shurimaka.idf.il ET SCAN NMAP -sS wi ndow 2048 1
183. 60. 252. 84 |147.237.72. 167 |Chi na i shurimaka.idf.il ET SCAN NVAP -f -sS 1
43. 245, 183. 201 |147. 237. 76. 39 |Japan nobi | e. nei tav. i df.il ET SCAN NVAP -sS w ndow 2048 1
43.245. 183. 201 |147. 237.76. 39 |Japan nobi | e. neitav.idf.il ET SCAN NVAP -f -sS 1
31.19.116.8 147. 237. 76. 197 |Ger many e. hi nush. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
27.75.105. 185 |147.237.76.39 |V etnam nobi | e. nei tav. i df.il ET SCAN Potential SSH Scan 1
27.75.105.185 |147.237.76.30 |V etnam hi nush. i df . i | ET SCAN Potential SSH Scan 1
212.191. 84. 149 |147. 237.72. 14 |Pol and dover.idf.il(old) ET SCAN Potential SSH Scan 1
183. 60. 252. 84 [147.237. 72. 167 |Chi na i shuri maka.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address étuiikre; Target Address |Ste Signature z\t/ii((:;
2.54.47. 61 I'sr ael 147. 237. 76. 200 |ei tan. aka i df .1 Streamng Engine: TCP Inval id |invalid segnent retransnission drop 297
Ret r ansmi ssi on Packet dr opped.
41. 33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 8
2.54.2.193 I srael 147.237. 72. 166 |aka.i df .il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
67.246.5. 93 Whited Sates |147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
82.166.103. 111 [lIsrael 147.237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber alert 6
82.166.103. 111 |l srael 147.237. 72. 166 |aka. i df .i 1 Bad TCP sequence Inval id ACGK nunber monitor |6
41.33.232.66 Egypt 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 6
91.200. 12. 143  |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 4
195.34.150.18  |Austria 147. 237. 77. 216 |dover . i df . | Bl ock HTTP Non Conpl i ant Feiled to hand e connection data |nonitor (4
37.247.36.77  |Netherlands  [147.237.0.200 |mu.idf.il Geo- | ocati on enf or cenent Geo-l ocat | on T nbound drop 4
176.13.23.39 [ srael 147.237.77. 243 |robi L e. i of . i1 Streaning Engi ne: TCP Invalid invalid segnent retransssi on. drop 4
Ret r ansmi ssi on Packet dr opped.
91.200. 12. 143  |lkrai ne 147.237. 77. 176 |nat pash. i df .i | drop SAMrul e drop
70.79. 0. 209 Canada 147.237.77. 216 |dover.idf .i | Bad TCP sequence noni t or
82.81.51.159  |Israel 147. 237, 72. 166 |aka i of . i Streaning Engine: TCP Invalid finvalid segnent retransmission. |, 3
Ret r ansni ssi on Packet dr opped.
5.102. 254. 93 I srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence I'nval i d ACK nunber monitor |3
66.249.93.189 |Wnited Sates |147.237.77.243 |nobile idf. il Streaning Engi ne: TCP Invalid invalid segnent retransssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
70. 79. 0. 209 Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
46. 19. 85. 19 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or
176.12.151. 192 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACGK nunber aert
128. 232. 110. 28 LK”i‘i;gegom 147.237.0.33 [idf.il drop drop 2
46.19. 85. 68 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACGK nunber aert
176.12.151. 192 |lIsrael 147.237.77. 233 |atal .idf il Bad TCP sequence Invalid AGK nunber noni t or
109. 186. 144. 98 |l srael 147. 237. 77. 176 |nat pash. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect
199.30.24.123 |[Wiited Sates |147.237.76.200 [eitan. aka.idf.il Streaning Engi ne: TCP Invalid invalid segnent retransmissi on. drop 2
Ret r ansmi ssi on Packet dr opped.
46. 19. 85. 68 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Invalid ACK nunber nonitor |2
207.46.13.119 |Wnited Sates |147.237.72. 166 |aka idf. il Streaning Engi ne: TCP Inval id invalid segnent retransmssi on. drop 2
Ret ransni ssi on Packet dr opped.
66.249.78.146 |lnited Qates |147.237.72. 166 |akaidf.il Streamng Engi ne: TCP Inval id limvalid segnent retransmission. |y 2
Ret r ansmi ssi on Packet dr opped.
46. 19. 85. 105 I srael 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber monitor |2
208.115.111. 73 |Lhited Sates |147.237.72.166 |aka idf.il drop SAMrul e drop 2
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.i df i SYN Attack SYN -> SYN-ACK -> RST rej ect 2
2.54.43. 64 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber monitor |1
203.127.96. 221 |9 ngapore 147.237. 77. 216 |dover.idf .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46.121. 136. 243 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval id ACK nunber alert 1
184. 105. 139. 115|lLhited Sates |147.237.76. 148 |gqcenter. aka.idf.il drop drop 1
27.75.105.185 |V et nam 147.237.0.35 |akavs.idf.il drop drop 1
141.212.121. 189|nited Sates [147.237.0.35 |akaws.idf.il drop drop 1
27.75.105.185 |Vietnam 147.237.0.15 |kosher-kravi.idf.il drop First packet isn't SYN drop 1
208.115.111. 73 |lhited Sates |147.237.77.74 |lawidf.il drop SAMrul e drop 1
185.3.144.154 |l srael 147.237.77. 216 |dover.idf . il Bad TCP sequence Inval id ACK nunber nonitor |1
27.75.105.185 |V etnam 147.237.0. 17 ][”I”Iy kosher-kravi-id oy At ack SYN -> SYN-ACK -> Tineout |reject 1
213.57. 164. 207 |Israel 147.237.72. 166 |aka i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
71.6.167. 142 Lhited Sates |147.237.8.45 |e.eitan.idf.il SYN At tack SYN -> SYN-ACK -> Tineout |reject 1
203.127.96. 221 |9 ngapore 147.237. 77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> Tineout |reject 1
46.121.136. 243 |l srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d AGK nunber nonitor |1
184. 105. 247. 208|Wnited Sates [147.237.76.200|eitan. aka.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
37.26.148.199 |l srael 147, 237. 72. 166 |aka. i df .i 1 SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212. 121. 189|Wnited Sates [147.237. 76. 196 [e. sviva idf il Geo- 1 ocati on enf or cenent gﬁ?;'rggiinfn I nbound drop 1
27.75.105.185 |Vietnam 147.237.0.15 |kosher-kravi.idf.il SYN At ack SYN -> SYN-ACK -> Ti meout rej ect
208.115.111. 73 |lhited Sates |147.237.77.216 |dover.idf.il drop SAMrul e drop
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 253. 146. 214|I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 151
- . . Too Many of the Same Response Code (404) in Session from
109. 253. 146. 214]l srael 147.237.0.19 |[nadimatal .idf.il 109. 253. 146. 214 Bl ock 149
207.241.237.211|hited Sates |147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to wa tikshuv.idf.il/error.htm B ock 5
84.228.177.242 |Israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Gode Bl ock 3
77.127.65.195 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
85. 65. 244. 157 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode B ock 2
. . Unaut hori zed URL Access to
46.120. 99.204 | sr ael 147.237.72. 166 aka. i df . i | v aka. i df . i | / mai n/ gi yus/ control s/ at uda/ A B ock 2
: . . D stributed Unaut hori zed LRL Access on
204.13.200.200 [Wited Sates |147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22461 he/ dover . aspx. B ock 2
37.77.51. 145 Iraq 147.237.77.216|dover. i df . il Dstributed PHP Attenpt B ock
149.88.178.5 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
. . . D stributed Unaut hori zed URL Access on
107.178.194.87 [Wited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461 he/ dover . aspx. B ock 1
207.46.13.2 Lhited Sates [147.237.76.147|chi nuch. aka. i df .i | Lhaut hori zed URL Access to waw chi nuch. aka. i df.il/404. htm B ock 1
. . D stributed Unhaut hori zed LRL Access on
46.166.186. 208 |Netherlands |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
37.77.51. 145 Iraq 147.237.77.216|dover. i df . il Mil tipl e Uhaut horized URL Access from 37.77.51. 145 B ock 1
124. 253. 254. 148|Indi a 147.237.77.216|dover.idf.il PHP Att enpt B ock 1
68.180.230.29 [Lhited Sates [147.237.77.176 |nat pash. i df . i | Paraneter Type Mol ation Pagehumin Bl ock 1
wawv cogat . i df . i|/1038- he/ cogat . aspx
176.12.151. 172 |lIsrael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
Unknown HTTP Request Method ; in URL
46. 19. 85. 55 I srael 147.237.77.216|dover.idf.i _pk_i d. 20. 8af c=aae1e2196c¢d54159. 1451111981. 1. 1451111981. 14 |B ock 1
51111981,
79.182.211. 214 |Israel 147.237.77.216|dover . i df . i Uhaut hori zed LRL Access to wawidf.il/https:/wanidf.il/ B ock 1
207.46.13.119 |lhited Sates [147.237.72.166|aka.idf.il D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
66.249. 64. 108 [Israel 147.237.77.74 [lawidf.il Unhaut hori zed URL Access to 147.237.77.74/ B ock 1
37.77.51. 145 Iraq 147.237.77.216|dover . i df . i Unhaut hori zed LRL Access to waw i df.il/ar/logl n. php B ock 1
124. 253. 254. 148|Indi a 147.237.77.216|dover. i df . il Lhaut hori zed URL Access to waw i df.il/xmrpc. php B ock 1
: . . D stributed Unaut hori zed LRL Access on
107.178.194.79 |Uited Sates |147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
68.180. 230. 29 [Lhited Qates [147.237.77. 176 |nat pash. i df . i | Paraneter Type Miolation PageNimin Bl ock 1
wan cogat . i df . i | / 1962- he/ cogat . aspx
. . . D stributed Unaut hori zed LRL Access on
195. 254. 135. 76 |Romani a 147.237.77. 216 |dover . i df . i | Wi i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
5.102. 254. 69 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
. . Unaut hori zed URL Access to
66.249. 64. 118 [lIsrael 147.237.77.74 [lawidf.il 147. 237. 77. 741 si p. st or age/ fi | es/ 4/ 444. doc Bl ock 1
46.19. 85. 55 I srael 147.237.77. 216 |dover.i df . i Aonornal |y Long Request request version B ock 1
128. 232. 110. 29 E?';gegom 147.237.76.200|ei tan. aka. i df . i | Uhaut hori zed URL Access to 147.237. 76. 200/ Bl ock 1
: . . D stributed Unaut hori zed LRL Access on
107.178.194.79 [Wited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
. . D stributed Unaut hori zed URL Access on
77.40.129.123  |Nor way 147.237.77. 216 |dover . i df . i | Wi i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
m ny- kosher - kravi . i i i
46.120.230.39 |Israel 147.237.0.17 y llegal Paraneter Encoding rnd in . None 1
df.il mny- kosher-kravi . i df .il/aj ax/ creat ecapt chai nage. aspx
124. 253. 254. 148|Indi a 147.237.77. 176 |mat pash. i df . i | Mil tipl e Unhaut hori zed URL Access from 124. 253. 254. 148 B ock 1
. . Unaut hori zed URL Access to
5.175. 26. 46 Ger many 147.237.77.216|dover. i df . il vawe i dff i |/ shar ed/ user cont rol s/ header upper/ B ock 1
85. 65. 185. 40 I srael 147.237.76.200|ei tan. aka. i df . i | PHP At t enpt B ock 1
66.249.78.146 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
216. 218. 207. 138|lnited Sates [147.237.77.216|dover.idf.il Lhaut hori zed URL Access to wan i df.il/1294- he/ wan i df. il B ock 1
46. 19. 85. 55 | srael 147.237.77.216|dover. i df . il Il11egal HITP \Version _pk_ses. 20. 8af c=* Bl ock 1
141.212.121. 176|lnited Sates |147.237.0.15 |kosher-kravi.idf.il [|Wauthorized URL Access to 147.237.0. 15/ B ock 1
: . . D stributed Unaut hori zed LRL Access on
107.178.194.83 [Wnited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
. . D stributed Unaut hori zed URL Access on
77.40.129.123  |Nor way 147.237.77. 216 |dover . i df . i | Wi i dff i 1/ 1133- 22638 he/ dover . aspx. B ock 1
: . . D stributed Unaut hori zed LRL Access on
204.13.200.200 [Wited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
m ny- kosher - kr avi . i _ ,
46. 120. 230. 39 | srael 147.237.0. 17 df il Mitiple Illegal Parangeter Encodi ng from46. 120. 230. 39 None 1
124. 253. 254. 148(Indi a 147.237.77. 176 |mat pash. i df . i | PHP Attenpt Bl ock
85. 65. 185. 40 I srael 147.237.76.200|ei tan. aka. i df . i | Uhaut hori zed LRL Access to ww ei tan. aka. i df.il/xnirpc. php B ock
: . . Unaut hori zed URL Access to
68.180.228. 112 [Wnited Sates [147.237.77.216|dover.idf.il v i df i 1/ 1133 21744-ar / i o gdover . aspx Bl ock 1
Mal formed URL
46.19. 85. 55 I srael 147.237.77.216|dover. i df . il _pk_i d. 20. 8af c=aae1e2196cd54159. 1451111981. 1. 1451111981. 14 |B ock 1
51111981. ;
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