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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
66. 249. 78. 146 | srael 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 3702
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3314

204. 42. 253. 132 Lhited Sates 147.237. 76. 147 chinuch. aka.idf.il |B ock Wdp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In ID|

‘ Target Address

A tacker
Country

195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4

ET SCAN Behavi oral Unusual |y fast Ternminal Server Traffic, Potential
Scan or Infection

Signature

37.48. 65. 35 147.237.0. 19 Net her | ands nadi matal .idf.i
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|Top Attackers In FW |

Attacker Address |Attacker Qountry|Target Address [Ste Signature ?;/Ii f)i
41.33.231.90 Egypt 147.237.77. 216 |dover.i df i drop SMrule drop 36
Sreaning Engine: TP Invalid i i ssi
2.54.47.61 I'srael 147.237.76. 200 |6 tan. aka. i of . i 9 =g Invalid segnent retransmssion. |, 24
Ret r ansni ssi on Packet dropped.
64.233.172. 214 |Lhited Sates 147.237.77. 74 [lawidf.il drop First packet isn't SN drop 11
46.19. 85. 134 I srael 147.237. 72. 156 |aman. i df .i Bad TCP sequence Invalid ACGK nunber noni t or
41.33.232.66 Egypt 147.237.77. 216 |dover.idf .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
reanming BEngine: TCP Invali i i ssi
109.64.203.7  |israel 147.237.72. 166 |aka.i df . Streamng Engi ne: TCP Inval i dfinvalid segnent retransmssi on drop 6
Ret ransni ssi on Packet dropped.
64.233.172.206 |lhited Sates 147.237.77.74 |lawidf.il drop First packet isn't SN drop
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |noni tor
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
Sreaning Engine: TP Invalid i i ssi
70.196.199. 250 [lhited Sates  |147.237.77. 216 |dover.idf il 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
185.3.146. 117 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber monitor |3
Sreaning Engine: TCP Invalid i i ssi
2.52.14. 215 I'srael 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
207.46.13.105 |wited Sates  |147.237.77. 243 |nobil e.idf il 9 =g Invalid segnent retransmssion. . 3
Ret ransni ssi on Packet dropped.
46.19. 85. 91 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACGK nunber aert
46. 19. 85. 91 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or
Sreanming Engine: TCP Invalid i i ssi
199.30.25.224 |[hited Sates  |147.237.76.200|eitan. aka idf. il 9 =g Invalid segnent retransmssion. | o 2
Ret ransni ssi on Packet dropped.
46. 19. 85. 245 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber nonitor |2
128.232.110.28 |United Kingdom |147.237.76. 198 |e. yohal an.i df . i Geo- | ocati on enf or cenent ﬁfolggﬁ;'mo"  nbound drop 2
128.232.110. 28 |Wnited Ki ngdom [147.237.76.200 |eitan. aka.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout [reject 2
62. 210. 215. 120 |France 147. 237. 76. 198 |e. yohal an. i of . Geo- | ocati on enf or cement Geo-I ocat i on i nbound drop 2
enf or cenent
Sreanming Engine: TCP Invalid i i SSi
66.249.78.146 |United Sates  |147.237.72.166 |aka idf.il 9 =g Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
199.30.24.16  |Wited Sates  [147.237.76. 200 [ei tan aka idf il 9 =9 Inval id segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
128.232.110. 28 |[United Ki ngdom [147.237.76. 147 |chi nuch. aka. i df .il SYN Attack SYN -> SYN-ACK -> Tineout |[reject 2
79.180. 206. 18 |l srael 147.237. 72. 156 |aman.i df .i | Bad TCP sequence Inval i d AGK nunber aert 1
216.218.206.98 |thited Sates  |147.237.77.212|e dover.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
184.105.139.96 |Lhited Sates  |147.237.76. 199 |e. nakchal .idf .l Geo- | ocati on enf or cenent Ceo-1 ocati on i nbound drop 1
enf or cenent
94.102.48.195 |Nether| ands 147.237.77. 121 |e. navy. i of .i Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
208.115.113.89 |Lhited States 147.237.77. 74 [lawidf.il drop SAMrule drop 1
79.180. 206. 18 |l srael 147.237.72. 156 |anan.i df .i | Bad TCP sequence I'nval i d AGK nunber monitor |1
216.218.206. 98 |Lhited Sates 147.237.77. 234 |hal ag.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
64.233.172.222 |Whited Sates 147.237.77. 74 [lawidf.il drop First packet isn't SWN drop 1
184. 105. 139. 119|Wnited Sates  |147.237.76. 198 |e. yohal an.idf .l Geo-l ocat i on enf or cenent ﬁfolggix“ i nbound drop 1
Iran, Islanic . . .
95. 38. 61. 199 Republ i ¢ of 147.237.77. 216 |dover.idf.i | Bad TCP sequence I'nval i d AGK nunber alert 1
74.82.47.28 Lhited Sates 147.237. 76. 148 |gqcenter. aka. i df .i | drop drop 1
208.115.113.89 |Lhited Sates 147.237.77. 216 |dover.idf i drop SAMrule drop 1
46.117.241.186 |l srael 147.237.72. 166 [aka. i df .i | Bad TCP sequence Invalid ACGK nunber nonitor |1
185.3.146.225 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber monitor |1
81.7.17.171 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1
216. 218. 206. 106|Lhited Sates 147.237.72. 167 |i shuri maka.i df . | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
66. 249. 64. 186 | srael 147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 1
208.115.111. 68 |Lhited Sates 147.237.77. 74 [lawidf.il drop SAMrule drop 1
184. 105. 247. 215|nited Sates 147.237.76.39 |nobile.neitav.idf.il |[SYN Attack SYN -> SYN-ACK -> RST rej ect 1
95. 38. 61. 199 'F;_Z‘E'bl :i'ﬁ"‘c 147. 237. 77. 216 |dover. i df .| Bad TCP sequence Inval i d ACK nurber moni tor |1
74.82. 47. 40 Lhited Sates 147.237.76. 177 |ncore. i df i SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
208.115.113.89 [Lnited Sates  [147.237.77.226 '} chanatz. aka. tf |4 op SAMrul e drop 1
38.229.1.15 Lhited Sates 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
84.109. 3. 153 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Tineout |reject 1
216.218. 206. 108|lnited Sates 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
208.115.113.89 |Lhited States 147.237.72. 166 [aka. i df .i | drop SAMrule drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
207.241.237.211|lnited Sates |147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to ww tikshuv.idf.il/error.htm Bl ock 2
176.13.11. 79 I srael 147.237.0.19 |madi matal .idf.il |Suspicious Response Code B ock 2
79.177.7.32 I srael 147.237.77.243|nobi [ e.i df . i | Paraneter Type M ol ation Password in nobile.idf.il/sachar/login B ock 2
82.166. 152. 130 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
213.57.151.200 |[Israel 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 2
: . . D stributed Uhaut hori zed LRL Access on
204.13.200.200 [Wited Sates [147.237.77.216|dover.idf.il v i df i | / 1133- 22461- hel dover . aspx. B ock 1
. . D stributed Unauthori zed URL Access on
94.242.246.23 |Luxenbourg |147.237.77.216|dover. i df .il v i df i | / 1133 22461- he/ dover . aspx. Bl ock 1
. . . Unaut hori zed URL Access to
66. 249.78.216 I srael 147.237.77. 243 nobi | e. i df . i | nobi | e. i df.il/categorytenpl ates/|istchil ddocunent s/ 1745 Bl ock !
46.19. 85. 91 I 'srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76.42/ styl e/ shared/reset.css  |B ock 1
: . . D stributed Unhaut hori zed LRL Access on
204.13.200.200 |lhited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
. . Uhaut hori zed URL Access to
104. 236.220. 125 147.237.76.31 [nakehal .idf . il nakhal . i df . i | /894- he/ nakhal . aspxshar ed/ user cont r ol s/ header upper / Bl ock !
. . Unaut hori zed URL Access to
66.249.78.234 |[Israel 147.237.72. 166 [aka. i df . i | 147. 237. 72, 166/ mai 1/ i yus/ gener al . aspx Bl ock 1
. . D stributed Unaut hori zed URL Access on
212.47.227.72  |France 147.237.77. 216 |dover . i df . i | Wi i dff i 1/ 1133- 22638 he/ dover . aspx. B ock 1
i nobi | e. nei tav. i df.i )
184. 105. 247. 195|lLhited Sates |147.237.76. 39 | Uhaut hori zed URL Access to 147.237.76. 39/ Bl ock 1
. . D stributed Unaut hori zed URL Access on
46.166.190. 136 |Netherlands  |147.237.77.216|dover. i df .i | Wi i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
207.46.13.2 Lhited Sates |147.237.76. 147 |chi nuch. aka. i df.i| [Unauthorized LRL Access to waw chinuch. aka. i df.il/404. htm B ock 1
. . . D stributed Unaut hori zed URL Access on
107.178.194.79 |Wnited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638 he/ dover . aspx. Bl ock 1
. . D stributed Unauthori zed URL Access on
66.249.78.240 |[Israel 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx Bl ock 1
185. 3. 146. 117 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ f avi con. i co B ock 1
89.138.105.88 |[lIsrael 147.237.72. 166 [aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
. . D stributed Unhaut hori zed LRL Access on
46.166. 190. 165 |Netherlands  |147.237.77.216|dover. i df .il v i df i | / 1133 22638- he/ dover . aspx. Bl ock 1
207. 46.13. 86 Lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to www i df.il/1514-en/ dover . aspx. B ock 1
} . . D stributed Unhaut hori zed URL Access on
107.178.194.83 |[lhited Sates |147.237.77.216(dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
. . Uhaut hori zed URL Access to
66. 249. 78. 246 |l srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or und asp/ showf or um asp B ock 1
216.218.207. 138|lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to wawidf.il/1294-en/wanidf.il/english |B ock 1
: . . Unaut hori zed URL Access to
199. 16. 156. 124 |Wnited Sates |147.237.77.216|dover.idf.il Wi df i1/ p storagel il es/ 5/ si ze220x0/ 17765, | pg B ock 1
. . Unknown Paraneter _ VI EWSTATEENCRYPTED i n
94. 159. 215. 221 |l srael 147.237.72. 166 |aka. i df . i | wiw aka. i df . i |/ i v sachar/ i | box. aspx None 1
66.249. 64.240 |Israel 147.237.77.216|dover . i df . i Unaut hori zed URL Access to 147.237.77.216/ B ock 1
207.46.13.150 |Lhited States [147.237.77.176 [nat pash. i df . i | Unaut hori zed URL Access to v cogat . i df . il/capt chai nage. aspx Bl ock 1
176.12.148. 44 |lIsrael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
66.249. 79,235 | srael 147.237.76.42 |refuah.idf il thaut hori zed LR. Access to Bl ock 1

147.237.76. 42/ si p_storage/ fil es/ 7/ si ze100x0/ 2827. j pg
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