12-26-2015-05:04:05 to 12-26-2015-06:04:05

@
1"PT SwNn ()

oV

www.gov.il

IDF Under Attack

Daily Report

|Top Target s |
2,000+
1, 500+
1, 000+
Nunber
a 500+"
At tacks
0- : '
\6\ \6\ $ ) ’\& . ’\& '\6\ & ) '\&\ . '\é ’\& .
SR S R NG N P 2 CORNC
© S & & ¥ 5 & N
& & N ¢ & <& éé\ o Q’S"O
& QO &
& &
Top Tar get

M dover.idf.il

M refuah.idf.il

M nat pash. i df i |

M navy.idf.il

M chi nuch. aka. i df . i

M nadimatal .idf.il

I anan.idf.il

M aka.idf.il
e.halag.idf.il

M nakchal .idf.il

Top Attackers

M 167. 114. 156. 16
41.33.231.90
I 37.26. 149. 253
59. 45. 79. 117
Il 66. 249. 64. 163
M 195. 34. 150. 18
[ 212. 143.142. 56
W 213.57.132. 248
128. 127. 107. 99
M 41.33.232.66




12-26-2015-05:04:05 to 12-26-2015-06:04:05

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 3224
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry Ste Signature

195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 64. 233 147.237.77.216  |lLhited Sates dover.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 64. 243 147.237.77.216  |lLnited Sates dover.idf.il ET SCAN NVAP -sA (2) 2
59. 45. 79. 117 147. 237.77. 176 Chi na nat pash. i df .i| ET SCAN Potential SSH Scan 1
199. 191. 56. 188 147.237.0.19 Lhited Sates nadi matal .idf.il ET SCAN NVAP -sS wi ndow 2048 1
59. 45. 79. 117 147. 237.76. 197 Chi na e hinush.idf.il ET SCAN Potential SSH Scan 1
199. 191. 56. 188 147.237.0. 19 Lhited Sates nadi matal .idf.il ET SCAN NVAP -f -sS 1
59. 45. 79. 117 147.237.76. 44 Chi na e.refuah.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.72. 167 Chi na i shuri maka. i df.il ET SCAN Potential SSH Scan 1
189. 254. 90. 133 147. 237.76. 38 Mexi co eengitav.idf.il ET SCAN NMAP -sS wi ndow 3072 1
59. 45. 79. 117 147.237.0.34 Chi na tikshuv.idf.il ET SCAN Potential SSH Scan 1
94. 102. 48. 195 147. 237.76. 201 Net her | ands eatal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147.237.0. 15 Chi na kosher-kravi.idf.il  |ET SCAN Potential SSH Scan 1
74.202. 215. 82 147. 237.76. 86 Lhited Sates navy.idf.il ET SCAN NMAP -sS wi ndow 1024 1
5. 43. 43. 133 147. 237. 76. 202 Fort ugal e haag.idf.il ET SCAN NVAP -sS w ndow 1024 1
59. 45. 79. 117 147. 237. 77. 205 Chi na prisha.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.77. 74 Chi na lawidf.il ET SCAN Potential SSH Scan 1
199. 191. 56. 188 147.237.0.19 Lhited Sates nadi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147. 237. 76. 148 Chi na gacenter. aka. i df il ET SCAN Potential SSH Scan 1
195.154. 154. 131 [147.237.77.176  |Fance nat pash. i of .i ET WEB SERVER Fake (oogl ebot UA 1 | nbound 1
59. 45. 79. 117 147.237.76. 38 Chi na eeneitav.idf.il ET SCAN Potential SSH Scan 1
195. 22. 126. 20 147.237.77. 121 Pol and e navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
59. 45. 79. 117 147. 237.8. 45 Chi na eeitanidf.il ET SCAN Potential SSH Scan 1
104. 192. 0. 226 147.237.8. 14 Lhited Sates e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147.237.0.19 Chi na madi matal .idf.il ET SCAN Potential SSH Scan 1
75. 145. 96. 161 147.237.0.15 Lhited Sates kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
5. 43. 43. 133 147. 237. 76. 202 Fort ugal e haag.idf.il ET SCAN NVAP -sS w ndow 2048 1
5.43.43.133 147. 237. 76. 202 Por t ugal e halag.idf.il ET SCAN NVAP -f -sS 1
59. 45. 79. 117 147.237.77. 216 Chi na dover.idf.il ET SCAN Potential SSH Scan 1




12-26-2015-05:04:05 to 12-26-2015-06:04:05

|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
41.33.231.90 Egypt 147.237.77. 216 |dover.i df il drop SAMrule drop 36
37.26.149.253 |Israel 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 21
Sreamng Engi ne: TCP Invalid segnent retransnission
66.249. 64. 163 |lhited Sates 147.237.76.86 |navy.idf.il . . " |dro 10
W Inval i d Retransnission Packet dropped. P
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
41.33.232.66 Egypt 147.237.77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 6
217.51.133.7 Ger many 147.237.77. 176 |nat pash. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5
195.34.150.18  |Austria 147. 237. 77. 216 |dover . i df . | Bl ock HTTP Non Conpl i ant Failed to hand e connection data |nenitor |4
213.57.132. 248 |lsrael 147.237.77. 216 |dover. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout alert 4
213.57.132. 248 |lsrael 147.237.77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
Sreaning Engi ne: TCP i i ssi
128.127. 107.99 |Nether| ands 147. 237. 72. 166 |aka i of . i mng thgine: Invalid segnent retransmssion. |, 3
Inval i d Retransmission Packet dropped.
128. 127.107. 99 |Netherl ands 147.237.77.233|atal .idf.il dr op First packet isn't SYN drop 2
167. 114. 156. 16 |Canada 147.237.77. 216 |dover. i df . il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
75.126.221.55 |Uhited Sates 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nenitor |2
85.64.185.104 |l srael 147.237. 72. 156 |anan.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 2
91.200.12.106 |Wkraine 147.237.77. 176 |nat pash. i of . i | drop SAMrule drop 2
91.200.12.106 |kraine 147.237.77. 216 |dover.idf.il drop SAMrul e drop 2
209.133.111. 211|thited Sates 147.237. 77. 216 |dover.idf .i | drop SAMrule drop 2
82.221. 105. 6 I cel and 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
216.218.206.80 |lLhited Sates 147.237. 76. 148 |gqcent er. aka. i df . i | drop drop 1
188. 120. 128. 67 |l srael 147.237. 72. 166 |aka.i df .il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 1
141.212.121. 185|Uhited Sates 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
95. 38. 61. 199 IF;.$B| :i' 2MC 147237, 77. 216 |dover. i f .1 Bad TCP sequence Inval i d ACK number dert 1
74.82.47. 14 Lhited Sates 147.237.76.34 |yohalan.idf.il drop drop 1
5.144.131. 170 :éxbl :2' e |147.237.77. 216 |dover. i f i1 Bad TCP sequence Inval i d ACK nunber aert 1
184. 105. 139. 124|Wnited Sates  [147.237.8.14 |e orchot.idf.il Geo-l ocation enforcement | ocation inbound drop 1
enf or cenent
84.109.3.6 I srael 147. 237. 77. 170 |n@ar achot . i df . i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
216.218. 206. 98 |lLhited Sates 147.237.76. 176 |test.ncore.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
37.187.114. 171 |France 147.237.8.14 |e.orchot.idf.il Geo-l ocation enforcement | 0! ocation inbound drop 1
enf or cenent
Iran, Islamc . . . )
95. 38. 61. 199 Republ i ¢ of 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
Iran, Islanic . . . .
5.144.131. 170 Republ i ¢ of 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 1
184. 105. 247. 200|Wnited Sates  |147.237. 77. 178 |e. nat pash. i df . i | Geo- | ocati on enf or cenent ﬁ?olr gzﬁi'mon I nbound drop 1
141.212.121. 177|Wited Sates 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
216.218.206.98 |Wnited Sates  |147.237.77.178 e natpash.idf. il Geo- | ocati on enf or cenent ﬁ?olr ggzg'nfn I nbound drop 1
198. 20. 69. 74 Lited Sates 147.237. 72. 156 |anan.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 1
184.105. 139. 82 |wnited Sates  |147.237.77.61 |e.cogat.idf.il Geo-l ocation enforcement | 0! ocation inbound drop 1
enf or cenent
: s instant nessenger pattern found, .
104.45.18.178 |wnited Sates 147.237. 77. 176 |nat pash. i of . i | I nstant Messengers appl i cation Skype noni tor |1
Iran, Islanic . . .
77.77.76.3 : 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d ACK nunber alert 1
Republ i ¢ of
24.145. 85.8 Lited Sates 147.237. 77. 176 |nat pash. i of . i | SYN At tack SYN -> SYN-ACK -> RST rej ect
184. 105. 247. 211 |Uhited Sates 147. 237.72. 156 |aman. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect
141.212.121. 178|nited Sates 147.237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
216.218.206. 112|tited Sates  |147.237.76. 196 |e. sviva idf.il Geo- | ocati on enf or cenent ﬁ?olr ggﬁ;'mon | nbound drop 1
207.241.237.211|lnited Sates 147.237.77. 216 |dover. i df . il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184.105. 139. 102|Wnited Sates  |147.237.0. 16 inly'kOSher'kra‘” 1A lsyN At tack SYN -> SYN-ACK -> RST rej ect 1
123.125.71.26 |China 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
77.77.76.3 :éxbl :2'37"" 147. 237.77. 216 |dover. i of .| Bad TCP sequence Inval i d ACK nurber monitor |1
216.218.206. 79 |Lhited Sates 147.237.77.19 |lawforumidf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
37.26.149. 253 |lIsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
184. 105. 247. 223|Uhited Sates 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.121. 184|United Sates 147.237.76.31 |nakchal .idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
216.218. 206. 118|Wnited Sates  |147.237.76.202|e.hal ag.idf. il Geo-l ocation enforcement | 0! ocation inbound drop 1

enf or cenent
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
128.127.107.99 [Netherl ands 147. 237. 76. 147 |chi nuch. aka. i df . i | Suspi ci ous Response Code_Qust om Tenporary B ock
65.55.210. 111 |Lhited Sates |147.237.76. 147 |chi nuch. aka. i df . i | Lhaut hori zed URL Access to waw chi nuch. aka. i df.il/404. htm B ock
46.19. 86. 19 I srael 147.237.0.19 [madi matal .idf.il Suspi ci ous Response Code B ock
: . . D stributed Uhaut hori zed URL Access on
204.13.200.200 |thited Sates |147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 2
. . . D stributed Unaut hori zed URL Access on
204.13.200.200 |thited Sates |147.237.77.216|dover.idf . il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 2
: . . D stributed Uhaut hori zed URL Access on
107.178.194.83 |[lhited Sates |147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22638 he/ dover . aspx. Bl ock 2
. . . D stributed Unaut hori zed URL Access on
107.178.194.87 |[lhited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 2
68.180.228.112 |Wited Sates |147.237.77.216|dover.idf.il Mil ti ple Uaut horized URL Access from 68.180. 228. 112 Bl ock 1
5.110.217.218 |Saudi Arabia 147.237.77. 216 |dover. i df . il Lhaut hori zed URL Access to wawidf.il/arr/ B ock
70. 39. 151. 44 Uited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to wa i df.il/xnmrpc. php B ock
207.46.13.86  |Wited Sates |147.237.77.216|dover.idf.il Whauthori zed LRL Access to B ock 1
v i df . i |/ common/ handl er / handl er . ashx
141.212.121. 176|thited Sates |147.237.77.216|dover.idf.il Distributed Unaut hori zed URL Access on 147.237. 77. 216/ B ock 1
68.180. 228. 112 |[United Sates  |147.237.77. 216 |dover . i df .i | Paraneter Type Vi ol ation PageNimin B ock 1
wwy i df . i |/ 1133- he/ dover . aspx
: . . D stributed Unaut hori zed URL Access on
40.77.167.5 Lhited Sates [147.237.77.216|dover.idf.il v i df i1/ common/ handl er/ handl er . ashx B ock 1
Russi an Uhaut hori zed URL Access to
95.108. 132.178 ) 147.237.77.74 [lawidf.il vy | aw i df.il/tenpl at es/t enpl at econt rol s/ news/ si p_storage/files/ |B ock 1
Federati on
7/ 1437. pdf /
66.249. 64. 113  |Israel 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77.74/ Bl ock 1
207. 46. 13. 96 Lhited Sates |147.237.77.216]|dover.idf.il Lhaut hori zed URL Access to ww i df . il/handl er/ handl er. ashx B ock 1
188. 165. 192. 229|France 147.237.77. 216 |dover.idf . il Ostributed PHP At tenpt B ock 1
68.180.228. 112 |lhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed LRL Access to waw i df.il/navy/ B ock 1
) . . Uhaut hori zed URL Access to
40.77.167.62  |Whited Sates |147.237.77.176 [mat pash. i df.il vuwn cogat i i 1/ usef ul i nf or nat i on/ pages/ def aul t. aspx Bl ock 1
207. 46. 13. 2 Wited Sates |147. 237. 76. 147 |chi nuch. aka. i df . i | Distributed thauthori zed LR Access on B ock 1
vy chi nuch. aka. i df.il/404. htm
m ny- kosher - kravi . i i i
66.249.78.94  |israel 147.237.0.17 ny Il egal Paraneter Encoding rnd in . None 1
df.il mny-kosher - kravi .idf.il/aj ax/ creat ecapt chai nage. aspx
207.241.237. 211 |lhited Sates [147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to wan tikshuv.idf.il/error.htm B ock 1
188. 165. 192. 229|France 147.237.77.216|dover. i df .i | D stributed Waut hori zed UR. Access on v idf.il/xmrpc.php  |B ock 1
. . . . Uhaut hori zed URL Access to
68.180.229.121 |lhited Sates |[147.237.76.200|ei tan. aka.idf.il vouy ei tan. aka i df i 1/t enpl at es/ shar ed/ user cont rol s/ header upper/ B ock 1
207.46.13.21 Lhited Sates |147.237.77.216|dover.idf.il Mil tipl e Unhaut hori zed URL Access from 207.46. 13. 21 Bl ock 1
. . Uhaut hori zed URL Access to
66.249.79.228 |lIsrael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p_ st oragel 11 es/ 8/ si e100x0/ 3098.  pg B ock 1
198. 20. 69. 74 Lhited Sates [147.237.72.156|aman. i df.il Lhaut hori zed URL Access to 147.237.72. 156/ robot s. t xt B ock
70. 39. 151. 44 Lhited Sates |[147.237.77.216|dover.idf.il Dstributed PHP Attenpt B ock
. . . Uhaut hori zed URL Access to
54.243.53.148 |lhited Sates |147.237.77.216|dover.idf . il 147, 237. 77. 216/ 1283- 12386- en/ dover . aspx Bl ock 1
207.46.13.21 Lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wawidf.il/spice Bl ock 1

12-26-2015-05:04:05 to 12-26-2015-06:04:05




