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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3097

115. 37. 196. 89 Japan 147.237.76. 38 e.e.neitav.idf.il B ock_UWp Al _Nets dr op 2
82.77.17. 205 Romani a 147.237.76. 177 ncore.idf.il B ock Wp Al Nets drop 1

204. 42. 253. 132 Lhited Sates 147.237.76. 39 nobi | e. nei tav.idf.il B ock Wp Al Nets drop 1
82.77.17. 205 Rormani a 147.237.76. 176 test.ncore.idf.il B ock Wp Al Nets drop 1

204. 42. 253. 132 Lhited Sates 147.237.76. 34 yohal an.idf.il B ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action |Oount

198. 20. 69. 74 Lhited Sates 147. 237. 76. 197 e. hinush.idf.il 13840: TLS. QpenSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
174.37. 194. 144 147.237.0. 15 Lhited Sates kosher-kravi .idf.il ET SCAN NVAP -sA (2) 2
174. 37. 194. 144 147.237.0. 16 Lhited Sates ny-kosher-kravi .idf.il ET SCAN NVAP -sA (2) 2
149. 202. 248. 121 147.237.8. 14 Ger many e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
207. 46. 234. 251 147. 237. 76. 197 Lhited Sates e. hinush.idf.il ET SCAN Potential SSH Scan 1
207. 46. 234. 251 147. 237.76. 44 Lhited Sates e.refuah.idf.il ET SCAN Potential SSH Scan 1
207. 46. 234. 251 147. 237.76. 34 Lhited Sates yohal an.idf.il ET SCAN Potential SSH Scan 1
207. 46. 234. 251 147.237.0. 17 Lhited Sates mny- kosher -kravi .i df .il ET SCAN Potential SSH Scan 1
180. 246. 183. 211 147.237.76. 176 I ndonesi a test.ncore.idf.il ET SCAN NMAP -sS wi ndow 4096 1
174.37. 194. 144 147.237.0. 35 Lhited Sates akavs. i df .i | ET SCAN NVAP -sA (2) 1
174. 37.194. 144 147.237.0. 33 Lhited Sates idf.il ET SCAN NVAP -sA (2) 1
87.197. 159. 157 147. 237.72. 156 9 ovaki a anan. i df.il ET SCAN NMAP -sS wi ndow 1024 1
207. 46. 234. 251 147. 237.76. 177 Lhited Sates ncore.idf.il ET SCAN Potential SSH Scan 1
207. 46. 234. 251 147.237.76. 39 Lhited Sates nobi | e. nei tav. i df il ET SCAN Potential SSH Scan 1
207. 46. 234. 251 147. 237.0. 33 Lhited Sates idf.il ET SCAN Potential SSH Scan 1
180. 246. 183. 211 147. 237.76. 176 I ndonesi a test.ncore.idf.il ET SCAN NMAP -sS wi ndow 3072 1
174.37.194. 144 147.237.0. 34 Lhited Sates ti kshuv. idf.il ET SCAN NVAP -sA (2) 1
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|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry Target Address |[Ste Signature Action
Sreanming Engine: TCP Invalid i i SSi
109. 160. 131. 71 [ srael 147. 237. 76. 200 |ei tan. aka. i df . i | g =g Invalid segnent retransmssion. | o 618
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
2.54.47. 61 I srael 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =9 Invalid segnent retransmssion. |, 69
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i SSi
131.253.25.164 |wited Sates [147.237.77. 234 |hal ag.idf. il g =g Invalid segnent retransmssion. | 38
Ret r ansni ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
31.154. 144.65 |[Israel 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 17
212.143.142.56 |Israel 147.237.77. 216 |dover.idf il drop First packet isn't SN drop
41.33.232.66 Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor
Sreaning Engine: TQP Invalid i i sSi
5.22.120.171  |israel 147.237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. | o 6
Ret r ansni ssi on Packet dr opped.
Anonynous S . .
8.37.227.69 Proxy 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Response out of state noni t or 6
46.117.134. 100 |Israel 147.237. 77. 216 [dover.i df . il SYN Attack SYN -> SYN-ACK -> Tineout |reject 5
8.37.227. 68 g”;(’;ymus 147. 237. 77. 216 |dover . i of . B ock HTTP Non Conpl i ant Response out of state monitor |4
Sreaning Engine: TQP Invalid i i sSi
207.46.13.171 |wited Sates |147.237.76.200 [eitan aka.idf.il 9 =9 Invalid segnent retransmssion. . 4
Ret r ansmi ssi on Packet dropped.
91.200.12.136 |Wkraine 147.237.77. 233 |atal .idf.il drop SAMrule drop
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data |nonitor
94.230.86.170 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
Sreaning Engine: TGP Invalid ' i ssi
195, 200. 205. 71 |Israel 147. 237. 72. 166 |aka. i o . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i sSi
109. 66. 11. 156 |Israel 147. 237. 72. 166 |aka i of . i | 9 =9 Invalid segnent retransmssion. . 3
Ret r ansmi ssi on Packet dropped.
91.200.12.136 |Wkraine 147.237.76.42 |refuah.idf.il drop SAMrule drop 3
Sreaming Engine: TCP Invalid i i ssi
79.176. 113. 166 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
84.109.3.6 | srael 147.237.77. 170 |maar achot . i df .i | SYN Attack SYN -> SYN-ACK -> Tinmeout |[reject
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
128. 232. 110. 28 LK”i"rfgegom 147.237.77. 235 |sviva i df .i | SYN At t ack SYN -> SYN-ACK -> Timeout |reject 2
91.200.12. 106 |kraine 147.237. 77. 170 |n@ar achot . i df .i | dr op SAMrul e drop 2
174.37.194. 144 |wited Sates [147.237.0.200 |mu.idf.il Geo- | ocati on enf or cenment Geo-I ocat i on i nbound drop 2
enf or cenent
Sreaning Engine: TCP Invalid i i SSi
199.30.24.251 |Wnited Sates |147. 237. 76. 200 [ei tan. aka i df .i | g =g Invalid segnent retransmssion. | . 2
Ret r ansni ssi on Packet dropped.
174.37.194. 144 |Whited Sates |147.237.0.15 |kosher-kravi.idf.il drop First packet isn't SYN drop 2
31.168. 164. 222 [lIsrael 147. 237. 77. 216 [dover.i df . il SYN Attack SYN -> SYN-ACK -> Tineout |reject 2
208.115.113.89 |Lhited Sates |147.237.72. 166 |aka.idf.il drop SAMrule drop 2
46.19. 86. 72 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |2
174.37.194.144 |hited Sates [147.237.0.16 |ny-kosher-kravi.idf.il [drop First packet isn't SN drop 2
8.37.227.81 g”;(’;ymus 147. 237. 77. 216 |dover . i of . B ock HTTP Non Conpl i ant Response out of state monitor |2
62. 210. 206. 180 |France 147. 237. 76. 198 |e. yohal an. i df . i | Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 2
enf or cenent
174.37.194.144 |United Sates  [147.237.0.17 [V kosher-kravi.id |4 o First packet ism't SN drop 2
91.200. 12. 137  |lkrai ne 147.237.77. 170 |naar achot . i df . i | drop SAMrul e drop 2
128. 232. 110. 28 E?';;gom 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |reject 2
174.37.194. 144 |Whited Sates |147.237.0.19 |[nadimatal.idf.il drop First packet isn't SYN drop 2
141.212.121. 180|Wnited Sates [147.237.8.27 |enadimatal.idf.il  |Geo-1ocati on enf or cerment i?o'r‘c’gi;ﬂo” | nbound drop 1
82.132.217. 233 z‘;;gom 147.237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46.166. 170. 3 Li t huani a 147.237.77. 216 |dover.idf .il D rectory Traversal directory traversal overflow moni tor |1
171.25.193. 132 [Sweden 147.237.77. 216 |dover.idf.il Directory Traversal directory traversal overflow noni t or 1
208.115.113.84 |Whited Sates 147.237.77.74 |(lawidf.il dr op SAMrul e drop 1
79.116. 25. 197 |Romani a 147.237.77. 216 |dover.idf.il drop SAMrul e drop 1
45.32.73.115 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.121. 181|Wited Sates |[147.237.8.27 |e.madimatal.idf.il  |Geo-1ocation enf or cenent ﬁ?olr ggi'mon I nbound drop 1
84.108.38.133 |Israel 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber alert
54.186.248.49 |Uited Sates |147.237.77.216 |dover.idf.il B ock HTTP Non Conpli ant Failed to handl e connection data |nonitor
176. 228. 175. 36 |l srael 147.237.72. 166 |aka.i df . il SYN Attack SYN -> SYN-ACK -> RST rej ect
146. 185. 239, 102 R‘SIS::I”ion 147. 237. 77. 176 |nat pash. i of . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
84.108.38.133 |lsrael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d ACK nunber noni t or
62. 128. 48. 84 I srael 147. 237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Tineout |reject
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 160. 131. 71 |l srael 147.237.76. 200 |ei tan. aka. i df . i | Too Miny of the Sane Response Cbde (404) in Session from g oo\ 100
109. 160. 131. 71
] . . DO stributed Whaut hori zed URL Access on
204.13.200.200 |thited Sates  [147.237.77.216|dover.idf.il v i dff i | / 1133- 22461- he/ dover . aspx. Bl ock 2
213. 8. 204. 62 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
’ . - Unhaut hori zed URL Access to
72.9.148. 10 Lhited Sates  |147.237.76.86 [navy.idf.il v navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx Bl ock 2
109. 253. 136. 228|| sr ael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 2
31.154. 162. 153 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs DoS Atack None 2
208.184.112.74 |wnited Sates  [147.237.77.216|dover.idf .l Mil ti pl e Unhaut hori zed LRL Access from 208.184. 112. 74 B ock 2
54.186.248.49 |Lhited Sates  |147.237.77.216|dover.idf.il Lhaut hori zed LR Access to waw idf.il/1294-he/ wan idf.il B ock 1
157.55.39.204 |thited Sates [147.237.77.74 |lawidf.il Mil tipl e Uhaut hori zed UR. Access from 157. 55. 39. 204 B ock 1
. . Unaut hori zed URL Access to
77.40.129. 123  |Nor way 147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- hel dover . aspx. Bl ock 1
. . Unaut hori zed URL Access to
66.249.79. 228 I srael 147.237.76.42 [refuah.idf. il 147.237. 76. 42/ si p_storage/ fi | es/ 8/ si ze100x0/ 2418. j pg Bl ock !
116. 0. 23. 227 Australia 147.237.77.216|dover.idf .l D stributed Whaut hori zed URL Access on www i df.il/xmrpc. php [B ock
40.77.167.5 Lhited Sates |147.237.77.216|dover.idf .il D stributed Unaut horized LRL Access on waw idf.il/error.htm  |B ock
; . . O stributed Lhaut horized URL Access on
107.178.194.79 |lhited Sates  [147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- hel dover . aspx. Bl ock 1
] . . Paraneter Type M ol ati on PageNumin
68.180.230.29 |[Wited Sates  |147.237.77.176 [mat pash. i df .| vaw cogat . i df . i |/ 901- he/ cogat . aspx B ock 1
66.249. 64. 113 |l srael 147.237.77.74 |lawidf.il Dstributed Lhaut horized URL Access on 147.237.77. 74/ B ock 1
157.55.39. 204 |uited Sates  |147.237.77.74 |lawidf.il Uhaut hori zed URL Access to waw | aw i df.il/bundl es/application [B ock 1
. . . D stributed Uhauthorized URL Access on
109. 163.234.2  [Ronani a 147.237.77. 216 (dover. i df . il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
85. 64. 64. 32 I'srael 147.237.72. 166 |aka. i df . i | wdt;_)p' e Untraceabl e S Sessi ons from85. 64.64.32 ((Cpen None 1
207. 46. 13. 58 Lhited Sates |147.237.77.216|dover.idf .il D stributed Unaut hori zed LRL Access on waw idf.il/error.htm  |B ock 1
. . Unhaut hori zed URL Access to
66.249.79. 242 |Israel 147.237.76.42 refuah.idf. il 147. 237.76. 42/ si p_storage/ fi | es/ 1 si ze100x0/ 348L. j pg Bl ock !
128. 70. 98. 168 RJF Sﬁ::ﬂ on 147.237.77. 170 [naar achot . i df . i | Uhaut hori zed URL Access to maarachot.idf.il/pdf/files/ 9/ Bl ock 1
40.77.167.5 Wited Sates |147.237.77.216|dover.idf.il Uhaut hori zed LRL Access to wawidf.il/error. htm B ock 1
] . . DO stributed Whaut horized URL Access on
107.178.194.79 |lhited Sates  [147.237.77.216|dover.idf.il v i dff i | / 1133- 22638- he/ dover . aspx. Bl ock 1
] . . Paraneter Type Mol ati on PageNumin
68.180.230. 167 |Lhited Sates  [147.237.76.31 |nakchal .idf.il nakhal .i df i1/ 1110- hef nakhal . asp Bl ock 1
. . Unaut hori zed URL Access to
66.249.69. 69 | srael 147.237.77. 176 (@t pash. i df . i | Wy cogat . i df . il/tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
. . Unaut hori zed URL Access to
176.12.141.50 |Israel 147.237.77. 216 |dover . i df .i | Wi of i 1/i p_storagel fil es/ 4 7714, pg x? B ock 1
. . DO stributed Lhaut hori zed URL Access on
109. 201. 135. 109Nt her | ands 147.237.77. 216 |dover . i df . i | v i dff i | / 1133- 22461- he/ dover . aspx. Bl ock 1
. . D stributed Uhauthorized URL Access on
91.219. 237. 244 |Hungary 147.237.77.216|dover . i df . i | v i dff i | / 1133 22461- hel dover . aspx. Bl ock 1
207. 46. 13. 96 Lhited Sates |147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on wawidf.il/error.htm  |B ock 1
68. 180. 228. 112 [Lhited Sates  |147.237.77. 216 |dover. i df .i Paranet er Type Mol ation PageNumin Bl ock 1
wa i df i |/ 1115-ar/ dover . aspx
m ny- kosher-kravi . i d
128.232.110. 29 |United Ki ngdom|147.237.0. 17 f Inly Unaut hori zed URL Access to 147.237.0. 17/ B ock 1
50. 87. 226. 74 Lhited Sates  [147.237.77.216|dover.idf.i | Dstributed PH> A tenpt B ock 1
107.178.194.83 |Uhited Sates  |147.237.77.216|dover.idf .il Mil tipl e Uhaut hori zed URL Access from 107.178. 194. 83 B ock 1
. . Unhaut hori zed URL Access to
66.249.75.6  |lsrael 147.237.76.42 |refuah. i df.il 147. 237.76. 42/ si p_storagel fi| es/ 7/ si ze100x0/ 3397. ] pg Bl ock !
192.146.229.3 |Razil 147.237.77.216|dover. i df .il Dstributed PHP At enpt B ock 1
91.228.196. 139 |Pol and 147.237.77. 176 [nat pash. i df . i | Mil tiple Unauthorized URL Access from 91.228.196. 139 B ock 1
] . . URL is Above Root Directory
207.244.70.35 |[Wited Sates  |147.237.77.216|dover.idf.il Wi of i1/ | shared/cl i entscri pts/j query/j query-1 4. 2.nin. | s Bl ock 1
] . . Paraneter Type Mol ati on PageNumin
68.180.228.112 |lhited Sates  [147.237.77.216|dover.idf. il v i df i 1/1393- en/ dover . aspx Bl ock 1
50. 87. 226. 74 Uhited Sates  |147.237.77.216|dover.idf .il Distributed Whaut hori zed URL Access on www i df.il/xmrpc. php [B ock
128.232.110.29 |United Ki ngdom|147.237.77.176|nat pash.idf.il Unaut hori zed URL Access to 147.237.77.176/ B ock
109. 160. 131. 71 |l srael 147.237.76.200|ei tan. aka. i df . i | Too Many 404: Response Code per Session B ock 1
. . O stributed Whaut hori zed URL Access on
77.40.129.123  [Norway 147.237.77. 216 (dover. i df . il v i dff i | / 1133- 22461- hel dover . aspx. Bl ock 1
Unhaut hori zed URL Access to
66.249.78.246 |[Israel 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ mai n/ sachar / r esour ces/ i mages/ nenu- endi ng. gi Bl ock 1
f
192.146.229.3 |Brazil 147.237.77.216|dover . i df . il Distributed Lhaut hori zed LRL Access on ww i df.il/xmrpc. php |[B ock 1
116. 0. 23. 227 Australia 147.237.77.216|dover.idf.il Distributed PHP Attenpt B ock 1
31.168. 164. 222 |l srael 147.237.77.216|dover. i df .il SSL Untraceabl e Connection - Cpen Mde None 1
93.173. 168. 225 |lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method POST for waw aka. i df.il/main/giyus/ B ock 1
68.180.228. 112 |Uhited Sates  |147.237.77.216|dover. i df .| thaut hori zed WRL Access Lo Bl ock 1

waw i df . i | /1283- 17474- en/ dover . aspxhttp: /
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