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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 3134
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|Top Attackers In |D|

Target Address

At acker
Gountry

Signature

Potential Scan or Brute Force

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
104, 256, 67. 115 |147. 237 7. 166 kaidh il SER’\/ER—_APACI-E Apache nod_ssl non-SSL connection to SSL port deni al 3
of service attenpt
66.249. 69. 254 [147.237.77.233|thited Sates [atal.idf.il ET SCAN NVAP -sA (2) 2
66.249.66. 75 |147.237.72.166|lhited Sates [akaidf.il ET SCAN NVAP -sA (2) 2
24.37.76.186  |147.237.72. 167 [Canada ishurimaka. idf.i|ET SCAN NMAP -sS wi ndow 2048 1
187 161. 89, 238 |147. 237. 77. 74 |Mexi co Lawdidf i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force
91.228. 196. 139 |147. 237. 77. 176 |Pol and natpash.idf.il |SERVER- WEBAPP nodul es. php access 1
24.37.76.186  |147.237.72. 167 |[Canada ishurimaka.idf.i|ET SCAN NVAP -f -sS 1
187. 161. 89. 238 |147. 237. 77. 235 |Mexi co svivaidf.il ET SOAN Behavi oral Lhusual Iy fast inbound Tel net Connecti ons, 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
41. 33.231. 90 Egypt 147.237.77. 216 |dover.idf .il drop SAMrule drop 36
85. 64. 64. 32 I srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 14
85. 64. 62. 88 I'srael 147.237.72. 166 |aka.i df . Streamng Engine: TCP Inval id |imvalid segnent retransmssi on drop 12
Ret r ansni ssi on Packet dropped.
208.115.111. 68 |Lhited Sates [147.237.77.74 [lawidf.il drop SAMrule drop 11
157.55.39.15  |Wwited Sates [147.237.77. 234 |hal ag.if. il Streaning Engine: TCP Invalid|invalid segnent retransnission drop 8
Ret r ansni ssi on Packet dr opped.
41. 33.232. 66 Egypt 147. 237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
141.8.132. 112 :Z:::t”i o 147.237.72. 166 |aka.i df . ;; ?Zr:s?g sEsri]gc:r?e: TP Invalid 'F:éakj;td ;eggsg:j. retransmssion. g o, 6
91.200.12.137 |Wkraine 147.237.77.74 |lawidf.il drop SAMrule drop
91.200. 12. 137  |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop
195. 34.150.18 |Austria 147.237. 77. 216 |dover.i df .il B ock HTTP Non Conpli ant Fai | ed to handl e connection data |nonitor
79.182.204.51 | srael 147. 237. 72. 166 |aka. i f . i Streanng Bngi ne: TCP Inval i dinvalid segrent retransmission. | 3
Ret r ansni ssi on Packet dropped.
167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.idf . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
95. 108. 158. 145 gj::;”ion 147. 237. 76. 200 |ei tan. aka.i df .| ;; fZTS?T? sEs?gc:r?e: TP Invalid :Dg‘éak];td dsreggggé_ retransmssion. g o 3
128. 232. 110. 28 LKTi;gegom 147.237.0.17 ;"I”Iy kosher-kravi.1d oy At t ack SYN -> SYN-ACK -> Tinmeout |reject 2
188. 120. 148. 150]l srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
128. 232.110. 28 E?irf;gom 147.237.77. 176 |nat pash. i of .i | SYN At t ack SYN -> SYN-ACK -> Tineout |reject 2
8.37.227.81 g”&;y”ous 147. 237.77. 216 |dover. i df . i Bl ock HTTP Non Conpl i ant Response out of state monitor |2
128. 232, 110. 28 zi;g’gom 147. 237. 77. 227 |e. hanaz. i f . i | Geo- | ocati on enf or cenment ﬁ? Olr 822;? n i nbound drop 2
46.19. 85. 111 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
157.55.39.178 |Wited Sates |147.237.72. 166 |aka i df il Streanng Bngi ne: TCP Inval i dinvalid segrent retransmission. | o 2
Ret r ansni ssi on Packet dropped.
84.109.3.6 | srael 147.237.77. 170 |n@arachot . i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
78.46.7. 81 Cer many 147.237.77.216 |dover.idf.il dr op SAMrul e drop
208.115.111. 73 |lhited Sates |147.237.72.166 |aka.idf.il dr op SAMrul e drop
157.565.39.179 |[lhited Sates |147.237.72. 166 |aka idf.il Streamng Engine: TCP Inval id|imvalid segnent retransmssi on drop 2
Ret r ansni ssi on Packet dropped.
208.115.111. 73 |lhited Sates [147.237.76.31 |nakchal .idf.il drop SAMrule drop 1
2.54.132. 141 | srael 147.237.72.166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
198. 20. 69. 74 Lhited Sates [147.237.76. 197 |e. hirush.idf .i| SYN At tack SYN -> SYN-ACK -> Tineout |reject 1
2.54.132. 141 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence I'nval i d ACK nunber alert 1
80.246.133.91 |l srael 147.237.77. 234 |hal ag.idf. il Bad TCP sequence I'nval i d AGK nunber alert 1
208.115.111. 73 |Whited Sates [147.237.77.74 |lawidf.il dr op SAMrule drop 1
2.54.189. 181 I srael 147.237.72. 167 |i shuri maka. i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
207.46.13.183 |Whited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
2.54.132. 141 I srael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 1
157. 55. 39. 54 Lhited Sates [147.237.72. 166 [aka.idf .i SYN At t ack SYN -> SYN-ACK -> Tineout |[reject 1
80.246.133.91 |l srael 147.237.77. 234 |hal ag.idf. i1 Bad TCP sequence I'nval i d AGK nunber nonitor |1
208.115.111. 73 |lhited Sates |147.237.77. 216 |dover.idf. il dr op SAMrule drop 1
88.75.61. 15 Ger nany 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
2.54.132. 141 I srael 147. 237.72. 166 |aka. i df . i | Bad TCP sequence Invalid sequence nunber noni t or 1
123.125.71.21 |China 147.237.76.42 |refuah.idf.il drop First packet isn't SN drop 1
37.26.146.210 |Israel 147.237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
195. 154. 227. 118|F ance 147.237.77. 216 |dover.idf.il drop SAMrul e drop 1
91.200.12.136  |lkrai ne 147.237.76.42 |refuah.idf.il drop SAMrul e drop 1
2.54.132. 141 I srael 147.237.72. 166 |aka. i df .i SYN At tack SYN -> SYN-ACK -> RST rej ect 1
123.125.71.21 |China 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
84.228.166.97 |lIsrael 147.237.72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 1
37.187.114. 171 |France 147.237.77. 121 |e.navy. i df .i | Geo- | ocati on enf or cenent ﬁ?olr 222;;?” I nbound drop 1
198. 20. 69. 74 Wited Sates [147.237.0.200 |rdu.idf.il dr op drop
149. 88.210.55 |l srael 147.237.77. 216 |dover.idf .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor |1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46. 19. 86. 160 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 5
109. 65. 33. 230 |l srael 147.237.0.19 |madi matal . idf.i |Suspicious Response Code B ock 3
157.55.39. 164 |Uited Sates 147.237.77.74 [lawidf.il Mil tipl e Unaut hori zed URL Access from 157.55. 39. 164 B ock 2
91.228.196. 139 |Pol and 147.237.77. 176 |mat pash. i df . i | Mil ti pl e Uhaut hori zed URL Access from 91.228. 196. 139 B ock 2
46.121.140.73 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
40.77.167.5 Lhited Sates 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to wawidf.il/error.htm B ock 2
176.13.9.187 | srael 147.237.72.166|aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 2
91.228.196. 139 |Pol and 147.237.77. 176 |nat pash. i df .i| |Dstributed PH Atenpt B ock 2
195. 154. 191. 97 |France 147.237.77. 216 |dover.idf.il Distributed PHP Attenpt B ock 1
79.177.201.43 |lIsrael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to waw mag. i df.il/xmrpc. php Bl ock 1
66. 249. 78. 240 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
45.55. 58. 61 147.237.77. 216 |dover.idf.il Distributed Whaut hori zed URL Access on www i df .i|/xmrpc. php B ock 1
109. 169.50.31 |United Ki ngdom [147.237.77.216|dover. i df .i | Distributed Unauthorized URL Access on waw i df.il/xmrpc. php Bl ock 1
: . . Unaut hori zed URL Access to
199. 16. 156. 126 |Uited Sates 147.237.77. 216 |dover.i df . il v i df i /i p storagel i1 es/ 6/ si ze220x0/ 17506. | pg B ock 1
72.47.234.114 |whited Sates 147.237.77.216|dover . i df . il Dstributed PH> A tenpt B ock
157.55.39.179 |Uhited Sates 147.237.72. 166 [aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 1
. . D stributed Lhauthori zed URL Access on
150.70.97.85  |Japan 147.237.77. 216 |dover . i df . i | v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
66.249.64.118 |lsrael 147.237.77.74 [lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ Bl ock 1
5. 29. 94. 107 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
] . . D stributed Lhauthori zed URL Access on
107.178.194.83 |Wnited Sates  [147.237.77.216|dover. i df .i | v i dff i | / 1133- 22638- he/ dover . aspx. Bl ock 1
195. 154. 191. 97 |France 147.237.77.216|dover.i df . il Uhaut hori zed URL Access to waw i df.il/wp-1ogin. php Bl ock 1
80. 246.136.68 [Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
. . Uhaut hori zed URL Access to
66. 249.79. 235 I srael 147.237.76.42 [refuah.idf il 147.237.76. 42/ si p_storage/ fil es/ 8/ si ze100x0/ 3468. gi f Bt ock !
157.55.39. 164 |lhited Sates 147.237.77.74 |lawidf .il Uhaut hori zed URL Access to waw | awidf.il/api/clientconfig B ock 1
110. 232. 112. 157 |Australia 147.237.77. 216 |dover.idf.il Distributed PHP Attenpt B ock
91.228.196. 139 |Pol and 147.237.77. 176 |nat pash. i df . i | Unaut hori zed LRL Access to ww cogat . i df.il/index. php B ock
] . . D stributed Lhauthori zed URL Access on
204.13.200.200 |thited Sates  |147.237.77.216|dover.idf .il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
173.254.55.58 |lnited Sates 147.237.77.216|dover . i df . il Dstributed PH> A tenpt B ock
72.47.234.114 |lhited Sates 147.237.77.216|dover. i df . il D stributed Uhaut hori zed UR. Access on ww i df.il/xmrpc. php B ock
. . D stributed Lhauthorized URL Access on
150.70.97.85  |Japan 147.237.77. 216 |dover . i df . i | v i dff i | / 1133- 22638- he/ dover . aspx. Bl ock 1
66.249. 64. 233 |l srael 147.237.77.216|dover. i df . il Unaut hori zed URL Access to waww i df.il/tenpl ates/articl e/ watch B ock 1
5. 255. 253. 62 RJSf;;”i o 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: si gal gs DoS A tack None 1
107.178.194. 83 |Uhited Sates 147.237.77. 216 |dover.i df . il Mil tipl e Unaut hori zed LRL Access from 107.178. 194. 83 B ock 1
198. 1. 68. 234 Lhited Sates 147.237.77.216|dover.idf . il Dstributed PHP Attenpt B ock 1
85. 64. 16. 240 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
68.180.228.112 [lhited Sates 147.237.77. 216 |dover.i df . il Par anet er Type M ol ati on PageNumin waw i df.il/1397-en/ dover. aspx  |B ock 1
157.55.39.166 |Uited Sates 147.237.77.74 |lawidf.il Unhaut hori zed URL Access to ww | aw i df.il/bundl es/ css B ock 1
110. 232. 112. 157 |Australia 147.237.77. 216 |dover.idf .l Distributed Whaut hori zed URL Access on www i df . i|/xmrpc. php B ock 1
94.230.86.170 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: sigal gs oS Attack None 1
: . ; D stributed Uhauthorized URL Access on
204.13.200.200 |thited Sates  |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- hel dover . aspx. Bl ock 1
173.254.55.58 |Uhited Sates 147.237.77. 216 |dover.idf.il Distributed Whaut hori zed URL Access on www i df .i|/xmrpc. php B ock 1
. . D stributed Unaut hori zed URL Access on
77.247.181.165 |Netherl ands 147.237.77. 216 |dover . i df . i | v i dff i | / 1133 22461- hel dover . aspx. Bl ock 1
. . D stributed Lhauthori zed URL Access on
150. 70. 173.5 Japan 147.237.77. 216 |dover.i df . il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
. . Uhaut hori zed URL Access to
66.249.64.235 |Israel 147.237.77. 216 |dover . i df . i | 147. 237.77. 216/ 1133- 17163- he/ dover . aspx Bl ock 1
198. 1. 68. 234 Lhited Sates 147.237.77. 216 |dover.idf .l D stributed Whaut hori zed URL Access on www i df .i|/xmrpc. php B ock 1
85. 64. 64. 32 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Gonnection - Cpen Mde None 1
69. 195. 124. 229 |Wited Sates 147.237.77.216|dover. i df . il Dstributed PHP Attenpt B ock 1
157.55.39. 178 |Uited Sates 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
117.222.16. 146 |india 147.237.77. 216 |dover . i df . i | Paranet er Type Vol ation ct| 00Scontent Al acetbl der 18t xt Enai [ in Bl ock 1
waw i df . i | /1038- en/ dover . aspx
50. 62.177.227 |wnited Sates 147.237.77. 216 |dover.idf . il Dstributed PHP Attenpt B ock 1
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