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12-26-2015-01:04:05 to 12-26-2015-02:04:05

|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site

|Signature

|Device Action|Count

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3274
66. 249. 81. 148 | srael 147.237.77. 226 ww chanat z. aka. i df . i | [TGP handshake viol ation, first packet not syn|drop 127
66. 249. 81. 144 | srael 147.237.77. 226 wan chanmat z. aka. i df . i | | TGP handshake viol ation, first packet not syn|drop 88
134. 147. 203. 115 Ger many 147. 237.76. 147 chi nuch. aka. i df . i Block Np Al Net drop 2
172. 98. 67. 112 147. 237. 76. 200 eitan aka.idf.il Block Np Al Net drop 1
77.93.21.78 Latvi a 147.237.76. 38 eeneitav.idf.il B ock_ UWp Al _Nets drop 1




12-26-2015-01:04:05 to 12-26-2015-02:04:05

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site |Sgna1ure Devi ce Action |Oount
198. 20. 69. 74 Lhited Sates 147.237.77. 179 e.nmazi.idf.il [13840: TLS enSSL Heartbeat Packet B ock 1
165. 215. 209. 15 Lhited Sates 147.237.77. 216 dover.idf.il 14511: HITP. Wn32/ Qiga Fake User Agent B ock 1




12-26-2015-01:04:05 to 12-26-2015-02:04:05

|Top Attackers In |D|

Attacker Address | Target Address

Attacker Country Signature
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il |Tehila - Perl LW with fake user agent 4
128. 199. 139. 56 147.237.77.216 S ngapor e dover.idf.il |ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
40.77.167.5 147.237.77. 216 Lhited Sates dover.idf.il |[LOCAL_RULES DCS attack 01/2012 1




12-26-2015-01:04:05 to 12-26-2015-02:04:05

|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36

31.210. 186. 203 |lIsrael 147.237.77. 234 |hal ag.i df il Bad TCP sequence Inval i d ACK nunber noni t or 21
Sreaming Engine: TGP Invalid i i ssi

66.249.66.39  |lited Sates 147. 237.77. 234 |hal ag. i of . i | 9 =g Invalid segnent retransmssion. |, 16
Ret r ansni ssi on Packet dropped.

46.210. 142. 151 |l srael 147.237.0.34 |tikshw.idf.il |drop First packet isn't SWN drop 13
Sreaming Engine: TP Invalid i i sSi

66.249. 66.45  |Uited Sates 147.237.77. 234 |hal ag.i f . 9 =9 Invalid segnent retransmssion. |y, 10
Ret r ansni ssi on Packet dropped.

212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
Sreamng BEngine: TCP Invalid i i ssi

2.54.130.37  |Israel 147.237.77. 243 |nubi le.i o . i1 9 =9 Invalid segnent retransmssion. g o, 6
Ret r ansni ssi on Packet dropped.

46.210. 142. 151 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 6

41.33.232. 66 Egypt 147.237.77. 216 [dover.i df i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 6

46.19. 85. 151 | srael 147. 237. 72. 156 |aman. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 5

176.228.35. 101 |lIsrael 147.237.77. 170 |nmarachot . i df .il [SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
Sreamng Engine: TCP Invalid i i ssi

40.77.167.20  |wited Sates  |147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. | 4
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

40.77.167.27  |Wited Sates 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.

195. 34.150. 18  |Austria 147.237.77. 216 |dover.i df . i | Bl ock HTTP Non Gonpl i ant Fail ed to handl e connection data [noni tor

94.230.86.181 |lsrael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
Sreanming Engine: TQP Invalid i i ssi

5.22.131.154  |Israel 147.237. 77. 243 |robi 1 e i df . i | 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dropped.

87.69.122.9 | srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreaming Engine: TGP Invalid i i ssi

79.181. 105. 136 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.

87.69.122.9 I srael 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect

84.94.162. 72 I srael 147.237.72. 167 |ishurimaka.iof .i|[Bad TCP sequence Invalid ACK nunber alert
Sreanming Engine: TCP Invalid i i ssi

207.46.13.110 |Wnited Sates 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. g, 2
Ret ransmi ssi on Packet dropped.
Sreamng BEngine: TCP Invalid

41.141.52.115 |Morocco 147.237.77. 216 |dover.idf.il 9 =g Inval id checksum Packet dropped. |drop 2
Checksum

84.94.162.72 | srael 147.237.72. 167 |ishurimaka.iof .i[Bad TCP sequence Inval i d ACK nunber noni t or 2

167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 2

213.57.167. 202 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber alert 2

128.232.110. 28 |United Kingdom |147.237.72.156 |anan.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2

213.57.167.202 |israel 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2

46. 19. 85. 151 I srael 147.237.72. 156 |anan.i df .i | Bad TCP sequence Inval i d ACK nunber monitor |2

195. 154. 226. 90 |Rrance 147.237.77. 216 |dover.idf.il drop SAMrul e drop 2

41.35.12. 223 Egypt 147.237.77. 216 [dover.i df i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  |nonitor 1

141.212. 121. 183|Wnited Sates 147.237.8.14 |e.orchot.idf.il |Geo-1 ocation enf or cement Geo-I ocat i on i nbound drop 1

enf or cenent

149.78.10.167 |Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1

71. 6. 165. 200 Lited Sates 147.237.76.31 |nakchal .idf.il |SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 1

194.72.238.241 |United Kingdom |(147.237.77.216 |dover.idf.il B ock HTTP Non Conpl i ant Failed to hand e connection data |[monitor |1

2.54.191. 65 I srael 147.237.72.167 |ishurimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 1

141.212. 121. 184|wnited Sates 147.237.8.14 |e.orchot.idf.il |Geo-1ocation enf or cenent Geo-I ocat i on i nbound drop 1

enf or cenent
104. 0. 13. 108 Lhited Sates 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect
79.180. 8. 11 I srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
Li byan Arab s SYNVACK retransmt with different .

41.253.110.242 | itiya 147.237.77. 216 |dover.idf il Bad TCP sequence i ndow scal 6 noni t or 1

141.212.121. 190|Wited Sates 147.237.76.197 |le.himsh.idf.il |Geo- 1 ocati on enf or cenent Sﬁ?o'rzgﬁ;'nf”  nbound drop 1

176.13.8. 198 I srael 147.237.77. 243 |nobi l e.i df . i | Bad TCP sequence Inval i d ACK nunber alert 1

45.79.168. 168 147.237.77. 176 |natpash.idf.il  [Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data [nonitor

195. 66. 76. 4 Ger many 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Gonpl i ant Fai l ed to handl e connection data [noni tor

141.212. 121. 191|Wited Sates 147.237.76.197 |e.himush.idf.il  |Geo-| ocati on enf or cenent gﬁ?olggi'nfn i nbound drop 1

31.210. 186. 203 |Israel 147.237.77. 234 |hal ag.idf i Bad TCP sequence Inval i d ACK nunber alert 1

. . SYNVACK retransmt with different .

87.69.122.9 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 1

176.13.8. 198 I srael 147.237.77. 243 |mobil e.idf i1 Bad TCP sequence Invalid ACK nunber monitor |1

2.54.57.243 I srael 147.237.72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 1

130. 193. 50. 10 RJSf;:I”ion 147.237.77.74 |lawidf.il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 1

82.166.238.27 |lIsrael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1




12-26-2015-01:04:05 to 12-26-2015-02:04:05

|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
. . . Too Many of the Same Response Code (404) in Session from
109. 253. 221. 147 |l srael 147.237.0.19 |nadimatal .idf.il 109, 253, 291 147 Bl ock 533
109. 253. 221. 147|I srael 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 137
. . . Too Many of the Same Response Code (403) in Session from
109. 253. 221. 147|l srael 147.237.0.19 |nadimatal .idf.il 109. 253. 221. 147 B ock 115
79.177.221.173 |Israel 147.237.72. 166 |aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock
37.26.146.151 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None
149. 88.89. 198 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None
. . . Paraneter Type Mol ation txtSubject in
2.54. 184. 252 I srael 147.237.0.34 |tikshuv.idf.il v ti kshuv. i df . i 1/ modul es/ f or us. f i f r nmessage. aspx Bl ock 2
. . D stributed Whaut hori zed URL Access on
104.232. 3. 33 147.237.77. 216 [dover. i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
] . . Parameter Type M ol ati on PageNumin
68.180.230.29 |Lhited Sates [147.237.77.176|mat pash.idf.il v cogat . i df . i 1/ 1038- he/ cogat . asp B ock 1
176.13.19. 144  |Israel 147.237.77. 216 |dover . i df . i | Mil'ti pl e Ful [width/il fw dth Uhi code Encoding on LR/ Paraneter (4) g 1
from176.13.19. 144
. . Unaut hori zed URL Access to
66.249. 64. 118 [lIsrael 147.237.77.74 |lawidf.il 147.237. 77. 74 i p storagel f11 es/ 0/ 880. pf Bl ock 1
79.176.129.21 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
-kosher-kravi . i df.
66. 249. 79. 239 | srael 147.237.0. 16 :'le Lhaut hori zed URL Access to www ny- kosher-kravi.idf.il/robots.txt |B ock 1
: . . D stributed Unaut hori zed URL Access on
204.13.200.200 [Wited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
128.199. 139. 56 |9 ngapore 147.237.77. 216 |dover . i df . i | Dstributed PHP Attenpt B ock 1
. . D stributed Unaut hori zed URL Access on
31.210. 186. 203 |l srael 147.237.77.234|hal ag. i df . il 147. 237 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
} . . D stributed Uhaut hori zed URL Access on
107.178.194.79 |[lhited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
69.195.124.176 |Lnited Sates [147.237.77.216|dover.idf.il Dstributed PHP A tenpt B ock 1
. . Unaut hori zed URL Access to
66. 249. 64. 233 |l srael 147.237.77.216|dover.i df .| wewvi i1/ dai |y statisticslengli shi . doc. (sour ces B ock 1
185.32.179. 108 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None
109. 253. 221. 147|I srael 147.237.0.19 [madi matal .idf.il Too Many 404: Response Code per Session B ock
. . Unaut hori zed URL Access to
66.249.79.242 |[israel 147.237.76. 42 |refuah.idf.il 147.237.76. 42/ si p_st or age/ 1 es/ 0/ si ze100x0/ 3470, pg B ock 1
: . . Unaut hori zed URL Access to
207. 46. 13. 96 Uited Sates |[147.237.77.216|dover.idf.il wiw i df . i 1/ nocachecomponent / dynani chot t ond Bl ock 1
128.199. 139. 56 |3 ngapore 147.237.77.216 |dover. i df . i | D stributed Unhaut hori zed LRL Access on waw i df.il/xmrpc. php B ock 1
} . . D stributed Uhaut hori zed URL Access on
107.178.194. 87 |Uited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
69.195.124.176 |Lnited Sates [147.237.77.216|dover.idf.il D stributed Waut hori zed URL Access on www i df . il/xmrpc. php B ock 1
66.249. 66. 132  [Israel 147.237.72. 156 [anan. i df . i | Uhaut hori zed LR. Access to list.ips.gov.il/list7.htm B ock 1
187.32.58.200 |Brazil 147.237.77. 216 |dover.idf . il Dstributed PHP A tenpt B ock 1
. . D stributed Whaut hori zed URL Access on
79.182. 216. 203 |l srael 147.237.77.234|hal ag. i df . il 147, 237. 77. 234/ i nages! shar ed/ bul | et 1. gi f Bl ock 1
} . . D stributed Uhaut hori zed URL Access on
208.184.112.74 |Wited Sates [147.237.77.216|dover.idf.il v i dff . i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
-kosher -kravi . i df . i
66.249.79.246 | srael 147.237.0.16 |V KOSher-kravi.idf. unaut hori zed LR Access to o B ock 1
il wan ny- kosher -kravi . i df.il/tenpl ates/| ogi /1 ogi n. aspx
. . Unaut hori zed URL Access to
37.142.215.95 |lIsrael 147.237.77.234|hal ag. i df . i | 147. 237.77. 234/ i nages! shar ed/ bul | et 1. gi f Bl ock 1
109. 73. 175. 226 z";ggom 147. 237.77. 176 |nat pash. i df . i | Oistributed PHP At enpt B ock 1
69.195. 124. 253 |[lhited Sates |[147.237.77.216|dover.idf.il Dstributed PHP Attenpt B ock 1
. . Unaut hori zed URL Access to
66.249.78. 234 | sr ael 147.237.72. 166 [aka. i df .11 147. 237. 72. 166/ mai n/ sachar/ r esour ces/ i nages/ pni ot . j pg Bl ock !
187.32.58.200 |Brazil 147.237.77.216|dover . i df .i | D stributed Waut horized UR. Access on www i df .il/xmrpc. php B ock 1
2.52.128. 253 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
84.228.190. 200 |[Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
: . ] Unaut hori zed URL Access to
68.180.228.112 [nited Sates [147.237.77.216|dover.idf.il v i df i |/ hebr ew or gani zat i on/ horef ront B ock 1
176. 13. 7. 249 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
46. 120. 255. 9 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
109. 73. 175. 226 z‘;;gom 147.237.77. 176 |mat pash. i df . i | Lhaut hori zed URL Access to wwww cogat . idf.il/xnrpc. php Bl ock 1
69.195.124. 253 |lnited Sates [147.237.77.216|dover.idf.il D stributed Waut horized URL Access on www i df . il/xmrpc. php B ock 1
. . Unaut hori zed URL Access to
66.249.79.228 |[Israel 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p_ st orage/ 111 es/ 9/ si ze100x0/ 3249, pg B ock 1
194. 72. 238. 241 LK*i"rfgegom 147.237.77. 216 |dover . i df . i | Uhaut hor | zed URL Access to / B ock 1
117.222.16.146 |India 147.237.77.216|dover . i df . i | Lhaut hori zed URL Access to www i df.il/894-en/idf gdover. aspx B ock 1
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